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Basic nodes

Data Store Decision node

The Data Store Decision node checks that the credentials provided during authentication match the ones stored in the
configured data store for the realm.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Inputs

This node requires the realm, username, and password properties in the incoming node state.

You can implement the following nodes as inputs to the Data Store Decision node:

Input nodes
« Username Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment)
+ Password Collector node (standalone AM) or Platform Password node (Ping Identity Platform deployment)

+ Zero Page Login Collector node

Dependencies

The Data Store Decision node is a basic node used in many types of authentication application types, such as basic, push, OAuth
2.0, and social provider authentication applications.

Configuration

This node has no configurable properties.

- Copyright © 2025 Ping Identity Corporation
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Basic nodes

Outputs

This node copies shared and transient state into the outgoing node state.

Outcomes
Returns a boolean outcome:
True
The credentials match those found in the data store.
False

The credentials do not match those found in the data store.

Errors

The following Data Store Decision node warnings and errors can appear in the logs:

Warnings
+ "invalid password error"
+ "invalid username error"
Errors
« "Exception in data store decision node"

Troubleshooting

Review any errors and warnings this node logged.

« If this node logged a warning, fix the credentials and try again.

« If this node logged an error, review the log messages for the transaction to find the reason for the exception.

Examples

Example 1: Simple username and password collector nodes with Data Store Decision node

Page Node

Data Store Decision
> Platform Userna...
True *| Increment Login Count

False

Platform Passw...

., +
Inner Tree Evaluator 0

True
False

'°
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This example illustrates a simple login process. The journey involves a Page node that contains two embedded nodes: Platform
Username node and Platform Password node. To enhance user experience, the Page node lets users input their username and
password on a single page, instead of splitting them across two different pages.

The Data Store Decision node has two outcomes: True or False.When the outcomeis True, it triggers a Login Count Decision
node. The Increment Login Count node then moves to an Inner Tree Evaluator node, which performs additional login processes.
The False outcome connects directly to a failure node, indicating a failed state where the username and/or password provided
by the user did not match the information stored in the data store.

Example 2: Grant the user several attempts to enter their credentials correctly

Inner Tree Evaluator
*|Increment Login Count %) > True K
False

Page Node

Data Store Decision
> Platform Passw...
True

Platform Userna...

False

Retry Limit Decision

Retry

Reject 4

Account Lockout %} ’°

In the following example, when an authentication attempt fails at the Data Store Decision node, you can direct it to a Retry Limit
Decision node. The Retry Limit Decision node determines the number of retries allowed and either retries the login attempt or
rejects it. If the journey rejects the login attempt after reaching the configured limit, for example three attempts, the operation
results in an account lockout.

Additional information

The following are alternate nodes that you can use in your journeys depending on your specific use cases:

* The LDAP Decision node supports LDAP Behera Password Policies with separate outcomes for accounts that are locked
and passwords that have expired.

Failure node

The Failure node is a required element indicating the journey ended in failure.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v

n Copyright © 2025 Ping Identity Corporation
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Product Compatible?
Ping Identity Platform (self-managed) v
Inputs

The failure outcomes of any preceding nodes.

Dependencies

None.

Configuration

This node has no configurable properties.

Outputs

None. The authentication journey ends in failure.

Outcomes

The authentication journey completes, ending in failure.

Errors

The error depends on the Authentication > Settings > Account Lockout > Login Failure Lockout Mode setting for the realm in
the AM admin Ul.

Without the setting enabled, by default, the node returns an error with a message such as the following:

{"code" :401, "reason" :"Unauthorized", "message":"Login failure"}

With the setting enabled, the node checks the invalid attempts property of the user profile and does the following:

+ Returns a warning message if the number of failed attempts is equal to or greater than the Authentication > Settings >
Account Lockout > Warn User After N Failures setting:

"code": 401,
"reason": "Unauthorized",
"message"”: "Warning: You will be locked out after 1 more failure(s).",
"detail": {
“failureUrl”: ""

Copyright © 2025 Ping Identity Corporation
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+ Increments the failure count in the user profile.

* Returns an error message if the account is Inactive:

{
"code": 401,
"reason": "Unauthorized",
"message": "User Locked Out.",
"detail": {
"failureurl": ""

To troubleshoot an authentication failure, review the steps in the journey to find what caused the failure.

Examples

All authentication journeys have a Failure node as one of their terminals.

Kerberos node

Enables desktop single sign-on such that a user who has already authenticated with a Kerberos Key Distribution Center can
authenticate to AM without having to provide the login information again.

To achieve this, the user presents a Kerberos token to AM through the Simple and Protected GSS-API Negotiation Mechanism
(SPNEGO) protocol.

End users may need to set up Integrated Windows Authentication in Internet Explorer or Microsoft Edge to benefit from single
sign-on when logged on to a Windows desktop.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud X
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes
* True
* False

Evaluation continues along the True path if Windows Desktop SSO is successful; otherwise, evaluation continues along the
False path.

Copyright © 2025 Ping Identity Corporation
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Basic nodes

Properties

Property

Service Principal

Key Tab File Path

Kerberos Realm

Kerberos Server Name

Trusted Kerberos realms

Return Principal with Domain Name

Lookup User In Realm

Is Initiator

Usage

Specifies the Kerberos principal for authentication in the format HTTP/AM-
DOMAIN@AD-DOMAIN , where AM-DOMAIN corresponds to the host and domain names
of the AM instance, and AD-DOMAIN is the domain name of the Kerberos realm (the
FQDN of the Active Directory domain). AD-DOMAIN can differ from the domain
name for AM.

In multi-instance AM deployments, configure AM-DOMAIN as the FQDN or IP
address of the load balancer in front of the AM instances.

For example, HTTP/AM-LB.example.com@KERBEROSREALM.INTERNAL .COM.

Specifies the full, absolute path of the keytab file for the specified Service Principal.

Q Tip
You generate the keytab file using the Windows ktpass utility; for example:

C:\> ktpass -out fileName.keytab -princ HTTP/
openam.example.com@AD_DOMAIN.COM -pass +rdnPass -maxPass 256
-mapuser amKerberos@frdpcloud.com -crypto AES256-SHA1 -ptype
KRB5_NT_PRINCIPAL -kvno ©

Specifies the name of the Kerberos (Active Directory) realm used for
authentication.
Must be specified in ALL CAPS.

Specifies the fully qualified domain name, or IP address of the Kerberos (Active
Directory) server.

Specifies a list of trusted Kerberos realms for user Kerberos tickets. If realms are
configured, then Kerberos tickets are only accepted if the realm part of the user
principal name of the user's Kerberos ticket matches a realm from the list.

Each trusted Kerberos realm must be specified in all caps.

When enabled, AM returns the fully qualified name of the authenticated user
rather than just the username.

Validates the user against the configured data stores. If the user from the Kerberos
token is not found, evaluation continues along the False path.

This search uses the Alias Search Attribute Name from the core realm
attributes. Find more information about this property in [User profile (.

When enabled ( true ), specifies that the node is using initiator credentials, which is
the default.
When disabled ( false), specifies that the node is using acceptor credentials.

Copyright © 2025 Ping Identity Corporation
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Example

This flow attempts to authenticate the user with Windows Desktop SSO. If unsuccessful, AM requests the username and
password for login. Meter nodes are used to track metrics for the various paths through the flow:

| Start Q— 0 Kerberos Node i , - ® Meter @ ~—@ Success

\

| True

® Meter &

Data Store Decision \

False “ 3 =
T + Meter ‘Q— O Page Node

True @ ‘

|8 , ; \
Username Collector | | False @@ Meter 0—0‘ Failure |

Password Collector :

;;;;;;;;;;

LDAP Decision node

The LDAP Decision node verifies that the provided username and password exist in the specified LDAP user data store. The node
also checks whether the associated user account has expired or is locked out.

Compatibility

Product Compatible?

PingOne Advanced Identity Cloud v

ForgeRock Access Management (self-managed) v

Ping Identity Platform (self-managed) v
Inputs

The node reads the username and password fields from the node state.

The journey can provide these credentials in a number of ways, for example, with a combination of the Username Collector node
and Password Collector node (standalone AM), Platform Username node and Platform Password node (Ping Identity Platform
deployment), or by using the Zero Page Login Collector node.

Prerequisites

None

Copyright © 2025 Ping Identity Corporation
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Configuration

Property Usage

Primary LDAP Server (required) Specify one or more primary directory servers. Specify each directory server in the
following format: host:port .
For example, directory_services.example.com:389.

Secondary LDAP Server Specify one or more secondary directory servers. Specify each directory server in
the following format: host:port.
The journey uses the secondary servers when none of the primary servers are
available.
For example, directory_services_backup.example.com:389 .

DN to Start User Search (required) Specify the DN from which to start the user search. More specific DNs, such as
ou=sales, dc=example, dc=com, result in better search performance.
If multiple entries with the same attribute values exist in the directory server, make
sure this property is specific enough to return only one entry.

Bind User DN, Bind User Password The credentials used to connect to the LDAP user data store.

Attribute Used to Retrieve User Profile  The attribute used to retrieve a user profile from the directory server.
(required) The user search will have already happened, as specified by the Attributes Used to
Search for a User to be Authenticated and User Search Filter properties.

Attributes Used to Search for a User to  The attributes the node uses to match the credentials provided by the user to an
be Authenticated (required) entry in the directory server.
For example, a value of uid forms the search filter uid=user . If you specify
multiple values, such as uid and cn, the node forms a complex search filter (|
(uid=user)(cn=user)) .
Multiple attribute values let the user authenticate with any one of the values. For
example, if you set both uid and mail, then Barbara Jensen can authenticate
with either bjensen or bjensen@example.com .

® Note
If you are using account lockout and you set multiple attribute values here,

you must add those attributes to the Alias Search Attribute Name
property in the User profile(Z.

User Search Filter A filter to append to user searches.
For example, if your search attribute is mail and you set User Search Filter to
(objectClass=inetOrgPerson) , the node uses (&(mail=address)
(objectClass=inetOrgPerson)) as the resulting search filter. In this example,
address is the mail address provided by the user.

Copyright © 2025 Ping Identity Corporation
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Property

Search Scope

LDAP Connection Mode

mTLS Enabled

mTLS Secret Label

Return User DN to DataStore

Auth node reference

Usage

The extent of the search for users in the directory server:

* OBJECT : The search extends only to the entry specified by the DN to Start
User Search.

+ ONELEVEL : The search extends to the entries that are direct children of the
DN to Start User Search.

+ SUBTREE : The search extends to the DN to Start User Search and every
entry under it.

Default: SUBTREE

Specifies whether to use SSL or StartTLS to connect to the directory server. The
node must be able to trust the certificates used.

Possible values: LDAP, LDAPS, and StartTLS

Default: LDAP

Enables mTLS (mutual TLS) between AM and the directory server.

This setting applies to all configured LDAP servers; that is, AM uses mTLS to
authenticate to all LDAP servers configured for this node.

When mTLS is enabled, AM ignores the values for Bind User DN and Bind User
Password.

If you enable this property, you must:

+ Set the LDAP Connection Mode to LDAPS.
* Provide an mTLS Secret Label.

Default: Disabled

Label used to create a secret ID for mapping to the mTLS certificate in the secret
store. AM uses this label to create a specific secret ID for this node. The secret ID
takes the form am.authentication.nodes.ldap.decision.mtls.label.cert ,
where label is the value of mTLS Secret Label. The label can only contain
alphanumeric characters (a-z, A-Z, 8-9)and periods ( . ). It can't start or end
with a period. All LDAP servers configured for this node share the same secret
label.

For more security, you should rotate certificates periodically. When you rotate a
certificate, update the corresponding mapping in the realm secret store
configuration to reflect this label. When you rotate a certificate, AM closes any
existing connections using the old certificate. A new connection is selected from
the connection pool and no server restart is required.

When enabled, the node returns the DN rather than the User ID. From the DN
value, AM uses the RDN to search for the user profile. For example, if a returned
DN value is uid=demo, ou=people, dc=openam, dc=example, dc=org, AM uses
uid=demo to search the directory server.

Default: Enabled

Copyright © 2025 Ping Identity Corporation
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Property

User Creation Attributes

Minimum Password Length

LDAP Behera Password Policy Support

Trust All Server Certificates

LDAP Connection Heartbeat Interval

LDAP Connection Heartbeat Time Unit

LDAP Operations Timeout

Use mixed case for password change
messages

Outcomes

True

Basic nodes

Usage

This list lets you map (external) attribute names from the LDAP directory server to
(internal) attribute names used by AM.

The minimum acceptable password length.
Default: 8

When enabled, support interoperability with servers that implement the Internet-
Draft, Password Policy for LDAP Directories a.
Default: Enabled

When enabled, the server blindly trusts server certificates, including self-signed
test certificates.
Default: Disabled

Specifies how often AM should send a heartbeat request to the directory server to
ensure that the connection doesn’'t remain idle.

Some network administrators configure firewalls and load balancers to drop
connections that are idle for too long. Set the units for the interval in the LDAP
Connection Heartbeat Time Unit property.

® Note
Setting this property to @ does not disable the heartbeat (keepalive) or load

balancer availability checks. Disabling these features can only be configured
at the global level.

Default: 10

The time unit for the LDAP Connection Heartbeat Interval.
Default: seconds

The timeout, in seconds, that AM should wait for a response from the directory
server.
Default: @ (means no timeout)

Specifies whether the server returns password change messages in mixed
(sentence) case or transforms them to uppercase.

By default, the server transforms password reset and password change messages
to uppercase. Enable this setting to return messages in sentence case.

Default: Disabled

The provided credentials match those found in the LDAP user data store.

Copyright © 2025 Ping Identity Corporation
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False

The provided credentials don't match those found in the LDAP user data store.
Locked

The profile associated with the provided credentials is locked.
Cancelled

The user must change their password. When the journey prompts the user to change their password, the user cancels the
password change.

Expired

The profile is found, but the password has expired.

@ Important

The LDAP Decision node requires specific user attributes in the LDAP user data store. These required attributes are
present by default in ForgeRock Directory Services. If you are using an alternative identity store, you might need to
modify your LDAP schema(Z to use this node.

Password Collector node

Prompts the user to enter their password.

The captured password is transient, persisting only until the authentication flow reaches the next node requiring user interaction.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud X
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) X
Outcomes

Single outcome path.

Evaluation continues after capturing the password.

Properties

This node has no configurable properties.

Copyright © 2025 Ping Identity Corporation
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Success node

The Success node is a required element indicating the journey ended successfully.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Inputs

The success outcomes of any preceding nodes.

Dependencies

None.

Configuration

This node has no configurable properties.

Outputs

None.

Outcomes

The authentication journey completes successfully.

The node resets the failure count in the user profile when reached if the User Status property is set to Active.

Errors

+ Checks the Status property of the user profile, when reached, and fails the authentication with an error message if the
account is marked as Inactive:
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{
"code" :401,
"reason" :"Unauthorized",
"message"” :"User Locked Out.",
"detail”:
{

"failureurl":""

}

}

Examples

All authentication journeys have a Success node as one of their terminals.

Username Collector node

Prompts the user to enter their username.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud X
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) X
Outcomes

Single outcome path.

Evaluation continues after capturing the username.

Properties

This node has no configurable properties.

Zero Page Login Collector node

The Zero Page Login Collector node verifies the presence of specific HTTP username and password headers in the incoming
authentication request. If the headers exist, the node uses their corresponding values as the provided username and password.

Copyright © 2025 Ping Identity Corporation
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The Zero Page Login Collector node is commonly used to:
« Connect the Has Credentials outcome connector to the input of a Data Store Decision node.

+ Connect the No Credentials outcome connector to the input of a Username Collector node followed by a Password
Collector node (standalone AM) or a Platform Username node followed by a Platform Password node (Ping Identity
Platform deployment), and then into the same Data Store Decision node. For an example of this layout, refer to the
default Example authentication tree provided in AM.

The password collected by this node remains in the node state only until the journey reaches the next node that requires user
interaction.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Inputs

« HTTP username header
* HTTP password header
+ An allowlist of referrers if Allow Without Referer property is disabled. When you set the Allow Without Referer
property to false, the request must contain a referrer from the allowlist; otherwise, the journey ends in a failure.
Dependencies

None.
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Configuration
Properties
Property Usage
Username Header name Enter the name of the header that contains the username value.
Default: X-OpenAM-Username
Password Header name Enter the name of the header that contains the password value.
Default: X-OpenAM-Password
Allow without referer If enabled, the node accepts incoming requests that do not contain a Referer
HTTP header. If a Referer HTTP header is present, the value is not checked.
If disabled, a Referer HTTP header must be present in the incoming request, and
the value must appear in the Referer allowlist property.
Default: Enabled
Referer Whitelist Specify a list of URLs allowed in the Referer HTTP header of incoming requests.
An incoming request containing a Referer HTTP header value not specified in the
allowlist causes evaluation to continue along the No Credentials outcome path.
® Note
You must disable the Allow Without Referer property for the referer
allowlist property to take effect.
Outputs

The collected credentials from the headers.

Outcomes

* Has Credentials
* No Credentials
Evaluation continues along the Has Credentials outcome path if the specified headers are available in the request, or the No

Credentials path if the specified headers are not present.

Errors

If more than one header value exists for username and/or password, the node returns the following error
message

"Expecting only one header value for username and/or password but size is {}."
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If the node can’t decode the header values, the node returns the following error message

"Could not decode username or password header."

Example
~@ Zero Page Login Collector ® Data Store Decision
Start @
Has Credentials @ 3 True @ —® Success
No Credentials @ False @—
-® Retry Limit Decision
Retry
Reject @)
® Failure
-® Platform Username @ ~® Platform Password @
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Multi-factor nodes

Combined MFA Registration node

The Combined MFA Registration node lets an authenticated user register a device, such as a mobile phone, for multi-factor
authentication with a push notification and an OATH one-time password in a single step.

This node can make journeys less complex by combining the functionality of the Push Registration node and OATH Registration
node.

The node displays a single QR code that users scan to register their device for both push and OATH authentication. Journeys can
use the Push Sender node to verify possession of the registered device. If push doesn’t succeed, for example, if the user’s device
doesn't have internet access, the journey can fall back to the OATH Token Verifier node. to request a one-time password using
OATH.

Learn more about push notifications and OATH one-time passwords in MFA: Push authentication(Z and MFA: OATH
authentication .

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Inputs

The node reads the username of the identity that is registering for MFA from the shared state. Implement a Username Collector
node (standalone AM) or Platform Username node (Ping Identity Platform deployment)] before this node in the journey.

Dependencies

This node requires that you configure the Push Notification Service.

Learn more about provisioning the credentials required by the Push Notification Service in How To Configure Service Credentials
(Push Auth, Docker) in Backstage (Z in the ForgeRock Knowledge Base.

For detailed information about the available properties, refer to Push Notification Service (2.
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Configuration

Property

Issuer

Account Name

Background Color

Logo Image URL

Generate Recovery Codes

QR code message

Usage

An identifier to appear on the user’s device, such as a company name, a website, or
arealm.

The value is displayed by the authenticator application.

For example, Example Inc. or the name of your application.

Default: ForgeRock

The profile attribute to display as the username in the authenticator application.
If not specified, or if the specified profile attribute is empty, the username is used.
Default: Username

The background color in hex notation that displays behind the issuer’s logo within
the authenticator application.
Default: 832b75

The location of an image to download and display as the issuer’s logo within the
authenticator application.

® Note
The ForgeRock Authenticator supports logos in JPEG and PNG format only.

The application resizes your logo automatically, but a maximum image size
of one MByte (or 1024 X 1024 pixels) is recommended.

Default: none

If enabled, recovery codes are generated and stored in the successful outcome’s
transient state.

Use the Recovery Code Display node to display the codes to the user for
safekeeping.

Default: true

& Important
Generating recovery codes overwrites all existing push-specific recovery

codes.
Only the most recent set of recovery codes can be used for authentication if
a device has been lost or stolen.

A custom, localized message with instructions to scan the QR code to register the
device.

1. Click Add.
2. Enter the message locale in the Key field; for example, en-gb .
3. Enter the message to display to the user in the Value field.

Default: none
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Property Usage

Registration Response Timeout The period of time (in seconds) to wait for a response to the registration QR code. If
no response is received during this time, evaluation continues along the Time Out
outcome path.

Default: 60

One Time Password Length The length of the generated OTP in digits.
This value must be at least 6 and compatible with the hardware/software OTP
generators you expect end users to use. For example, Google and ForgeRock
authenticators support values of 6 and 8, respectively.

Default: 6

Minimum Secret Key Length Minimum number of hexadecimal characters allowed for the Secret Key.
Default: 32

OATH Algorithm The algorithm the device uses to generate the OTP:
HOTP

HOTP uses a counter; the counter increments every time a new OTP is
generated. When you use this setting, also set the same value in the OATH
Token Verifier node.

TOTP

TOTP generates a new OTP every few seconds as specified by the
TOTP Time Step Interval setting.

Default: TOTP

TOTP Time Step Interval The length of time that an OTP is valid in seconds.

(totpTimeInterval) For example, if the time step interval is 30 seconds, a new OTP is generated every
30 seconds and is valid for 30 seconds only.
Default: 38 seconds

TOTP Hash Algorithm The HMAC hash algorithm used to generate the OTP codes. AM supports SHAT,
SHA256, and SHA512.
Default: SHA1

HOTP Checksum Digit Add a digit to the end of the generated OTP to be used as a checksum to verify the
OTP was generated correctly. This is in addition to the actual password length.
Only set this if the user devices support it.
Default: false

HOTP Truncation Offset An option used by the HOTP algorithm that not all devices support. Leave the
default value unless you know user devices use an offset.
Default: -1
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Property Usage

JSON Authenticator Policies Policies to apply to the device being registered, in JSON format. Use the following
format to apply policies:

{

"[.var]#policyName#" : { "[.var]#policyParameters#" |
[.label]#value# }
}

Supported policies
The ForgeRock Authenticator app supports enforcement of the following default
policies:

biometricAvailable
Parameters: None
The device must have a biometric sensor available and enabled in the
operating system.

deviceTampering
Parameters: score
The device must not have been tampered with; for example have root
access or be jailbroken.
This policy applies if the score returned by the device exceeds the provided
score parameter, which is a number between @ and 1.0.

Example:

{
"biometricAvailable": { },
"deviceTampering": {
"score": 0.8
}
}

Outcomes
Success
Device registration succeeded.
Failure
AM encountered an issue when attempting to register the authentication device.

Time Out

The node didn't receive a response from the device within the time specified in the configuration.
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Outputs
« For Push registration, this node updates the shared state with the push device settings, the message ID and the push

challenge.
+ For OATH registration, this node records the device profile in the oathDeviceProfile shared state attribute and the

recovery codes in the oathEnableRecoveryCode shared state attribute.

Errors

No username found
The node failed to read the username from the shared state.

Unable to find push message ID in sharedState

The node failed to read the push message ID from the shared state.

Example
The following example shows an implementation of combined multi-factor registration in an authentication journey:

Push Result Verifier Node
Success »0

Push Sender
’ Sent v Failure
Expired

Not Registered
‘ Waiting

Page Node

n Platform User...
Push Wait Node
< OATH Token Verifier
Done
Combined MFA Registration . Success
Exit »

Platform Pass...
N Success Failure
Data Store Decision Failure Not registered
» True Time Out
4
False

* The Page node with the Platform Username node and the Platform Password node prompts for the user credentials.

* The Data Store Decision node confirms the username-password credentials.

* The Push Sender node determines whether the user has a registered device.

o If the user has a registered device:
m The Push Sender node sends a push notification to the device.
m The Push Result Verifier node validate the user’s response to the push notification, looping through the
Push Wait node until authentication succeeds.

m The Push Wait node lets the user cancel the wait for a push notification. In this case evaluation continues to
the OATH Token Verifier node, so the user can enter a one-time password instead.
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o If the user doesn't have a registered device:

m The Push Sender node routes the user to the Combined MFA Registration node, which displays a QR code to
the user to register a device.

After successful registration of a device for both push and OATH authentication, evaluation returns to the
Push Sender node and continues with the registered device.

Device Binding node

Allows users to register one or more devices to their account. A user can bind multiple devices, and each device can be bound to
multiple users.

You must ensure you authenticate the user and obtain their username in the journey before attempting to bind a device.

Registered devices share device data in the form of a public key and a key ID which AM stores in the user’s profile, or you can save
it in transient state for processing.

The private key of the keypair is kept safely on the device and secured with biometric security or a PIN.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Dependencies

You can verify possession of bound devices by using the Device Signing Verifier node.
You can save the device data to the user’s profile by using the Device Binding Storage node.

To use Android Key Attestation, you must also configure the Android Key Attestation Service (.

Copyright © 2025 Ping Identity Corporation



https://docs.pingidentity.com/pingam/7.4/reference/global-services-configuration.html#realm-androidkeyattestation
https://docs.pingidentity.com/pingam/7.4/reference/global-services-configuration.html#realm-androidkeyattestation

Multi-factor nodes

Auth node reference

Configuration

Property

Authentication Type

Application IDs

Title
Sub Title

Description

Maximum Saved Devices

Timeout

Usage

Specifies how the device should secure access to the private key.
The available options are:

Biometric only
Request that the client secures access to the cryptography keys with
biometric security, such as a fingerprint.

Biometric with PIN fallback
Request that the client secures access to the cryptography keys with
biometric security, such as a fingerprint, but allow use of a PIN if biometric
is unavailable.

Application PIN
Request that the client secures access to the cryptography keys with an
application-specific PIN.

& Important
The PIN is not linked to the user’s device PIN and is stored only on

the client device.
The PIN is not sent to AM, so if the user forgets their PIN, they must
bind the device again.

None

Allow the client device to create the cryptography keys without securing
access to them.

Specifies a list of Android package names and iOS bundle IDs of applications that
are allowed to perform device binding.
For example, com.example.app .

Specifies a title to display to the user when asking them to bind the device.
Specifies a subtitle to display to the user when asking them to bind the device.

Specifies descriptive text to display to the user when asking them to bind the
device.

Specifies the maximum number of devices stored in the user's profile.

Set this property to @ if you do not want to limit the number of devices.

When this property is greater than zero, the Exceed Device Limit outcome path
becomes available.

Specify the number of seconds to wait for a response from the client during
binding.

If the specified time is reached, evaluation continues along the Timeout outcome
path.
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Property

Android Key Attestation

Store Device Data in Transient State

Android key attestation

Usage

Use Android key attestation to increase confidence that the keys used by the
bound device are valid, have not been revoked, and use hardware-backed security
storage.

The attestation data is also stored in the transient state of the tree, in a variable
named DeviceBindingCallback.ATTESTATION, so thatyou can access and parse
the data in a scripted node if required.

For information on the contents of the attestation data JSON response, refer to
Certificate extension data schema(J in the Google Developer documentation.

If enabled, the node does not save device data in the user’s profile when it
completes successfully.

Instead, the node places the device information into the transient state in a
variable named DeviceBindingNode.DEVICE . This allows subsequent nodes to
use, parse, or alter the information before saving it.

Use the Device Binding Storage node to save the device data to the user’s profile.

Example device data

"uuid": "Oea44aa7-ef55-431b-885b-8c3a87e93331",

"recoveryCodes": [],

"deviceName": "Pixel 7 Pro",

"deviceId":
"aaddfecd9b8b3e2a-153cae31¢c23bc51a8db6d71bc3a31423a6aca97d"”,

"createdDate": 1694787036658,

"lastAccessDate": 1694787036658,

"key": {
"kty": "RSA",
"kid": "Oead4aa7-ef55-431b-885b-8c3a87e93331",
"use": "sig",
"alg": "RS512",

"n": "n7nn76rmgcOGfuVm8N-wur4GgWw-
Iek@edwcQR865L3sjKON3XUCHi210tqMyc-PW1CaY-
dHisyy7TxK@jn4poui_aK31nGYNzJpuyTU1-
sunSTRVMW8VDTEJXUNQMZFS@86_8hVFiC90nElkpF11p2jzfgZ7u318bdVMgib2bH1lscyMo8
CZEwWA_MHKteIkSD7CZIHMjm-
J1JIrK1lalIJ31kZTUG299g2J9LvdGTMXyt206ZLQw3kAQ_QczHpiKieAilLd9sHydjB7BqGpgC
xjCkmqVi4BEVM18sSEEFNpZG1NzjrCBnGfSWr83dzenr6tbdCh5iew-BIdDXXaDPOXRew" ,

"e": "AQAB"

When binding a device running Android N (24 ) or newer, you can use Android key attestation to increase confidence that the
keys used by the bound device are valid, have not been revoked, and use hardware-backed security storage.

The ForgeRock SDK for Android generates attestation data for the cryptographic keys it uses for device binding. Using information
provided by Google, including a certificate revocation status list (CRL) and hardware attestation root certificate, the node can

verify that the certificates are trustworthy.
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If you enable the Android key attestation property and the device is running an earlier Android version, evaluation continues
down the Unsupported outcome path.

Android key attestation is not supported if you select Application PIN in the Authentication Type property. Evaluation
continues down the Unsupported outcome path in this case.

The node does not attempt attestation when binding non-Android devices.

Outputs

If you enable the Android Key Attestation property, the node outputs attestation data in a variable named
DeviceBindingCallback.ATTESTATION .

If you enable the Store Device Data in Transient State property, the node outputs device data in a variable named
DeviceBindingNode .DEVICE .

Outcomes

* Success
* Failure
* Exceed Device Limit
* Unsupported (Client)
* Abort (Client)
* Timeout (Client)
If the user successfully binds their device, evaluation continues along the Success outcome path.
If AM encounters an issue when attempting to register using a device, evaluation continues along the Failure outcome path.

If the Maximum Saved Devices property is set to an integer greater than zero, and binding a new device would take the number
of devices above the specified threshold, then evaluation continues down the Exceed Device Limit outcome path. In this case,
you need to instruct your users to log in with an existing bound device in order to remove one or more of their registered devices.

If the user’s client does not support the requested operation, evaluation continues along the Unsupported outcome path. For
example, the node is configured to require biometric authentication, but the device does not provide support.

If the user cancels the attempt to bind a device, evaluation continues along the Abort outcome path.

If the node does not receive a response from the user’s device within the Timeout specified in the node configuration, evaluation
continues along the Timeout outcome path.

Device Binding Storage node

Persists collected device binding data to a user's profile in the identity store.
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Compatibility

Product Compatible?

PingOne Advanced Identity Cloud v

ForgeRock Access Management (self-managed) v

Ping Identity Platform (self-managed) v
Inputs

The node uses the variable named DeviceBindingNode.DEVICE as input from the state.

The node requires that a Device Binding node has gathered device data previously in the journey.

Outcomes
True
Device binding data was successfully stored in the user's profile.

False

Device binding data was not stored in the user’s profile.

Properties

None.

Device Signing Verifier node

Verifies possession of a registered bound device.
The node requires the device to sign a challenge string using the private key that corresponds to a stored public key.

The user might need to unlock their cryptography keys with biometric security — such as a fingerprint—or a PIN.

@ Note

This node can be used in usernameless authentication flows.
The Ping SDKs store and provide the identity when handling the callbacks from this node. If the device has been
registered by more than one user, the SDK displays a list of the registered keys to choose from on the client device.
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Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Inputs

If you want the device to sign a particular challenge, the value must be available in shared state.

Dependencies

You can bind devices by using the Device Binding node.

Configuration

Property
Sign Random Challenge

Shared state attribute for
Challenge

Application IDs

Title
Sub Title
Description

Timeout

Outcomes

* Success

* Failure

* No Registered Device

Usage
Specifies the node should use a random value as the challenge for signing.

Specifies the node should use a value from the named attribute in shared state as the
challenge for signing.

Specifies a list of Android package names and iOS bundle IDs of applications that are allowed
to perform device signing verification.

For example, com.example.app .

Specifies a title to display to the user when asking them to bind the device.

Specifies a secondary, or subtitle to display to the user when asking them to bind the device.

Specifies descriptive text to display to the user when asking them to bind the device.

Specify the number of seconds to wait for a response from the client during binding.
If the specified time is reached, evaluation continues along the Timeout outcome path.
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* Key Not Found

* Unsupported (Client)

* Abort (Client)

* Timeout (Client)

* ClientNotRegistered (Client)

If the response from the device is verified as coming from a bound device, evaluation continues along the Success outcome
path.

If AM cannot verify that the response was signed by a bound device, evaluation continues along the Failure outcome path.

If the user does not have any bound devices, evaluation continues along the No Registered Device outcome path. The useris
determined either previously in the authentication journey, or by reading the sub claim from the response when doing
usernameless flows.

If the client device cannot access the cryptography keys, or the key ID that AM requested cannot be located, evaluation continues
along the relevant Key Not Found outcome path.

If the user’s client does not support the requested operation, evaluation continues along the Unsupported outcome path.
If the user cancels authentication, evaluation continues along the Abort outcome path.

If the node does not receive a response from the user’s device within the Timeout specified in the node configuration, evaluation
continues along the Timeout outcome path.

If the client device does not have the keys present to be able to sign the challenge, evaluation continues along the
ClientNotRegistered outcome path.

Get Authenticator App node

Displays information to obtain an authenticator application from the Apple App Store or the Google Play Store.
Use the following variables to customize the message:

* {{applelLink}}

* {{appleLabel}}

* {{googlelLink}}

* {{googlelLabel}}
You can also include HTML elements, for example:

Apple: <a target='_blank' href='{{appleLink}}'>{{appleLabel}}</a>
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Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes

Single outcome path.

Properties

Property Usage

Get App Authenticator Message Localized title for the node. The key is the language, such as en or fr, and the
value is the message to display.
Default: Get the app from the {{appleLink}} or on {{googleLink}}.

Continue Label Localized text to use on the Continue button. The key is the language, such as en
or fr, and the value is the message to display.

Apple App Store URL Specifies the URL to download your authenticator application from the Apple App
Store. The default value points to the ForgeRock Authenticator application for iOS.
Default: https://itunes.apple.com/app/forgerock-authenticator/
1d1038442926 5

Google Play URL Specifies the URL to download your authenticator application from the Google Play
Store. The default value points to the ForgeRock Authenticator application for
Android.

Default: https://play.google.com/store/apps/details?
id=com.forgerock.authenticator 4

HOTP Generator node

Creates a string of random digits of the specified length for use as a one-time password.
Passwords are stored in the oneTimePassword transient node state property.
Use this node with these nodes to add one-time password verification as an additional factor:

* OTP Email Sender node
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* OTP SMS Sender node

* OTP Collector Decision node

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes

Single outcome path.

Properties
Property Usage
One-time password length Specify the number of digits in the one-time password.
Default: 8
Example

The following example uses an HOTP generator as part of multi-factor authentication:

HOTP Generator 0

OTP SMS Sender

Page Node Identify Existing User
Choice Collector T .
Attribute Collect... True - ollector Decision

Fal
— True

Send Email
False

OTP Email Sender
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MFA Registration Options node

Lets the user register a multi-factor authentication device or skip the registration process.

The node requires the username of the identity to update and the type of MFA device. For example, you can use a Username
Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment) and a Push Sender node earlier

in the flow to obtain these.

Compatibility

Product
PingOne Advanced Identity Cloud
ForgeRock Access Management (self-managed)

Ping Identity Platform (self-managed)

Compatible?
v
v

v

Outcomes
* Register
+ Get App (configurable)
+ Skip (configurable)

+ Opt-out (configurable)

Evaluation continues along the outcome the user selects.

Properties

Property
Remove 'skip' option
Display Get Authenticator App

Message

Register Device

Get Authenticator App

Usage
If checked, users can no longer skip the node and must interact with it.
If enabled, display the Get the App button.

Localized text to use as the title of the screen.
The key is the language, such as en or fr, and the value is the message to display.

Localized text to use on the Register Device button.
The key is the language, such as en or fr, and the value is the message to display.

Localized text to use on the Get Authenticator App button.
The key is the language, such as en or fr, and the value is the message to display.
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Property Usage

Skip this Step Localized text to use on the Skip this Step button.
The button and the outcome only appear if the Remove 'skip' option is not
enabled.

The key is the language, such as en or fr, and the value is the message to display.

Opt-out Localized text to use on the Opt-Out button.
The button and the outcome only appear if the Remove 'skip' option is not
enabled.
Note that this node does not change the user’s profile. Connect the Opt-out
outcome to an Opt-out Multi-Factor Authentication node to persist the option in
the user’s profile.
The key is the language, such as en or fr, and the value is the message to display.

Example

Refer to the Push authentication example journey for how to use the MFA Registration Options node in a journey handling push
devices.

4

On this page you can choose to register, skip or opt-out the
second factor authentication method selected to protect your
account. If you "Skip", an MFA method will not be registered
now, but you will be prompted again on your next login.
Otherwise, if you "Opt out”, an MFA method will not be
registered now and you will not be asked again. This choice is
not recommended.

Register Device
Get the App

Skip this step
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OATH Device Storage node

Stores devices in the user profile added to the shared node state by the OATH Registration node when its Store device data in
shared state is enabled.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Authenticators

The OATH-related nodes can integrate with the following authenticator apps:
* The ForgeRock Authenticator( app for Android and iOS.
* Third-party authenticator apps that support the following open standards:
o RFC 42260 HMAC-Based One-Time Password (HOTP)

o RFC 6238Z: Time-Based One-Time Password (TOTP)

Outcomes

* Success

* Failure

Properties

This node has no configurable properties.

OATH Registration node

Lets the user register a device for OATH-based multi-factor authentication (MFA).

Based on the node settings, the user device displays a QR code that includes all the details required for registration. If registration
is successful, the node stores the device data, and recovery codes (if enabled), and sets the skippable attribute to prevent
repeat registration at next login.
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Q Tip

You can use the Combined MFA Registration node to register a device for use with both push notifications and one-
time password (OATH) verification in a single step.

The node requires the credentials of the user; for example, by using a sequence of the following nodes earlier in the
authentication journey:

+ Username Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment)
+ Password Collector node (standalone AM) or Platform Password node (Ping Identity Platform deployment)
+ Data Store Decision node
Connect the OATH Registration node’s Success outcome path to the OATH Token Verifier node to continue with OTP verification.

Refer to the OATH Token Verifier node example that demonstrates how use to use other MFA nodes to create a complete OATH
authentication journey.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Authenticators

The OATH-related nodes can integrate with the following authenticator apps:
* The ForgeRock AuthenticatorZ app for Android and iOS.
* Third-party authenticator apps that support the following open standards:
o RFC 4226 J: HMAC-Based One-Time Password (HOTP)

o RFC 62387: Time-Based One-Time Password (TOTP)

Outcomes

* Success
* Failure
If registration is successful and the device details are stored, evaluation continues along the Success outcome path.

If AM encounters an issue during the registration process or the user fails to complete registration, evaluation proceeds along the
Failure path.
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Properties
Property Usage
Issuer Specify an identifier to appear on the user's device, such as a company name, a
website, or an AM realm.
The authenticator application displays the value.
Account Name Define the profile attribute to display as the username in the authenticator
application.
If not specified, or if the specified profile attribute is empty, their username is used.
Background Color The background color in hex notation that displays behind the issuer’s logo within
the authenticator application.
Logo Image URL The location of an image to download and display as the issuer’s logo within the
authenticator application.
® Note
The ForgeRock Authenticator supports logos in JPEG and PNG format only.
The application resizes your logo automatically but a maximum image size of
one MByte (or 1024 X 1024 pixels) is recommended.
Generate Recovery Codes If enabled, recovery codes are generated and stored in the successful outcome’s
transient state.
Use the Recovery Code Display node to display the codes to the user for
safekeeping.
One Time Password Length The length of the generated OTP in digits.
This value must be at least 6, and compatible with the hardware/software OTP
generators you expect end users to use. For example, Google and ForgeRock
authenticators support values of 6 and 8 respectively.
Minimum Secret Key Length Number of hexadecimal characters allowed for the Secret Key.
OATH Algorithm Specify the algorithm your device uses to generate the OTP:
HOTP
HOTP uses a counter value that is incremented every time a new OTP is
generated.
TOTP (default)

TOTP generates a new OTP every few seconds as specified by the
TOTP Time Step Interval value.

If this is set to HOTP, set the same value in the OATH Token Verifier node.
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Property

TOTP Time Step Interval

TOTP Hash Algorithm

HOTP Checksum Digit

HOTP Truncation Offset

QR code message

Store device data in shared state

OATH Token Verifier node

Usage

The length of time that an OTP is valid in seconds.

For example, if the time step interval is 30 seconds, a new OTP is generated every
30 seconds and is valid for 30 seconds only.

The default value is 30.

The HMAC hash algorithm used to generate the OTP codes. AM supports SHA1,
SHA256, and SHA512.

This adds a digit to the end of the OTP generated to be used as a checksum to
verify the OTP was generated correctly. This is in addition to the actual password
length. Only set this if the user devices support it.

This is an option used by the HOTP algorithm that not all devices support. Leave
the default value of -1 unless you know user devices use an offset.

The message with instructions to scan the QR code to register the device.
Click Add. Enter the message locale in the Key field; for example, en-gb . Enter the
message to display to the user in the value field.

If enabled, the device data isn't stored in the user profile on successful completion
of the node. Instead, the node adds the device data as a base64-encoded string to
the oathDeviceProfile property in the shared node state. This string is decoded
as an unescaped plain string representation of a JSON object. For example:

In the shared node state:

oathDeviceProfile="eyAidXVpZCI6ICJhNDhiMjUyMSOxYz1iLTRiYTct. ..jaBRyaWzeu
2Vjb25kcyI6IDAGTQ"

Decoded value:

{
"uuid": "a48b2521-1c9b-4ba7-a45c-8dd855¢7397c",
"recoveryCodes": [],
"sharedSecret": "OCF9910A24CAF84E81CEBA71C2086DE4",
"deviceName": "OATH Device",
"lastlLogin": 0@,
"counter": O,
"checksumDigit": false,
"truncationOffset": -1,
"clockDriftSeconds": 0

Use the OATH Device Storage node to store the device data in the user profile
instead.

Requests and verifies a one-time password (OTP) generated by a device such as a mobile phone.
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The default configuration is time-based OTP (TOTP), but the node also supports HMAC (HOTP).

The node requires that the user credentials are authenticated, and that the user has previously registered a device using the
OATH Registration node. These two nodes work together to provide all the capabilities of a secure OATH authentication journey.

You can also use them with other MFA nodes such as the following to extend these capabilities:
* Get Authenticator App node
* MFA Registration Options node

+ Opt-out Multi-Factor Authentication node

@ Note

You can use the OATH nodes in conjunction with the ForgeRock Authenticator application to register your phone,
receive notifications, or generate one-time passwords.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Authenticators

The OATH-related nodes can integrate with the following authenticator apps:
* The ForgeRock Authenticator ( app for Android and iOS.
* Third-party authenticator apps that support the following open standards:
o RFC 4226J; HMAC-Based One-Time Password (HOTP)

o RFC 62387: Time-Based One-Time Password (TOTP)

Outcomes
Evaluation continues along one of the following outcome paths:
Success

There is a registered device and the token code is verified.
Failure

The user is not authenticated, or the collected token code cannot be verified.
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Not registered

There is no registered device for the user.

Properties
Property Usage
OATH Algorithm Specify the algorithm your device uses to generate the OTP:
HOTP
HOTP uses a counter value that is incremented every time a new OTP is
generated.
TOTP (default)
TOTP generates a new OTP every few seconds as specified by the
TOTP Time Step Interval value.
If this is set to HOTP, you need to set the same value in the OATH Registration
node.
HOTP Window Size This property sets the window that the OTP device and the server counter can be
out of sync.
For example, if the window size is 100 and the server's last successful login was at
counter value 2, the server accepts an OTP that is generated between counter 3
and 102.
The default value is 100.
TOTP Time Step Interval The length of time that an OTP is valid, in seconds.
For example, if the time step interval is 30 seconds, a new OTP is generated every
30 seconds, and is valid for 30 seconds only.
The default value is 30.
TOTP Time Steps This is the number of time step intervals that the OTP is permitted to be out of
sync. This applies to codes that are generated before or after the current code.
For example, with a time step of 1, the server permits either the previous, the
current, or the next code.
The default value is 2.
TOTP Hash Algorithm The HMAC hash algorithm to be used to generate the OTP codes. ForgeRock
Authenticator (OATH) supports SHA1, SHA256, and SHA512.
TOTP Maximum Allowed Clock Drift Number of time steps a client can be out of sync with the server before manual

resynchronization is required.

For example, with 3 allowed drifts and a time step interval of 30 seconds, the
server allows codes from up to 90 seconds from the current time to be treated as
the current time step.

The drift for a user's device is calculated each time they enter a new code. If the
drift exceeds this value, the user’s authentication code is rejected.

The default value is 5.
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Property

Allow recovery codes

Example

Sty

Page Node

‘ Username Collector

‘ Password Collector

Data Store Decision

True ‘/

False

Usage

Specify whether to allow users to use one of the recovery codes to proceed with

the login.
~@ OATH Token Verifier | C MFA Registration Options —— OATH Registration |
\ Success @ e Register @ \ Success
Failure ] GetApp @ “+ Get Authenticator App Failure
Not registered Skip @——__ T
\ - ~ Opt-out @ — x ——
4 : ~ @ Success
~@ Retry Limit Decision . S
b » ; Recovery Code Display Node Opt-out Multi-Factor Authentication i
Retry @F © —— —

Reject @ —ov

] TTLTLITT, =——= )+Failure

Opt-out Multi-Factor Authentication node

Sets the skippable attribute in the user’s profile, which lets them skip MFA.

The node requires the username of the identity to update, and the type of MFA device. For example, you can use a Username
Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment) and a Push Sender node earlier
in the flow to obtain these.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes

Evaluation continues along the single outcome path after setting the MFA device as skippable in the user’s profile.

Properties

This node has no configurable properties.
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OTP Collector Decision node

Requests and verifies one-time passwords.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes
* True
* False

Evaluation continues along the True outcome path if the one-time password is valid; otherwise, evaluation continues along the
False outcome path.

Properties
Property Usage
One Time Password Validity Length Specify the length of time, in minutes, that a one-time password remains valid.

Default: 5

OTP Email Sender node

Sends an email containing a generated one-time password to the user.

Send mail requests time out after 10 seconds.
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Q Tip

You can change the timeout in the following advanced AM server properties:

« org.forgerock.openam.smtp.system.connect.timeout

* org.forgerock.openam.smtp.system.socket.read.timeout

* org.forgerock.openam.smtp.system.socket.write.timeout

* To configure advanced server properties for all the instances of the AM environment, go to Configure > Server
Defaults > Advanced in the AM admin Ul.
* To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name

> Advanced.

* To configure advanced server properties for a particular instance, go to Deployment > Servers > Server Name

> Advanced.

If the property you want to add or edit is already configured, click on the pencil (#") button to edit it. When you are
finished, click on the tick (v*) button.

Save your changes.

For more information, refer to Advanced Properties .

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Outcomes

Single outcome path.

Properties

Property
Mail Server Host Name (required)

Mail Server Host Port

Mail Server Authentication Username

Mail Server Authentication Password

Usage
Specifies the hostname of the SMTP email server.

Specifies the outgoing mail server port.
Common ports are 25, 465 for SSL/TLS, or 587 for StartTLS.

Specifies the username AM uses to connect to the mail server.

Specifies the password AM uses to connect to the mail server.
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Property Usage

Email From Address (required) Specifies the email address from which the one-time password will appear to have
been sent.

Email Attribute Name Specifies the user’s profile attribute containing the email address to which to email
the OTP.

Default: mail

The subject of the email Click Add to add a new email subject. Enter the locale, such as en-uk, in the KEY
field and the subject in the VALUE field. Repeat these steps for each locale that you
support.

The content of the email Click Add to add the content of the email. Enter the locale, such as en-uk, in the

KEY field and the email content in the VALUE field. Repeat these steps for each
locale that you support.

Mail Server Secure Connection Specifies how to connect to the mail server.
If a secure method is specified, AM must trust the server certificate of the mail
server.
The possible values for this property are:

* NON SSL/TLS
* SSL/TLS
* Start TLS

Default: SSL/TLS

Gateway Implementation Class Specifies the class the node uses to send SMS and email messages. A custom class
must implement the
com.sun.identity.authentication.modules.hotp.SMSGateway interface.
Default:
com.sun.identity.authentication.modules.hotp.DefaultSMSGatewayImpl

OTP SMS Sender node

Uses an email-to-SMS gateway provider to send an SMS message containing a generated one-time password to the user.
The node sends an email to an address formed by joining the following values together:
* The user’s telephone number, obtained by querying a specified profile attribute, for example, telephoneNumber .
* The @ character.

* The email-to-SMS gateway domain, obtained by querying the profile attribute specified by the Mobile Carrier Attribute
Name property.

For example, if configured to use the TextMagic email-to-SMS service, the node might send an email through the specified SMTP
server to the address: 180855508187@textmagic.com.
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Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes

Single outcome path.

Properties
Property Usage
Mail Server Host Name (required) Specifies the hostname of the SMTP email server.
Mail Server Host Port Specifies the outgoing mail server port.
Common ports are 25, 465 for SSL/TLS, or 587 for StartTLS.
Mail Server Authentication Username Specifies the username AM uses to connect to the mail server.
Mail Server Authentication Password Specifies the password AM uses to connect to the mail server.
Email From Address (required) Specifies the email address from which the one-time password will appear to have

been sent.

Mobile Phone Number Attribute Name Specifies the user’s profile attribute containing the mobile phone number to which
to send the SMS containing the OTP.
Default: telephoneNumber

Mobile Carrier Attribute Name Specifies the user’s profile attribute containing the mobile carrier domain used as
the email to SMS gateway.

The subject of the message Click Add to add a new message subject. Enter the locale, such as en-uk, in the
KEY field and the subject in the VALUE field. Repeat these steps for each locale that
you support.

The content of the message Click Add to add the content of the message. Enter the locale, such as en-uk, in
the KEY field and the email content in the VALUE field. Repeat these steps for each
locale that you support.
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Property Usage

Mail Server Secure Connection Specifies how to connect to the mail server.
If a secure method is specified, AM must trust the server certificate of the mail
server.

The possible values for this property are:

* NON SSL/TLS
* SSL/TLS
* Start TLS

Default: SSL/TLS

Gateway Implementation Class Specifies the class the node uses to send SMS and email messages. A custom class
must implement the
com.sun.identity.authentication.modules.hotp.SMSGateway interface.
Default:
com.sun.identity.authentication.modules.hotp.DefaultSMSGatewayImpl

Push Registration node

Provides a way to register a device, such as a mobile phone for multi-factor authentication using push notifications.
Find more information in MFA: Push authentication .

The node requires the username of the identity to update; for example, by using a Username Collector node (standalone AM) or
Platform Username node (Ping Identity Platform deployment).

Q Tip

You can use the Combined MFA Registration node to register a device for use with both push notifications and one-
time password (OATH) verification in a single step.

You must also configure the Push Notification Service.

For information on provisioning the credentials required by the Push Notification Service, refer to How To Configure Service
Credentials (Push Auth, Docker) in Backstage [ in the ForgeRock Knowledge Base.

For detailed information about the available properties, refer to Push Notification Service (2.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
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Product Compatible?

Ping Identity Platform (self-managed) v

Authenticators

The push-related nodes integrate with the ForgeRock AuthenticatorZ app for Android and iOS.

Third-party authenticator apps are not compatible with ForgeRock’s push notification functionality.

Outcomes

* Success
* Failure
* Time Out
If the user successfully registers their authenticator, evaluation continues along the Success outcome path.

If the node does not receive a response from the user’s device within the time specified in the node configuration, evaluation
continues along the Time Out outcome path.

If AM encounters an issue when attempting to register using a device, evaluation continues along the Failure outcome path.

Properties
Property Usage
Issuer Specify an identifier so that the user knows which service their account relates to.
The value is displayed by the authenticator application:
ull Vodacom & 17:42 @ 100% [@#2)

= Accounts

y / ForgeRock
%

bjensen

Last login attempt:
2022-10-13 11:36

For example, Example Inc. or the name of your application.
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Property

Account Name

Registration Response Timeout

Background Color

Logo Image URL

Generate Recovery Codes

QR code message

Example

Usage

Specifies the profile attribute to display as the username in the authenticator
application.
If not specified, or if the specified profile attribute is empty, their username is used.

Specify the number of seconds to wait for a response from the authenticator.
If the specified time is reached, evaluation continues along the Time Out outcome
path.

Specifies the background color, in hex notation, to display behind the issuer’s logo
within the ForgeRock Authenticator application.

Specifies the location of an image to download and display as the issuer’s logo in
the ForgeRock Authenticator application.

Specify whether push-specific recovery codes should be generated. If enabled,
recovery codes are generated and stored in transient state if registration was
successful.

Use the Recovery Code Display node to display the codes to the user for safe
keeping.

<& Important
Generating recovery codes overwrites all existing push-specific recovery

codes.
Only the most recent set of recovery codes can be used for authentication if
a device has been lost or stolen.

The message with instructions to scan the QR code to register the device.
Click Add. Enter the message locale in the Key field; for example, en-gb . Enter the
message to display to the user in the Value field.

Refer to the Push authentication example journey for how to use the Push Registration node in a journey handling push devices.

Push Result Verifier node

Works with the Push Sender node to validate the user's response to a previously sent push notification message.

Q Tip

If the push message contained any additional information, for example, if it was a registration request, the values are
stored in the nodeState object on the pushContent key.
For information on creating or customizing authentication nodes, refer to Node development (.
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Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Authenticators

The push-related nodes integrate with the ForgeRock AuthenticatorZ app for Android and iOS.

Third-party authenticator apps are not compatible with ForgeRock’s push notification functionality.

Outcomes

* Success

* Failure

* Expired

* Waiting
Evaluation continues along the Success outcome path if the push notification was approved by the user.
Evaluation continues along the Failure outcome path if the push notification was rejected by the user.

If no response to the push notification was received within the Message Timeout value specified in the Push Sender node,
evaluation continues along the Expired outcome path.

If no response to the push notification has been received yet, evaluation continues along the Waiting outcome path.

Properties

This node has no configurable properties.

Push Sender node

Sends push notification messages to a device for multi-factor authentication.

Configure the AM Push Notification Service for the realm before using this node. For information on the properties used by the
service, refer to Push Notification Service &,

For information on provisioning the credentials used by the service, refer to How To Configure Service Credentials (Push Auth,
Docker) in Backstage in the ForgeRock Knowledge Base.
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To determine whether the user has a registered device, the flow must have included the username in the shared state, for
example, by using a Username Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment).

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Authenticators

The push-related nodes integrate with the ForgeRock AuthenticatorX app for Android and iOS.

Third-party authenticator apps are not compatible with ForgeRock’s push notification functionality.

Outcomes

* Sent

* Not Registered

* Skipped

* Failure
Evaluation continues along the Sent outcome path if the push notification was successfully sent to the handling service.
If the user doesn't have a registered device, evaluation continues along the Not Registered outcome path.
If the user chooses to skip push authentication, evaluation continues along the Skipped outcome path.

The node displays the Failure outcome only if you enable the Capture failure configuration option. In this case, evaluation
proceeds along the Failure path if there is an error during execution of the node.

Properties
Property Usage
Message Timeout Specifies the number of milliseconds the push notification message will remain
valid. The Push Result Verifier node rejects responses to push messages that have
timed out.
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Property Usage

User Message Specifies the optional message to send to the user.
You can provide the message in multiple languages by specifying the locale in the
KEY field; for example, en-US.
The locale selected for display is based on the user’s locale settings in their
browser.
Messages provided in the node override the defaults provided by AM. For
information about customizing and translating the default messages, refer to
Internationalization (2.
The following variables can be used in the VALUE field:

{{user}}
Replaced with the username value of the account registered in the
ForgeRock Authenticator application, for example Demo.

{{issuer}}
Replaced with the issuer value of the account registered in the ForgeRock
Authenticator application, for example, ForgeRock.

Example: Login attempt from {{user}} at {{issuer}}.

Remove 'skip' option Enable this option in the node to make the push authentication mandatory.
When disabled, the user can skip the push authentication requested by the node,
and evaluation continues along the Skipped outcome path.

Default: Disabled

® Note
Nodes in authentication trees aren't affected by the Two Factor

Authentication Mandatory property (at Realms > Realm Name >
Authentication > Settings > General). This property applies only to modules
within authentication chains.
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Property

Share Context info

Custom Payload Attributes

Usage

If enabled, context data such as remoteIp, userAgent, and location are
included in the notification payload.
For example:

{

"location": {
"latitude": 49.2208569,
"longitude": -123.1174431

Vo
"userAgent": "Mozilla/5.8 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/100.0.4896.127 Safari/

537.36",
"remoteIp": "9.9.9.9"

}

The ForgeRock Authenticator displays this additional information to the user to
help verify that the request is genuine and initiated by them.

(U Just now
@ Vancouver, BC, Canada

"] Chrome
| [T Mac_0OS_version

Figure 1. Context information in the ForgeRock Authenticator
For the location attribute to be set, the flow must contain a Device Profile Collector
node with Collect Device Location enabled.

Specify shared state objects to be included in the message payload sent to the
client. The size of the payload must not exceed 3 Kb or a NodeProcessException is
thrown.

To add a custom attribute, enter the shared state object name in the text field and
click Add. Repeat for each object you want to include in the payload.
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Property

Push Type

Capture failure (optional)

Example

Usage

Select the type of the push authentication the user must perform on their device to

continue the journey.
Possible values are:

Tap to Accept (default)
Requires the user to tap to accept.

Display Challenge Code
Requires the user to select one of three numbers displayed on their device.
This selected number must match the code displayed in the browser for the
request to be verified.

Use Biometrics to Accept
Requires the user’s biometric authentication to process the notification.

The actions the user performs vary depending on the selected option. Refer to
Respond to push notifications.

If enabled, and the node fails to send the Push Notification, the journey skips the
node. The journey stores the reason for the failure in the PushAuthFailureReason
key in the shared state for use by subsequent nodes in the journey.

Possible failure reasons include MISSING_USERNAME , SENDER_ALREADY_USED,
CTS_ERROR, and TRANSMISSION_FAILURE .

The following example shows one possible implementation of multi-factor push authentication:

Push Wait Node Push Result Verifier Node
s Done Success DQ
»
Exit Failure

Expired

Waiting

Push Sender

Page Node

» Platform Usern...

Platform Passw...

Data Store Decision

True

False

Sent

e Not Registered
. True

Recovery Code Collector Dedcis...

Retry Limit Decision

False >
MFA Registration Options ety
Reject
\ Register Push Registration
Get App ~
Skip » Success + Recovery Code Display Node
Failure
Opt-out
Time Out
*  Get Authenticator App *  Opt-out Multi-Factor Authenti...

’°
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List of node connections

Source node

Page Node containing:

Username Collector and Password
Collector (standalone AM) or Platform
Username and Platform Password (Ping
Identity Platform deployment).

Data Store Decision

Push Sender

Push Wait

Push Result Verifier

MFA Registration Options

Recovery Code Collector Decision

Push Registration

Get Authenticator App

Outcome path

True
False
Sent
Not Registered
Done
Exit
Success
Failure
Expired
Waiting
Register
Get App
Skip
Opt-out
True
False
Success
Failure

Time Out

Target node

Data Store Decision

Push Sender

Failure

Push Wait

MFA Registration Options

Push Result Verifier

Recovery Code Collector Decision
Success

Failure

Push Sender

Push Wait

Push Registration

Get Authenticator App

Success

Opt-out Multi-Factor Authentication
Success

Retry Limit Decision

Recovery Code Display Node
Failure

MFA Registration Options

MFA Registration Options
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Source node Outcome path Target node

Opt-out Multi-Factor Authentication - Success

Retry Limit Decision Retry Recovery Code Collector Decision
Reject Failure

Recovery Code Display Node - Push Sender

After verifying the user's credentials, evaluation continues to the Push Sender node.
If the user has a registered device:
1. AM sends a push to their registered device.

2. The Push Wait node pauses authentication for 5 seconds, during which time the user can respond to the push notification
on their device; for example, by using the ForgeRock Authenticator application.

o If the user responds positively, they are authenticated successfully and logged in.
o If the user responds negatively, they are not authenticated successfully and do not receive a session.
o If the push notification expires, AM sends a new push notification.

Q Tip

Use a Retry Limit Decision node to constrain the number of times a new code is sent.

o If the user has not yet responded, the flow loops back a step and the Push Wait node pauses authentication for
another 5 seconds.

If the user exits the Push Wait node, they can enter a recovery code in order to authenticate.

For this situation, configure the Exit Message property in the Push Wait node with a message, such as
Lost phone? Use a recovery code.
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(/) ForgeRock

Waiting for response...

Lost phone? Use a recovery code.

A Retry Limit Decision node allows three attempts at entering a recovery code before failing the authentication.
If the user does not have a registered device:
1. The MFA Registration Options node presents the user with the following options:
Register Device

The flow continues to the Push Registration node, which displays the QR code that should be scanned with a
suitable authenticator application.

Get the App

The flow continues to the Get Authenticator App node, which displays the links needed to obtain a suitable
application, such as the ForgeRock Authenticator.

Skip this step

Displayed only if the node configuration lets the user skip. In this example, skipping is linked to the Success
outcome. Alternatively, an Inner Tree Evaluator node could have been used for authentication.

Opt-out

Displayed only if the node configuration allows the user to skip or opt out. Evaluation continues to the Opt-out
Multi-Factor Authentication node, which updates the user’s profile to skip MFA with push in the future. In this
example, after updating the profile the flow continues to the Success node.
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2. The user registers the device with the Push Registration node.

After registration, the recovery codes are displayed to the user for safekeeping, and evaluation continues with the Push
Sender node to start push notification.

@ Note

To manage push devices, the user must log in using either the device or a recovery code.
For more information, refer to Manage devices for MFACS.

Respond to push notifications

The default Push Type setting is Tap to Accept . This requires the user to tap to either Accept or Reject in the ForgeRock
Authenticator.

4

Authentication Request for
ForgeRock

Use the buttons to Accept or Reject the request.

Reject

Figure 2. Tap to Accept (Default)

Research shows that users might accept a push authentication without fully checking if it is legitimate. To reduce the chances of a
user accepting a malicious push authentication attempt, you can configure two additional push types:

Display Challenge Code

Requires the user to select one of three numbers displayed on their device. This selected number must match the code
displayed in the browser for the request to be verified.
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... . - -\

V/
G
Verify the log in attempt

Select the number you see on your
Other screen?

(0 Justnow
@ Vancouver, BC, Canada
[~] Chrome

[T Mac_0S_version

Abort the login attempt

L y

Figure 3. Challenge code

Use Biometrics to Accept

Requires the user’s biometric authentication to process the notification, after tapping Accept or Reject.
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¢

Authentication Request for
ForgeRock

This Push request requires device Biometric
Authentication. Use the buttons Accept or Reject
to verify your identity using fingerprint or facial
recognition.

Accept

Reject

Figure 4. Biometric authentication required

Push Wait node

Pauses the authentication for the specified number of seconds during the processing of a push authentication request.

When push authentication involves a number selection challenge, where the push type of the Push Sender node is set to
Display Challenge Code, the node displays the code challenge for the user to complete. Connect this node to a Push Result
Verifier node to check the result of the code challenge.

Both nodes' waiting times and the messages are configurable.
The message displayed on the exit button can be configured using the Exit Message property.

To provide localized versions of the waiting, push challenge, and exit messages in multiple languages, configure the message
properties to specify the locale in the KEY field (for example, en-US)and the message in the VALUE field. The locale selected for
display is based on the user’s locale settings in their browser.

Messages provided in the node override the defaults provided by AM.

For information about customizing and translating the default messages, refer to Internationalization (5.
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Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v

Authenticators

The push-related nodes integrate with the ForgeRock AuthenticatorZ app for Android and iOS.

Third-party authenticator apps are not compatible with ForgeRock’s push notification functionality.

Outcomes

* Done
* Exit

Evaluation continues along the Done outcome path after the wait time has passed. Evaluation continues along the Exit
outcome path if the user clicks the exit button.

Properties

Property Usage

Seconds To Wait Specify the number of seconds to pause authentication.
Default: 5

Waiting Message Customize the message to display to the user. To include the remaining seconds in
the message, use the {{time}} variable.
Click Add to enter a KEY and VALUE for a localized message and + to save. Repeat
for each supported language.
Default: Waiting for response..

Push Challenge Message Customize the message containing the challenge code. To include the number

challenge, use the {{challenge}} variable.

Click Add to enter a KEY and VALUE for a localized message and + to save. Repeat
for each supported language.

Default: Tap the number [{{challenge}}] on the Push Notification to
continue.
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Property Usage

Exit Message Customize the message to display to the user when they choose to exit the node
before the wait period has elapsed. The message is displayed as a link.
Click Add to enter a KEY and VALUE for a localized message and + to save. Repeat
for each supported language.
Default: Cancel

Example

Refer to the Push authentication example journey for how to use the Push Wait node in a journey handling push devices.

Recovery Code Collector Decision node

Lets users authenticate with a recovery code provided when registering a device for multi-factor authentication.

Use this node for a flow that includes push notifications or one-time passwords. When the user loses their registered device, they
can use a recovery code as an alternative method for authentication. For more information on viewing the recovery codes when
registering a device, refer to Register the ForgeRock Authenticator for multi-factor authentication .

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes
* True
* False

Evaluation continues along the True outcome path if the provided recovery code matches one belonging to the user. To
determine whether the provided code belongs to the user, the shared state must include the username. You can obtain this using
a Username Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment).

If the recovery code does not match, or a username has not been acquired, evaluation continues along the False outcome path.
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Properties
Property Usage
Recovery Code Type Specify the type of recovery code the user will submit for verification.

Default: OATH

Recovery Code Display node

Retrieves generated recovery codes from the transient state and presents them to the user, for safe-keeping. The codes can be
used to authenticate if a registered device is lost or stolen.

Use this node with the WebAuthn Registration node, the OATH Registration node or the Push Registration node.

Generated recovery codes are inserted into transient state when evaluation continues along the Success outcome path of the
MFA nodes configured to generate recovery codes. Connect this node to the Success outcome path to display the codes.

If no recovery codes are available in transient state, evaluation continues along the only outcome path, and nothing is displayed
to the user.

@ Important

Generated recovery codes cannot be retrieved from the user's profile—they are one-way encrypted.
This node is the one and only opportunity to view and save the recovery codes.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes

Single outcome path.

Properties

This node has no configurable properties.

Example

The following shows example output of this node:
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(" ForgeRock'

Device sign-in is enabled

Now you can use your device as a second step when
signing in to your account.

Don't get locked out of your account

If you lose your device, or don't have it with you, a
recovery code is the only way to sign in to your account
with 2-step verification enabled. It's strongly
recommended that you print and store these codes in a
safe place. Each code can only be used once.

SPP1JU481Q fX0A5Xodem
bpuF60ZnPc jsb8eGDUFy
9Dk lyyu92K aSWNalvKth
SMCcghB1fU glkCezZ32Jn
CLlrJdjggw QAw@UGUW90

WebAuthn Authentication node

Lets users on supported clients use a registered FIDO device during authentication.

To determine whether the user has a registered device, the node reads the username from the shared state. Implement a
Username Collector node (standalone AM) or Platform Username node (Ping Identity Platform deployment) earlier in the
journey.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
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Outcomes

* Unsupported

* No Device Registered

* Success

* Failure

* Client Error

* Recovery Code (configurable)

If the user’s client does not support web authentication, evaluation continues along the Unsupported outcome path. For
example, clients connected over the HTTP protocol rather than HTTPS do not support WebAuthn; however, HTTPS may not be
required when testing locally, on http://localhost . For more information, refer to Is origin potentially trustworthy? (.

If the user does not have a registered device, evaluation continues along the No Device Registered outcome path.

If AM encounters an issue when attempting to authenticate using the device, evaluation continues along the Failure outcome
path. For example, AM could not verify that the response from the authenticator was appropriate for the specific instance of the
authentication ceremony.

If the user’s client encounters an issue when attempting to authenticate using the device, for example, if the timeout was
reached, evaluation continues along the Client Error outcome path. This outcome is used whenever the client throws a
DOMException, as required by the Web Authentication: An API for accessing Public Key Credentials Level 1 specification.

Q Tip
If a client error occurs, the error type and description are added to a property named
WebAuthenticationDOMException in the shared state. This property can be read by other nodes later, if required.

If Allow recovery code is enabled, AM provides the user the option to enter a recovery code rather than authenticate using a
device. Evaluation continues along the Recovery Code outcome path if the users chooses to enter a recovery code. To accept
and verify the recovery code, ensure the outcome path leads to a Recovery Code Collector Decision node.

If the user successfully authenticates with a device of the type determined by the User verification requirement property,
evaluation continues along the Success outcome path.

Properties

Property Usage

Relying party identifier Specifies the domain used as the relying party identifier (5 during web
authentication. If not specified, AM uses the domain name of the instance, for
example, am.example.com.
Specify an alternative domain if your AM instances are behind a load balancer, for
example.

Origin domains Specifies a list of fully qualified URLs to accept as the origin of incoming requests.

If left empty, AM accepts any incoming domain.
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Property

User verification requirement

Allow recovery codes

Timeout

Username from device

Return challenge as JavaScript

Example

Usage

Specifies the required level of user verification (.
The available options are:

REQUIRED
The authenticator used must verify the identity of the user, for example, by
using biometrics. Authenticators that do not verify the identity of the user
should not be activated for authentication.

PREFERRED
Use of an authenticator that verifies the identity of the user is preferred, but
if none are available any authenticator is accepted.

DISCOURAGED
Use of an authenticator that verifies the identity of the user is not required.
Authenticators that do not verify the identity of the user should be
preferred.

Specify whether to allow the user to enter one of their recovery codes instead of
performing an authentication gesture.

Enabling this options adds a Recovery Code outcome path to the node. This
outcome path should lead to a Recovery Code Collector Decision node to collect
and verify the recovery code.

Specify the number of seconds to wait for a response from an authenticator.
If the specified time is reached, evaluation continues along the Client error
outcome path, and a relevant message is stored in the
WebAuthenticationDOMException property of the shared state.

Specifies whether AM requests that the device provides the username.

When enabled, if the device is unable to store or provide usernames, the node fails
and evaluation continues along the Failure path.

For information on using this property for usernameless authentication with

ForgeRock Go, refer to Configure usernameless authentication with ForgeRock Go
“.

Specifies that the node returns its challenge as a fully encapsulated client-side
JavaScript that interacts directly with the WebAuthn API, and auto-submits the
response back.

If disabled, the node returns the challenge and associated data in a metadata
callback. A custom Ul, for example an application using the Ping SDKs (5, uses the
information from the callback to interact with the WebAuthn APl on AM’s behalf.

This example shows one possible implementation of the flow for authenticating with WebAuthn devices:
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Inner Tree Evaluator

True

False ,

Page Node WebAuthn Authentication Node

Data Store Decision Unsupported
Platform Userna... No Device Registered
LT Success Modify Auth Level

False Failure

Client Error

Platform Passw...
Recovery Code

Recovery Code Collector Decis...

True

False

After verifying the users credentials against the configured data store, evaluation continues to the WebAuthn Authentication

node.

If the user’s client does not support WebAuthn, authentication fails and the user does not get a session. A more user-friendly
approach would be to set a success URL to redirect the user to a page explaining the benefits of multi-factor authentication, and

then proceeding to the Success node.

If there are no registered WebAuthn devices present in the user's profile, the failure URL is set, pointing to a flow that lets the
user register a device. This stage could also be an Inner Tree Evaluator node.

If the user’s client does support WebAuthn, and the connection is secured with TLS, the user is prompted to complete an
authorization gestureJ, for example, scanning a fingerprint, or entering a PIN:

(" ForgeRock

Registering your device...

Your device will be used to verify your identity.

The user’s browser may present a consent pop-up to allow access to the authenticators available on the client. When consent has
been granted, the browser activates the relevant authenticators, ready for authentication.
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Q Tip

The relying party details configured in the node are often included in the consent message to help the user verify the
entity requesting access.

The authenticators the client activates for authentication depends on the value of the properties in the node. For example, if the
User verification requirement property is set to REQUIRED, the client SHOULD only activate authenticators which verify the
identity of the user. For extra protection, AM WILL verify the response from an authenticator matches the criteria configured for
the node, and will reject—with the Failure outcome—an authentication attempt by an inappropriate authenticator type.

When the user completes an authorization gesture(, for example, by scanning a fingerprint or entering a PIN, evaluation
continues along the Success outcome path. In this example, their authentication level is increased by ten to signify the stronger
authentication that has occurred, and the user is taken to their profile page.

If the user clicks the Use Recovery Code button, evaluation continues to the Recovery Code Collector Decision node, ready to
accept the recovery code. If verified, the user is taken to their profile page.

Any problems encountered during authentication lead to the Failure outcome, including a timeout, or to the Client Error
outcome, resulting in an authentication failure.

WebAuthn Device Storage node

Writes information about FIDO2 devices to a user’s profile. The user can subsequently authenticate using the device.

Use this node to store the device data the WebAuthn Registration node places into the transient node state when its Store
device data in transient state property is enabled.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
Outcomes
* Success
* Failure

* Exceed Device Limit

If AM encounters an issue when attempting to save the device data to the user’s profile; for example, the user was not identified
earlier, then evaluation continues along the Failure outcome path.
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If the Maximum Saved Devices property is set to an integer greater than zero, and registering a new device would take the
number of devices above the specified threshold, then evaluation continues down the Exceed Device Limit outcome path. In
this case, you may need to instruct your users to log in with an existing device in order to remove one or more of their registered
devices.

If the node successfully stores the device data to the user’s profile, evaluation continues along the Success outcome path.
Properties

Property Usage

Generate recovery codes Specify whether WebAuthn device recovery codes should be generated.
If enabled, recovery codes are generated and stored in the transient node state,
and stored alongside the device profile.
Use the Recovery Code Display node to display the codes to the user for safe
keeping.

& Important
Generating recovery codes overwrites all existing WebAuthn device recovery

codes for the device.
Only the most recent set of recovery codes can be used for authentication if
a device has been lost or stolen.

Maximum Saved Devices Specify the maximum number of WebAuthn devices to save in a user’s profile.
Set this property to @ if you do not want to limit the number of devices.
When this property is greater than zero, the Exceed Device Limit outcome path
becomes available.

WebAuthn Registration node

Lets users of supported clients register FIDO2 devices for use during authentication.

AM interacts with FIDO2/WebAuthn capable browsers, such as Chrome, Firefox and Microsoft Edge . These browsers interact
with CTAP2 authenticators, including U2F and FIDO2 Security Keys, and platforms, such as Windows Hello or Apple Touch ID.

Compatibility
Product Compatible?
PingOne Advanced Identity Cloud v
ForgeRock Access Management (self-managed) v
Ping Identity Platform (self-managed) v
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Outcomes

* Unsupported

* Success

* Failure

* Client Error

* Exceed Device Limit

If the user’s client does not support WebAuthn, evaluation continues along the Unsupported outcome path. For example, clients
connected over the HTTP protocol rather than HTTPS do not support WebAuthn.

If AM encounters an issue when attempting to register using a device, evaluation continues along the Failure outcome path. For
example, AM could not verify the response from the authenticator was appropriate for the specific instance of the authentication
ceremony.

If the user’s client encounters an issue when attempting to register using a device, for example, if the timeout was reached, then
evaluation continues along the Client Error outcome path. This outcome is used whenever the client throws a DOMException,
as required by the Web Authentication: An API for accessing Public Key Credentials Level 1 specification.

Q Tip

If a client error occurs, the error type and description are added to a property named
WebAuthenticationDOMException in the shared state. This property can be read by other nodes later, if required.

If the Maximum Saved Devices property is set to an integer greater than zero, and registering a new device would take the
number of devices above the specified threshold, then evaluation continues down the Exceed Device Limit outcome path. In
this case, you may need to instruct your users to log in with an existing device in order to remove one or more of their registered
devices.

If the user successfully registers an authenticator of the correct type as determined by the node’s properties, evaluation
continues along the Success outcome path.

Properties

Property Usage

Relying party Specify the name of the relying partyJ entity registering and authenticating users
by using WebAuthn.
For example, Example Inc.

Relying party identifier Specifies the domain used as the relying party identifier 5 during WebAuthn. If not
specified, AM uses the domain name of the instance, such as am.example.com.
Specify an alternative domain if your AM instances are behind a load balancer, for
example.

Origin domains Specifies a list of fully qualified URLs to accept as the origin of incoming requests.

If left empty, AM accepts any incoming domain.
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Property

User verification requirement

Usage

Specifies the required level of user verification (.
The available options are:

REQUIRED
The authenticator used must verify the identity of the user, for example by
using biometrics. Authenticators that do not verify the identity of the user
should not be activated for registration.

PREFERRED
Use of an authenticator that verifies the identity of the user is preferred, but
if none are available any authenticator is accepted.

DISCOURAGED
Use of an authenticator that verifies the identity of the user is not required.
Authenticators that do not verify the identity of the user should be
preferred.
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Property Usage
Preferred mode of attestation Specifies whether AM requires that the authenticator provides attestation
statements.

The available options are:

NONE
AM does not require the authenticator to provide attestation statements. If
the authenticator does send attestation statements, AM will not verify them,
and will not fail the process.

INDIRECT
AM does not require the authenticator to provide attestation statements. If
the authenticator does send attestation statements, AM will verify them,
and will fail the process if they fail verification.

DIRECT
AM requires the authenticator provides attestation statements, and will
verify them. The process will fail if the attestation statements cannot be
verified.

AM supports the following attestation formats:

* None¥

* Android SafetyNet(
* Packed¥

* FIDO U2FZ

- TPME

& Important
You must set the Preferred mode of attestation property to NONE to use an

authenticator that provides attestation statements in a format other than
the supported formats above.
Specifically, AM does not currently support:

+ android-safetynet(©
» android-key S

Accepted signing algorithms Specify the algorithms authenticators can use to sign their assertions.
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Property

Authentication attachment

Trust Store alias

Enforce revocation check

Timeout

Usage

Specifies whether AM requires that the authenticator is a particular attachment

type.
There are two types of authenticator attachments:

+ An authenticator that is built-in to the client device is labeled a platform
attachment.
A fingerprint scanner built-in to a phone or laptop is an example of a
platform attachment authenticator.

* An authenticator that can roam, or move, between different client devices is
labeled a cross-platform attachment.
A USB hardware security key is an example of a cross-platform attachment
authenticator.

The available options are:

UNSPECIFIED
AM accepts any attachment type.
PLATFORM

The authenticator must be a platform attachment type. The client should
not activate other authenticator types fo<ns1:XMLFault xmlns:ns1="http://cxf.apache.org/bindings/xformat"><ns1:faultstring xmlns:ns1="http://cxf.apache.org/bindings/xformat">java.lang.OutOfMemoryError: Java heap space</ns1:faultstring></ns1:XMLFault>