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Configuration Guide Overview Configuration Guides

Ping Identity supports standards-based identity and access management (IAM) integrations with a wide range of business
applications.

These configuration guides cover SAML single sign-on for PingFederate and PingOne. To search and discover more integrations,
find downloads, and read documentation, visit the Ping Identity Integration Directory .
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Configuration Guides Adobe Creative Suite

Adobe Creative Suite

Configuring SAML SSO with Adobe Creative Cloud and PingFederate

Learn how to enable Adobe Creative Cloud sign-on from the PingFederate console (IdP-initiated sign-on) and direct Adobe
Creative Cloud sign-on using PingFederate (SP-initiated sign-on).

Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* You must have access to the Adobe Creative Cloud Admin Portal. For this, you must have an Enterprise/Business Plan.
+ Populate Adobe Creative Cloud with at least one user to test access.

* You must have administrative access in PingFederate.

Create a directory within the Adobe admin portal

1. Sign on to the Adobe admin portal.
2. Click the Settings tab.

3. Select Identity and click Create Directory.

Directories Domains Trustees

Q_ Search All Statuses v Create Directory

4. Enter a name for the Directory and select Federated ID.

5. Click Next.

6. Select Other SAML Providers.

Copyright © 2025 Ping Identity Corporation




Adobe Creative Suite Configuration Guides

Select your identity provider

Select the identity provider that your organization uses to authenticate users.

A G Y

Microsoft Azur% Google Other SAML Providers
Select this option if you are Select this option if you are Select this option if you need
using Microsoft Azure Active using G Suite SCIM 2.0 to configure an identity
Directory SCIM 2.0 capabilities capabilities for your single provider (1dP) using SAML.
for your single sign-on (SSO) sign-on (SSO) needs.
needs.

7. Click Next.

8. Download the Copy and note the Entity ID and ACS URL values.

Create a PingFederate service provider (SP) connection for Adobe Creative Cloud

1. Sign on to the PingFederate administrative console.
2. Configure using Browser SSO profile SAML 2.0.
3. Set Partner’s Entity ID to the entity ID value that you copied previously.
4. Enable the following SAML Profiles:
o IdP-Initiated SSO
° SP-Initiated SSO

5. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map the SAML_SUBJECT to your
email attribute, map the FirstName to your first name attribute, and map the LastName to your last name attribute.

6. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to the ACS URL value
that you copied previously.

7.1n Protocol Settings: Allowable SAML Bindings, enable POST.
8. In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.

9. Export the metadata file and certificate from PingFederate to upload to the Adobe Admin Console.
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Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the Adobe Creative Cloud connection.

2. Authenticate with PingFederate.

You're redirected to your Adobe Creative Cloud.

Test the PingFederate SP-initiated SSO integration

1. Go to your Adobe Creative Cloud.
2. When you're redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to Adobe Creative Cloud.

Copyright © 2025 Ping Identity Corporation
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Aha! ldeas

Configuring SAML SSO with Aha! Ideas and PingOne

Learn how to configure SAML SSO using Aha! Ideas and PingOne.

About this task

Learn more about Aha! and SAML SSO in Aha! Roadmaps | Account SSO | SAML 2.0(Z on the Aha! support site.

Obtain your SAML configuration from Aha! Ideas

1. Sign on to your Aha! Ideas admin account.

2. 0On the Account settings page, go to Account - Security and single sign-on.

Account settings

Personal >
Account Ping Idenity v
Account

Profile

Security and single sign-on

External sharing

All activity

Billing
Users

Billing

3. In the Single sign-on section, in the Identity provider list, select SAML 2.0.
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Single sign-on

Identity provider

All identity providers d

Select identity provider from above and configure it to enable.

The SAML 2.0 Configuration page opens.

v Disable Single Sign-on

SAML 2.0

Google SSO for domains

Keep this tab open as you will need these settings in the next procedure.

Configure Aha! Ideas in PingOne

1. In a new tab, sign on to your PingOne SSO admin account.

You'll use the settings from the previous procedure to configure Ahal Ideas in PingOne.

2. Go to Connections —= Applications and click the + icon.

Pingldentity.

Environments

Administrators
Production

< Connections

APPLICATIONS

Applications

Application Catalog

IDENTITY PROVIDERS

External IDPs

PING PRODUCTS

PingFederate

3. On the New Applications page, click Advanced Configuration and on the SAML line, click Configure.
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0
“1

DATADOG

ArcGIS

@

eshworis

AppDynamics
Client ID

Datadog
Client ID:

ESRI
Client ID:

Freshworks
Client ID:

Ahal Ideas

T PR,
(_ v Filter )
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New Application

Adding a new application to your environment aliows your customers controlled access to it. There

to choose from that

the majority of

SELECT AN APPLICATION TYPE

Web applications that are accessed within a
browser.

+ .NET web apps
- Java apps

WEB APP

v
4
Applications that are stored and run from a
device or desktop.

+ 108 and Android apps
+ Desktop apps
« Push Authentication

NATIVE APP

]

A front-end application that uses an APl

+ Angular
- Node.js

SINGLE PAGE APP

CHOOSE CONNECTION TYPE

SAML
Apps that utilize an Identity Provider (IDF) to authenticate users and provides Service Providers an Authentication Assertion.

oIDC

Empioys Universal Login and redirect users o the login page.

Management API integrations that can
perform actions using Roles.

* Non-interactive service integrations
« Client Cradentials w/Role Assignment
« Interactive admin consoles & portas

WORKER

(2

Apps configured by advanced users from
the ground up.

+ Your choice
* No barrier
+ Complete flexibility

ADVANCED CONFIGURATION

Configure

o Application Name (Re
o Description (Optional)

° lcon (Optional)

4. On the Create App Profile page, enter:

quired)
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Create App Profile

Personalize your application by creating a unique profile. The description will help your

APPLICATION NAME

Aha ldeas

DESCRIPTION

Aha |deas SSO Integration

ICON

Aha!

Remove Image

5. On the Configure SAML Connection page, in the Provide App Metadata section, click Manually Enter.

Configure SAML Connection

SAML is an authentication protocol that acts as a service provider (SP) to PingOne (the identity provider, or IdP).

PROVIDE APP METADATA
Import Metadata Import From URL E Manually Enter

6. On your Ahal! Ideas tab, copy the SAML consumer URL and SAML Entity ID values to a text editor.

@ Note

The URLs are hard-coded and grayed-out, but you can still copy them.
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Name

Configure using

Metadata URL

Logout redirect URL

SAML consumer URL

SAML service provider

metadata URL

SAML entity ID

New user message

SAML 2.0 Configuration

Read how to configure SAML single sign-on on the support site.

Give this single sign-on provider a name that will be displayed to users

@® Metadata URL O Metadata file O Manual settings

Enter the SAML metadata configuration URL from the identity provider

Optional URL that the user will be redirected to when they logout of Aha!

I https://ping-idenity21.aha.iofauth/saml/callback I

This is the URL that the identity provider will redirect users to after login

https://ping-idenity21.aha.io/auth/saml/metadata

This URL may be required by some identity providers.

I https://ping-idenity21.aha.io/ I

Unique identifier for the service provider (Ahal)

iii
i
©
il
Il

Paragraph v B I US<< & A~ =~
No access
You currently do not have permission to access any products in Aha!l
Please contact one of the following users in your account to adjust your product
permissions:

When new users log in, they may not have access to any products in Ahal yet. If so, this message

7. In your PingOne SSO account, paste the SAML consumer URLvalue into the ACS URLS section and the SAML entity ID

value into the Entity ID section.
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Ahal Ideas

PROVIDE APP METADATA
® Manually Enter

Import Metadata Import From URL

ENTER METADATA FOR YOUR APPLICATION

ACS URLS
https://ping-idenity21.aha.io/auth/saml/metadata x

SIGNING KEY

PingOne SSO Certificate for Administrators environme... v

( Download Signing Certificate )

Sign Response Sign Assertion & Response

® Sign Assertion

SIGNING ALGORITHM

RSA_SHA256

ENCRYPTION

Enable Encryption

ENTITY ID

https://ping-idenity21.aha.io/

8. Enter a value in the Assertion Validity Duration field, such as 3600, and then click Save and Continue.

SUBJECT NAMEID FORMAT

ASSERTION VALIDITY
DURATION (IN SECONDS)

TARGET APPLICATION URL

Enforce Signed Authn Request

VERIFICATION CERTIFICATE (OPTIONAL)
Import Choose from list

® None

Cancel Save and Continue

9. On the Attribute Mapping page, add the following PingOne Attributes:
User Attribute Application Attribute
EmailAddress

Email Address
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User Attribute Application Attribute
Family Name LastName

Given Name FirstName

@ Note

Leave the default User ID attribute.

PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE
User ID = saml_subject Required
PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE
Email Add = i i (@)
mai ress = EmailAddress Required Y,
PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE
) N\
Family Name = LastName Required '\@ )
PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE
' | X | /.—\
Given Name v = FirstName v Required '\@/
+ ADD ATTRIBUTE
PingOne Attribute
Static Attribute

10. Click Save and Close.
The Applications page opens.
11. In the Applications page:
1. Click the toggle to enable the configuration by selecting the slider.
2. On the Configuration tab, in the Download Metadata section, click Download.

You'll upload this in Aha! Ideas in the next step.
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Aha! Aha Ideas () 0 5%

Client ID:

Profile Attribute Mappings  Policies  Access

Connection Details

Download Metadata

Issuer ID

https://auth.pingone.com/ (u]

Single Logout Service

https://auth.pingone.com/ . [u]

Single Signon Service

https://auth.pingone.com/i D

IDP Metadata URL

https://auth.pingone.com/ (]
Initiate Single Sign-On URL

https://auth.pingone.comy (]

12. On your Aha! Ideas tab, in the Configure using section, click Metadata file and click Choose File to upload the file that you
downloaded in the previous step.

Configure using O Metadata URL Metadata file O Manual settings

Metadata file Choose File |No file chosen

Upload a SAML configuration file in XML format.

13. Enter a Name for the connection, such as Ping Identity, and click Enable to turn on the configuration.
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SAML 2.0 Configuration

Read how to configure SAML single sign-on on the support site.

Name I Ping Identity I

Give tt ale sign-on provider a hat will be displa
Configure using © Metadata URL ® Metadata file O Manual settings
Metadata file Choose File | No file chosen

Upload a SAML configuration file in XML format

Logout redirect URL

Optional URL that the use tow Aha
SAML consumer URL https://ping-idenity21.aha.io/auth/saml/callback
This is the URL that the identity provider will redirect users to after login
SAML service provider https://ping-idenity21.aha.io/auth/saml/metadata
metadata URL T Al 5 5 sentit
This URL may be required by some identity providers
SAML entity ID https://ping-idenity21.aha.io/
Unique identifier for the service provider {Ahal
New user message Paragraph v A~ Ev = v + v «*
No access
You cur cess any products in Aha!
F account 1o & ur proguct
pearm
in Aha! yet. If so, thi g
Certificate fingerprint SHA1 v
algorithm

The algorithm used to generate the certificate fingerprint (default is SHA1)

Create and assign identities

If you've already assigned identities and groups in PingOne, move on to Test the integration.
1.In PingOne, go to ldentities = Groups and click the + icon next to Groups.
2. 0n the Create New Group page, enter values for the following:
o Group Name (Required)
o Description (Optional)
o Population (Optional)

3. Click Finish & Save.
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Groups ° 328 Create New Group

-
Administrators can manage their groups including creating groups, updating group membership manually o dynamically and more. Leart

Groups provide application access for users.

Q Search Groups
Name Enter Profile Data
Group Name
o0y APPS i
@ administrators Population

Description
° 5
282 Admin
Population
’ Administrators Population v

4. To add identities to the group, on the Identities tab, go to Users = + Add User.

WPingldentity. @ - @® Explore - 2 Ryan Schafer -
ators
Users
e Example SCIM Queries
4 users by Family Name
Groups
[— «© =
Atributes
Roles =
Test, Adam © =
Test, Joe © =

5. On the Add User page, enter in all the necessary information for a user.

| @ Important

Verify that the email address is correct, as this is the value passed in the SAML assertion.

6. Click Save.
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Add User

COUNTRY CODE
ZIP CODE

COMPANY INFORMATION
ACCOUNT ID
USERNAME @
TYPE

TITLE

PREFERENCES

PREFERRED LANGUAGE

None

TIMEZONE
Select a timezone v

D -

LOCALITY REGION

POPULATION @

Administrators Population

LOCALE @

v None

7.To assign the user that you created to the group that you created previously, locate the user you created and:

1. Expand their section.

2. Select the Groups tab.

3. Click + Add.
Test, Adam ey —
s ( Resetpassword ) @ T
l Profile ‘ Roles ‘ Authentication | Groups | Consent ‘ API ‘ Sync Status Credentials
emmmmmﬁd; ’
Apps
uj

8. In the Available Groups section, select the group that you created and click the @ icon to add it to the user's group

memberships. Click Save.
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< Back to Users

Adam Test

l Profile | Roles l Authentication ‘ Groups

© Groups define a collection of users using membership or by dynamic filtering criteria. Groups can be used to assign application access to users.

Q, Search Available Groups

AVAILABLE GROUPS GROUP MEMBERSHIPS

i Admin ° i Apps =)
*  Administrators Population NS

9. On the Connections tab, for the Ahal Ideas application:
1. Click the Access tab.

2. Click the Pencil icon to edit the configuration.

Aha Ideas .
Aha! Client ID: () i X

Profile  Configuration  Attribute Mappings  Policies

/
GROUP MEMBERSHIP POLICY

No Restrictions

10. Select the group that you created and add it to the Applied Groups section. Click Save.

Aha! Ahaldeas > Edit Access X

Admin Only Access

Must have admin role
Group Membership Policy

Groups can be added to control user access to the application. All users have access when no groups are listed.
The following selections determine groups that have access to the application.

Q Search Groups

ALL GROUPS APPLIED GROUPS i |

Admin (+) :: Apps :
~— *+  Administrators Population

Test the integration

1. In the PingOne admin console, go to Dashboard = Environment Properties.
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2. Right-click on the Application Portal URL and open it in a private browser session.

WPingldentity.

Environment
ORGANIZATION NAME

< Environment

NAME

Properties .
E Administrators

Audit
DESCRIPTION

This is the administrator environment
created when the organization was
provisioned. %

LICENSE

ADMIN v

ENVIRONMENT ID
fa65de53-8841-4006-b907-| N
ORGANIZATION ID

2a02a4bf-54da-424¢-830c- | | NGNGN

TYPE

Production

REGION

North America (US)

CREATED Open Link in New Tab
2021-07-27T21:10:14.313Z Open Link in New Window

Open Link in Incognito Window
CONSOLE LOGINURL @

https://console.pingone.com/?env=fd65de 53-8841-4{SCEVCR KT, - -3

Copy Link Address
SELF-SERVICE URL @

https://apps.pingone.com/fd65de53-8841-4006-b90{il® 9

APPLICATION PORTAL URL @ Print

Inspect

3. In your private browser window, sign on as the test user that you created and click the Aha! Ideas tile.

Ryan Schafer @

Aha! g ‘k @

DATADOG

cxlchibese @ < wrike

Aha Ideas Datadog Freshworks Heap PagerDuty Ping Identity QuickBase Salesforce Wrike

You're now signed on to the user’s Aha! Ideas account.
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Atlassian Cloud

Configuring SAML SSO with Atlassian Cloud and PingFederate

About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required /
Optional
SAML_SUBJECT Email Address Required
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/givenname First Name Required
http://schemas.xmlsoap.org/ws/2005/085/identity/claims/surname Surname Required
http://schemas.xmlsoap.org/ws/2005/65/identity/claims/name ID (not email) Required

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.

Reference Description

TenantSSOID Tenant single sign-on (SSO) ID, retrieved from Atlassian Cloud SAML Single Sign-on
configuration as part of EntitylD and Assertion Consumer Service (ACS) URL.

Create a PingFederate SP connection for Atlassian Cloud

@ Note

The following configuration is untested, and is provided as an example. Additional steps might be required.

1. In Atlassian Cloud, go to Security = SAML Single Sign-on and sign on to Atlassian Cloud as an administrator.
2. Make a note of the Entity ID and ACS URL values.
You will need these later.
3. Sign on to the PingFederate administrative console.
4. Using the details retrieved from the application Ul:

o Configure using Browser SSO profile SAML 2.0.
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o Enable the IDP-Initiated SSO SAML profile.

o

Enable the SP Initiated SSO SAML profile.

o In Assertion Creation = Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:
2.0:attrname-format:emailAddress.

o

Add the following attributes as type urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified:
m http://schemas.xmlsoap.org/ws/2605/05/identity/claims/givenname
m http://schemas.xmlsoap.org/ws/2005/05/identity/claims/surname
® http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name
° In Assertion Creation - Attribute Contract Fulfilment:
m Map attribute SAML_SUBJECT to the attribute mail.
m Map attribute givenname to the attribute givenName.
m Map attribute surname to the attribute sn.
m Map attribute name to the non-email unique identifier, such as uid.
° In Protocol Settings:

m For Assertion Consumer Service URL, enter the consumer service URL retrieved from Atlassian and
configure as index 0.

m For Allowable SAML Bindings, enable Redirect and POST.

5. Export the signing certificate public key.
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m £ omofaderyte x -
« C A Notsecure  pinglocaldomaincd999/pinglederate/app# /spConnections o o e

PingFederaté AUTHENTICATION APPLICATIONS SECURITY
4 —_——

< Integration
9 SP Connections

—_ .
< | SP Connections On this screen you can manage connections 1o your partrer SPs
| A:] - Search Clear Narrow By
vy Target URL
~ Mapping Virtual
—pping Connection Name ~  Connection ID D Protocol Enabled Action
SP Defauit URLs
SAML 2.0 Select Acson
. sam 20 B ¢ .
—‘44-,{ ‘T"Y"’J‘A'
Adaptes
Mappings
Create Connechon Import Connechor
Adapter 10
Adapter
Mappings
[

Configure the PingFederate IdP connection for Atlassian Cloud

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

1. Sign in to Atlassian Cloud as an administrator.

2. Go to Security = SAML Single Sign-on.

3. Click Add SAML Configuration.

4. Enter the following details:
° In the Identity Provider Entity ID field, enter the Issuer value for your PingFederate environment configuration.
° In the Identity Provider SSO URL field, enter the SSO URL for your PingFederate environment configuration.

° In a text editor, open the certificate you downloaded during the PingFederate and paste the contents of the
certificate into the Public x509 Certificate field.

5. Click Save Configuration.

Configuring SAML SSO with Atlassian Cloud and PingOne for Enterprise

About this task
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The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required /
Optional
SAML_SUBJECT Email Address Required
http://schemas.xmlsoap.org/ws/2005/065/identity/claims/givenname First Name Required
http://schemas.xmlsoap.org/ws/2005/085/identity/claims/surname Surname Required
http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name ID (not email) Required

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.

Reference Description
TenantSSOID Tenant single sign-on (SSO) ID, retrieved from Atlassian Cloud SAML Single Sign-on

configuration as part of EntitylD and Assertion Consumer Service (ACS) URL.

Create a PingOne for Enterprise Application for Atlassian Cloud

@ Note

The following configuration is untested, and is provided as an example. Additional steps might be required.

1. In Atlassian Cloud, go to Security = SAML Single Sign-on and sign on to Atlassian Cloud as an administrator.
2. Make a note of the Entity ID and ACS URL values.
3. Sign on to PingOne for Enterprise and go to Applications = Application Catalog.

4. On the SAML tab, in the Add Application list, select Search Application Catalog.
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PingOne - My Appications x 4

(— c - AAMIN.PINGONE.COM/ 'web-portal/cas/connectons®

My Applications  Application Catalog  PinglD SDK Applications  Oduth Settings
My Applications

SAML
—

Apphcatons you've acded 10 your ac

ount are ksted here. You Can s2arch Dy apphcation name, descrplion of endtyia

* Active appiications are enabled for single sign-on (SS0O)
» Defads asplays the apphcation details

Use the button below 10 a3d your first appication

plcation ~

Search Appication Catalo)
New SAML Apphcation

Request Ping identity a0d a new appication 10 the application catalog

Pause AlSSO @

5. Search for Atlassian and then click the Atlassian Cloud row.

@] pngOne - 2ppicationCatslng X 4
|

— C 8 adminpingone.comyweb portal/cas/apphcationcatalog

ANPPUCATIONS

My Applications  Application Catalog PinglD SDK Applications  OAuth Settings

Browse for the application you want 10 #3d or seacch for 1 by name  Don't ses the appication you're looking for? Fill out our

| Atz Seasch

\

| Appicabon Name

' A Allassan Coud SAML with Provisioning (AF1)

Application Catalog *
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6. Click Setup.
7.1n the Signing Certificate list, select the appropriate signing certificate.

8. Review the steps, and make a note of the PingOne Saas ID, IdP ID, Single Sign-On URL, and Issuer values shown.

E m PingOne - Appiication Catalog x + - . .
i “ C @ adminpingone.com/web-portal/cas/applicationcatalog T » e
1. $50 Instructions -
Signing Certficate PiIngOne Account Origination Certificate (2021) v
For reference, pléase nole the following configuration parameters.
SaaS D
P 1D
Inftiate Single Sign-On
(SSO)URL e
Issuer https fipingone
To configure Single Sign-On for Atlassian Cloud, follow the steps below
Security > SAML Single Sign-On
Descrnpbion
1 ;::;s‘:tan IR Sign on 1o Attassian Cloud as an adminestrator
Atiassian Cloud Setup - -
2 Access SSO Configuraion Navigate 1o Security > SAML Singke Sign-on
3 e Note your Entity 1D for tatér use during configuration in PingOne
Entity id
4 :ﬂ:Lsstan s Nole your ACS URL for later use during configuration in PingOne
£ PingOne Setup: Download Calast and ssnie sinminn sadifantn fas intas soalocating in Atinssine Claud § b
9. Click Continue to Next Step.
10. Enter the following.
Attribute Directions URL
ACS URL Enter the ACS URL from step 1b. https://auth.atlassian.com/login/
callback?connection=saml-
tenantSSOID
Entity ID Enter the Entity ID from step 1b. https://auth.atlassian.com/saml/
tenantSSOID
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n PewOne - Applicsbion Catslog X +

2. Connection Conhguration

Upload Motadata @

Sacondary Verification Certificato @

Sgning Algorithm @

€& > C @ adnminpingonecom/web-portalicas/applicationcataog

Assign the attribute values for single sign-on ($50) to the application.

Select Fike '

ACS URL | PEIDS AUMN ANISSLAN COMICYNCIINAC I

Entity 1D | Mips #auth anassian comsamioey

Target Resowrce @ | Mips.istart aliassian.com
Singie Logout Endpoint @ | cxampie cony sk cndix
Single Logout Response Endpoint @ | cxampie: convskornesponse endpoint

Prnimary Vanfcation Centficate @ I@ NO fie chasen

Be Fle  No fie chosen

Force Re.authentcation @ O

Encrypt Assertion @ [

SNNG © @ Sign Asserson O Sign Response

RSA_SHAZSS v

11. Click Continue to Next Step.

12. Configure the Attribute Mapping section.

Application Attribute
SAML_SUBJECT
givenname

surname

name

Identity Bridge Attribute or Literal Value

Select a suitable attribute containing the email address.

Select a suitable attribute containing the user’s first name.

Select a suitable attribute containing the user’s last name.

Select a suitable attribute containing the user’s unique ID.

® Note
This should not be the email address.
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! @] Pinglne - Appicanon Catalog X — - = X

‘\ Arassian Cloud SAML wih Provisioning (AP1)

3. Attribute Mapping

Map your identity bridge attridutes to the attrdutes required by the application

- identity Bridge Attnbute or Literad
Application Attribute Description y =

Value

Email acdress of the authenbicated
1 SAML_SUBJECT*

As Literadl

ADvanced

hitp f’schemas. xmisoap org/ws/200505/centity /clams/givenname

Users first name

3 hitp /ischemas xmisoap org/ws2005054centity/clams/sumame * User's l1ast name A3 Lot
Advanced
Internal Id for the user that will not I semame I
4 hitp ischemas. xmisoap org/ws/2005054centity/claims/name * change. Note mat this id should A3 Uteral
NOT be the user's emal address. —
Advanced

13. Click Continue to Next Step.

14. Update the Name, Description, and Category fields as required.
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m PingOne - Application Catalog X -

€« C  § adminpngone.commeb portal/cas/apphcationcmalog?xs RIvEC TaTigM o » e

APPACAhon Name

A Allassian Cloud SAML with Provisioning (AR1)

4. PIngOne App Customization - Atlassian Cloud

Icon @

Select image

Name ©  Auassian Clowd
Descnption @ Atlassian Cloud Enterprise The
NEW SNLSPas2 plan Suppons
unbmed users in e cloud to help
YOU SCAIE IN2 Qrowing CORADOLANON
needs of leams across your
QIGANIZANON, ANA DLINES ENNAN0A0

Calegory @  inoemanon Jechnoiogy -

NEXT: Growp Access Cancel Back Conhinue 10 Next Step

15. Click Continue to Next Step.

16. Add the user groups for the application.
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m PingOne - Appicaton Catalog x +

“ C 8 adminpingone.com/web-ponal/cas/apphicationcatalog?x=R3vaC TxTigM

8. Group Access

S£¢ NS 3Dphcation on their personal dock

Search

Group Name

Domain Administrators@arectory

Users@directory

NEXT: Review Setup

'
‘\ Atlassian Cloud SAML with Provisioning (AP1)

Selact all user groups that should have access 10 this appication. Users Ihat are mambers of the added groups will be abie 10 SSO 10 this application and wil

Remove

Remove

Continue 1o Next Step

17. Click Continue to Next Step.

18. Review the settings.

19. Copy the Single Sign-On (SSO) URL value to a temporary location.
This is the IdP-initiated SSO URL that you can use for testing.

20. Make a note of the PingOne Issuer and PingOne idpid values.

You will use these in the Atlassian Cloud configuration.
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m"i-’ Apphcanon Catalog x -

C 8 adminpngone.com/web-ponal/cas/apg t MalogPx=R3IVICTxTigM b+ 4 » e
' 6. Review Setup
Test your connection to the application
Icon @
Name @
Description @
|
1
)
| Category @
Connection 1D
You may need 1o configure these connechion parameters as we
saasid
dIpid I I
ssuer I l
Cimnina e
21. On the Signing Certificate line, click Download. Click Finish.
! 0 X
m ’ e~ A ¥ ‘] x +
'
C = 1al/cas/apy 1 Malog?x=F A w » e
identity
Bridge
Application Attrib Description Aftribute
or Literal
Value
Email acaress of the authenticaled
1 1 SAML_SUBJ i
principal
hitp/ischemas xmisoap org/w \dentity/clams/givenname First Na
2 User's first name
- me
| . Last Na
\ 3 hitp /ischemas xmisoap org/ws/200505\dentity/clams/sumame * Jser's last name -
=
. Internal Id for the user that will not [
- hitp /ischemas xmisoap org/ws/2005054centity/clams/name * change. Note that this |d should e
me
NOT be the user's emall acdrn L
* Indicates a required attnbute
Back Finksh l e
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You will use this in the Atlassian Cloud configuration.

Result:

m.--, e - My Applicanons x +

&« C § adminpngonecom/wel ] 1 . T B e

APDICations you've ad0ed 10 your account are listed here. You can search by appication name. description or entitylc

CANONS are ena
« Detals displays the appliication cetails

ngia sign.on (SS0O

Apphcation Name Type Status Enabled

A Atlassian Cloud SAML "Yes Remove ’

m BambooHR SAML Ves Remove >

! E Box SAML A “Yes Remone ’
Confuence SAML "Yes Remove '

; a Dropbox SAML Active Yes Remoe >
SimpieSAMLDND SAML ALV —W Remove ’

Snowflake SAML TET Remove ’

Splunk Cloue SAML \Cive Yes~ Remove >

Add Apglication ~ Pause Al SS0 ©

Configure the PingOne for Enterprise IdP connection for Atlassian Cloud

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

1. In Atlassian Cloud, go to Security = SAML Single Sign-on and sign on to Atlassian Cloud as an administrator.
2. Click Add SAML Configuration.
3. Enter the following:
o In the Identity Provider Entity ID field, enter the Issuer value from the PingOne for Enterprise configuration.

° In the Identity Provider SSO URL field, enter https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?
idpid=idpid, replacing idpid with the one from the PingOne for Enterprise configuration.

° In a text editor, open the certificate you downloaded during the PingOne for Enterprise configuration, and paste
the contents of the certificate into the Public x509 Certificate field.

4. Click Save Configuration.
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Configuring SAML SSO with AWS IAM and PingFederate

Enable Amazon Web Services (AWS) sign-on from a PingFederate URL (IdP-initiated sign-on).
Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* Populate AWS with at least one user to test access.

* You must have administrative access to PingFederate and AWS.

Create the PingFederate SP Connection for AWS

1. Sign on to the PingFederate administrative console.
2. Configure using Browser SSO profile SAML 2.0.

3. Set Partner’s Entity ID to urn:amazon:webservices.
4. Enable the IdP-Initiated SSO SAML profile.

5. Enable the SP Initiated SSO SAML profile.

(o)}

. In Assertion Creation = Attribute Contract:

o Extend the contract to add the attributes SAML_NAME_FORMAT and https://aws.amazon.com/SAML/Attributes/
Role .

° Set https://aws.amazon.com/SAML/Attributes/Role to have an Attribute Name Format of urn:oasis:names:tc:S
AML:2.0:attrname-format:uri.

~

. In Assertion Creation - Authentication Source Mapping - Attribute Contract Fulfillment:
° Map SAML_SUBJECT to an attribute containing the username value.
o Map SAML_NAME_FORMAT to a text value of urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.

o Map https://aws.amazon.com/SAML/Attributes/Role to a fixed value or your attribute holding the user's AWS role
name.

° In Protocol Settings - Assertion Consumer Service URL, set Binding to Post and set Endpoint URL to https://
signin.aws.amazon.com/saml .

m In Protocol Settings - Allowable SAML Bindings, enable POST.
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m In Credentials - Digital Signature Settings, select the PingFederate Signing Certificate.
8. Save the configuration.
9. Export the signing certificate.
10. Export the metadata file, open it in a text editor, and copy the value of the entitylD and the Location entry (https://your

value/idp/SSO.saml2).

Add the PingFederate IdP connection to AWS
1. Sign on to your AWS console as an administrator.

2. In the Security, Identity, & Compliance section, select the IAM service.

All services

B N N WUILADIYIIL |2

AWS Snow Family Resource Groups & Tag Editor Data Pipeline

DataSync Amazon Grafana AWS Data Exchange
Amazon Prometheus AWS Glue
Networking & Content Delivery AWS Proton AWS Lake Formation
MSK
CloudFront Media Services AWS Glue DataBrew
Route 53 Kinesis Video Streams
APl Gateway MediaConnect Security, Identity, & Compliance
Direct Connect MediaConvert 1AM
AWS App Mesh Medialive Resource Access Manager

AWS Cloud Map MediaPac Cognito

3. Go to Access Management - Identity Providers.

4. Click Add Provider.

Identity and Access x

Management JAM)
refep-Aeapiees i
v Assess masagumars ‘ .
Provider Type Creation tane
[ ]
5. Set the following:
Provider Type SAML
Provider Name PingFederate
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Metadata Document Select the PingFederate metadata download file you downloaded previously.

6. Continue through to the final page and click Create.

7. Copy the ARN value of the provider.

anws W ) < v

identity and Access x o Bevty rovdes
Management (LAM)
] Assign role Cowa
W Access mansgerment Summary
proofid com AML Mach 06 1744 UTG
. d v e e T ==l
v Ao ot
- S Soom e ooPtr M oo oues Suow e Sy |00
A -
2 repasderery comvertty

T 0062130

8. In the side menu, select Roles.

9. Select the role that PingFederate SSO should have access to and then click the Trust relationships tab.

10. Click Edit Trust Relationship.

Identity and Access Roles >
Management (IAM) 4 Summ ary
Dashboard Role ARN arn:aws:iam:: srole/ @

v Access management Role description Edit

Groups Instance Profile ARNs /3

Users Path /

Creation time  2020-01-30 14:28 UTC

Policies Last activity 2021-02-19 11:26 UTC (6 days ago)
Identity providers Maximum session duration 1 hour Edit

Account settings ——————
Permissions Trust relationships Tags Access Advisor Revoke sessions

v Access reports
You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document
Access analyzer

Archive rules Edit trust relationship

11. Add the provider ARN value you copied previously to the policy for this role.
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Permissions Trust relationships Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access condtions for the role.

Edit trust relationship

Trusted entities

Show policy document

Conditions
The following trusted entities can assume this role.

The following conditions define how and when trusted entities can assume the role
Trusted entities Condition Koy Value

arnawsoiam -sami-provider) fl.com StringEquals  SAMLUaud

https//signin.aws.amazon.com/saml

Test the PingFederate IdP-initiated SSO integration:

1. Go to the PingFederate SSO Application Endpoint for the AWS SP connection.
2. Complete the PingFederate authentication.

You are redirected to your AWS domain.

AWS Management Console

AWS services Stay connected to your AWS
resources on-the-go

¥ Recently visited services

T2 AWS Comaole Mobile App now sepponts
® £ @) Lawts a four addiional regioms. Dowrioad the
_— %«

AWS Comalie Mobile App 10 your

Androdd mobile device. Lear

> Al services

Explore AWS
Build a solution Build Apps Faster with GraghQL
. ANS AppSync uses GraphQL AP %o query data
from muinpie data wources i 3 Unglo requett
1d (2
Lawnch 2 virtuasl machine Build a web app

Build using virtual servers

Free Digital Training

Get acoess 10 SO0« self-paced online courses
g . owering AWS procducts and services.
wsee
A L

2]

Configuring SAML SSO with AWS IAM and PingOne for Enterprise

Enable AWS sign-on from the PingOne for Enterprise console (IdP-initiated sign-on).

Before you begin

« Link PingOne for Enterprise to an identity repository containing the users that require application access.

* Populate AWS with at least one user to test application access.

* You must have administrative access to PingOne for Enterprise and AWS.
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Set up the AWS Application in PingOne for Enterprise and extract the metadata

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.
2. In the Application Catalog, search for Amazon Web Services.
3. Click the right arrow to expand the Amazon Web Services entry and then click Setup.

Application Catalog f | Applications

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Reguest Form.

amazon w Search

Application Name ~  Type
Amazon Web Services SAML with Provisioning (API) m

4. Click Continue to Next Step twice.
5. Map SAML_SUBJECT to the attribute containing the username value.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Attribute or Literal
Value

Application Atiribute Description

Map this value to the userame. Select
"Advanced”. Under "NameldFormat to SAML_SUBJECT I
1 SAML_SUBJECT * send to SP:" select LJAs Literal

urn:oaSIs:n.ames';':tc:SAML:Z.O:nameld—
format:persistent

6. Click Advanced.

7.Set Name ID Format to sent to SP to urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.
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Advanced Attribute Options
Advanced Attribute Options for SAML_SUBJECT
Advanced Attribute Options
NameldFormat @
Name ID Format to send to SP: urn:oasis:names:tc:SAML:2.0:nameid-format:persistent I
Attribute Mapping
You can build an attribute mapping using multiple source attributes, literals and transformation functions.
For example, SAML_SUBJECT can be (where each attribute value is a separate entry):
subject = firstName + "." + lastName + "@" + domainName
SAML_SUBJECT = SAML_SUBIJECT
IDP Attribute Name or Literal Value As Literal  Function
1 SAML_SUBJECT [as Literal v|o v
Close Save
8. Click Save.

9. Map the AWS Role attribute to a fixed value or your attribute holding the user's AWS role name.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Attribute or Literal
Value

Application Attribute Description

Map this value to the username. Select

"Advanced”. Under "NameldFormat to SAML_SUBJECT
1 SAML_SUBJECT * send to SP:" select Oas viteral

"urn:oasis:names:tc:SAML:2.0:nameid-

Advanced
format:persistent”
Map this to the attribute that matches
Role. Select "Advanced”. Under "Name
Format" select
"urn:oasis:names:tc:SAML:2.0:attrname- MyRole
2 https://aws.amazon.com/SAML/Attributes/Role * format:uri”. The expected format is: As Literal

arn:aws:iam::[account-
number]:role/[role-name], arn:aws:iam::
[account-number]:saml-
provider/[provider-name]

(Optional) Map this to an attribute that
3 https://aws.amazon.com/SAML/Attributes/RoleSessionName will represent the user's display name [Das Literal
after logging into AWS

Advanced
(Optional) Literal value, in seconds, to e -
4 https://aws.amazon.com/SAML/Attributes/SessionDuration desngnate t.h.e duration of the AWS [Jas viteral
session. Minimum value of
900/maximum value of 43200. Advanced
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10. Click Advanced.
11.Set NameFormat to urn:oasis:names:tc:SAML:2.0:attrname-format:uri.
Advanced Attribute Options
Advanced Attribute Options for
https://laws.amazon.com/SAML/Attributes/Role
Advanced Attribute Options
NameFormat @ urn:oasis:names:tc:SAML:2 0:attrname-format:uri
Attribute Mapping
You can build an attribute mapping using multiple source attributes, literals and transformation functions.
For example, SAML_SUBJECT can be (where each attribute value is a separate entry):
subject = firstName + "." + lastName + "@" + domainName
ttps://aws.amazon.com/SAML/Attributes/Role = MyRole
IDP Attribute Name or Literal Value As Literal  Function
1 M‘,’RO]B |:|A5 Literal v e v

12. Click Save.

13. Click Continue to Next Step twice.

14. Click Add for each user group that you want to have access to AWS.
5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add
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15. Download the metadata.

Single Logout Response Endpoint

Ialse

Force Re-authentication €
Signing Certificate
SANL Metadata

16. Click Finish.

Add the PingOne for Enterprise IdP connection to AWS

1. Sign on to your AWS console as an administrator.

2. Select the IAM service.

All services

e S L

\{LJI\,I\JIHI i u

Resource Groups & Tag Editor

AWS Snow Family

DataSync Amazon Grafana

Data Pipeline
AWS Data Exchange

Amazon Prometheus
Networking & Content Delivery AWS Proton
VPC
CloudFront [0 Media Services
Route 53 Kinesis Video Streams
AP| Gateway MediaConnect
Direct Connect MediaConvert
AWS App Mesh MediaLive

AWS Cloud Map MediaPackage

AWS Glue

AWS Lake Formation
MSK

AWS Glue DataBrew

Security, Identity, & Compliance
IAM
Resource Access Manager

Cognito

3. Go to Access Management - Identity Providers and click Add Provider.

Identity and Access x 1AM
Management (JAM)
I - . Yelete f
Dashboard dentity prf)wders Y ; Delet

¥ Access management

1 @

Provider 7 Type 7 Creation time

4. Set the following:

o Provider Type: SAML
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o Provider Name: PingOne for Enterprise
o Metadata Document: Select the PingOne for Enterprise metadata download file
5. Continue through to the final screen and click Create.

6. Copy the ARN value of the provider.

¥  Global ¥  Support

Identity and Access x 1AM Identity providers
Management {(IAM)
] Assign role Deolete
Dashboard
' Access management Summary
Groups
Users Provider Type Creation time
Foles proofid.com SAML March 08, [0, 17:44 (UTC)
Policies ARN
Identity providers @ frawsiams Saml-providery “om

Account settings

¥ Access reports Metadata document f
| Summary XML

This document is issusd by your KIP. It includss the issuer's nams, expiration information and kays.
Acces lyzer

Archive rules

Issuer URL
Analyzers
4 ) httpsu/fidentity. .com/entity
Settings
v
Gradantial raport Valld untd
(¢ 03/06/2120
Organization activity
Service control policies (SCPs) S$80 service lacation
1 https:/fidentity.g com/idp/SSO.saml(2

7. Select Roles from the side menu, and then select the role that you want PingOne for Enterprise SSO to have access to.
8. Click the Trust Relationship tab.

9. Click Edit Trust Relationship.

a\v_\l/s Services ¥

Identity and Access Roles >
Management (IAM) N Summ ary

Dashboard Role ARN arn:aws:iam:: zrole/ [l
v Access management Role description Edit

Groups Instance Profile ARNs (7]

Users Path /

Creation time  2020-01-30 14:26 UTC

Policies Last activity 2021-02-19 11:26 UTC (6 days ago)

Identity providers Maximum session duration 1 hour Edit

Account settings (—
Permissions Trust relationships Tags Access Advisor Revoke sessions

v Access reports
You can view the trusted entities that can assume the role and the access conditions for the role. Show policy document
Access analyzer

Archive rules Edit trust relationship

10. Add the provider ARN value that you copied previously to the policy for the role.
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Permissi Trust relati

hips Tags Access Advisor Revoke sessions

You can view the trusted entities that can assume the role and the access conditions for the role.

Edit trust relationship

Trusted entities

Show policy document

Conditions
The following trusted entities can assume this role. The following conditions define how and when trusted entities can assume the role.
Trusted entities
arn:aws:iam::

Condition Key Value
:saml-provider/} “2l.com

StringEquals  SAML:aud  https:/signin.aws.amazon.com/saml

Test PingOne for Enterprise IdP-initiated SSO
1. Go to your Ping desktop as a user with AWS access.

@ Note

You can find the Ping desktop URL in the Admin console at Setup = Dock - PingOne Dock URL

2. Authenticate with PingOne for Enterprise.

Sign Cn

You're redirected to your AWS domain.
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?!V_S Services ¥

Amazon

AWS Management Console

AWS services

4

Recently visited services
@ 1am

i: AWS Organizations

All services

v

Build a solution

Get started with simple wizards and automated workflows.

Launch a virtual machine
With EC2

2-3 minutes

Feedback  English (US) ¥

Stay connected to your AWS
resources on-the-go

(/) AWS Console Mobile App now supports

four additional regions. Download the

—J AWS Console Mobile App to your iOS or
Android mobile device. Learn more [

Build using virtual servers

Explore AWS

Build Apps Faster with GraphQL

AWS AppSync uses GraphQL APIs to query data
from multiple data sources in a single request.
Get started [

Free Digital Training

Get access to 500+ self-paced online courses
covering AWS products and services.
Learn more [A

Privacy Policy ~ TermsofUse  Cookie preferences

Configuring SAML SSO with Amazon Managed Grafana and PingOne

Learn how to configure SAML SSO for Amazon Managed Grafana and PingOne.

About this task

@ Note

Amazon Managed Grafana only supports SP-initiated SSO that is initiated from the Grafana Workspace URL.

Configuring an Amazon Managed Grafana connection

Steps

1. Set up the Amazon Managed Grafana application in PingOne:
1. Go to Applications = Application Catalog.
2. In the Application Catalog, search for Grafana.

3. Expand the Amazon Managed Grafana entry and click Setup.

4. Review the instructions to configure SAML with the Amazon Managed Grafana console.

5. Click Continue to Next Step.

2. In the ACS URLfield, replace the ${namespace} and ${region} variables with your Grafana namespace and your AWS

region.

3. In the Entity ID field, replace the ${namespace} and ${region} variables with your Grafana namespace and your AWS

region.
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4. Click Continue to Next Step.

Mapping Amazon Managed Grafana attributes
About this task
PingOne will automatically populate required SAML attributes.
For Amazon Managed Grafana, the required attributes are:

* SAML_SUBJECT

* mail

* givenName

@ Note

You must set SAML_SUBJECT to Name ID format: urn:oasis:names:tc:SAML:2.0:nameid-format:transient

Steps
1. In the Application Attribute field, enter the attribute name as it appears in the application.
2. In the Identity Bridge Attribute or Literal Value field, choose one of the following.
Choose from:
o Enter or select a directory attribute to map to the application attribute.
o Select As Literal, then enter a literal value to assign to the application attribute.
3. Optional: To create advanced attribute mappings, click Advanced.

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value

Email (Work)

1 SAML_SUBJECT Oas Litera x
Advanced
Email (Work)

2 malil Oas Litera x
Advanced
Display Name

3 displayName Oas Litera x

Advanced

4. Click Continue to Next Step.
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Customizing Amazon Managed Grafana boxes
Steps
1. To change the application icon, click Select Image and upload a local image file.
The image file must be:
° PNG, GIF, or JPG format
° 312 x 52 pixels maximum
o 2 MB maximum file size

@ Note

Images are scaled to 64 X 64 pixels for display.

2. To change the name of the application displayed on the dock, in the Name field, enter a new name.
3. To change the description of the application, in the Description field, enter the new description.
4. To change the category the application is assigned on the dock, in the Category list, select a category.

5. Click Continue to Next Step.

Assigning Amazon Managed Grafana group access

About this task

The Group Access tab shows every user group that you've created.

Steps
1.To add a group’s access to Amazon Managed Grafana, on the row for that group, click Add.
2. Toremove a group's access, on the row for that group, click Remove.

3. After you finish assigning groups, click Continue to Next Step.

Configuring Amazon Managed Grafana SAML
Steps
1. In PingOne, on the Review Setup tab, either:
Choose from:
o Click Download to download the SAML metadata file
o Copy the PingOne SAML Metadata URL.
2. Click Finish to add Amazon Managed Grafana to your PingOne dock.

3. In the AWS Console, go to the Amazon Managed Grafana console.
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4. To import the SAML metadata into Amazon Managed Grafana, either:

Choose from:

o Use the PingOne SAML Metadata URL on the Amazon Managed Grafana connection summary page in PingOne.

o Upload the SAML metadata file.

a\\f’/s, Services ¥
=  Security Assertion Markup Language (SAML) Delete configuration
Configure your IdP

Configure SAML support on your IdP for this workspace. Provide the ID and the URL information below to your IdP. This causes IdP metadata to be generated.

Service provider identifier (Entity ID) Service provider login URL
https://g-1e907b372d.grafana-workspace.eu-west- https://g-1e907b372d.grafana-workspace.eu-west-
1.amazonaws.com/saml/metadata 1.amazonaws.com/login/saml

Service provider reply URL (Assertion consumer service URL)

https://g-1e907b372d.grafana-workspace.eu-west-
1.amazonaws.com/saml/acs

Import the metadata

Once your IdP is configured, an IdP metadata is generated. Import the metadata from an XML file, specify a URL or copy and paste to the editor below.

Import method
O URL Upload or copy/paste
Specify a URL and we will copy the metadata. Upload the XML file from your local computer or copy/paste.

Metadata URL

https://admin-api.pingone.com/latest/metadata/e814ca32-0cd9-497«

Assigning Amazon Managed Grafana administrators
About this task

During authentication to Amazon Managed Grafana, you can optionally assign the Grafana Admin role to users by defining an
admin role attribute and populating a PingOne SAML assertion attribute with the expected agreed-upon value.

For the example configuration, in PingOne, the memberOf attribute is mapped to the SAML assertion groups attribute. In
Amazon Managed Grafana, the SAML assertion groups attribute is mapped to the Grafana admin role value, as shown in the
following image.
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Assertion mapping info

Configure SAML assertion attributes to map your IdP user information to AMG workspace users as well as assign orgs and users access to the workspace.

Assertion attribute role for admin
An admin is required to set up data sources, assign user permissions, and more.

Assertion attribute role

groups

Admin role values

GrafanaAdmins@directory

Enter comma separated values for multiple roles.

1 want to opt-out of assigning admins to my workspace.

¥ Additional settings - optional

Assertion attribute name Assertion attribute login
first mail
Assertion attribute email Login validity duration (in minutes)
mail 60
Assertion attribute organization Assertion attribute groups
groups
Allowed organizations Editor role values

GrafanaEditors@directory

Enter comma separated values for multiple roles. Enter comma separated values for multiple roles.

Steps
1. In your Amazon Managed Grafana workspace, go to SAML Configuration.
2. In the Assertion mapping section, in the Assertion attribute role field, enter groups.

3. Set the Admin role valuesto the PingOne group for Grafana admins.

@ Note

The example in step 7 uses GrafanaAdmins@directory. The @directory is appended to any PingOne group
name.

4. Optional: Set the Assertion attribute groupsto the groups and Editor role valuesto the PingOne group for Grafana
editors.

5. Click Save SAML configuration.
6. In PingOne, go to Amazon Managed Grafana application Attribute Mapping.

7. Map PingOne’s memberOf attribute to the SAML assertion groups attribute.
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3. SSO Attribute Mapping
Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Email (Work)

1 SAML_SUBJECT (s Litera
Advanced
Email (Work)

2 mail Oas Litera
Advanced
First Name

3 first Oas Litera
Advanced
memberOf

4 groups (as Litera
Advanced

Result:

Users in the PingOne GrafanaAdmins group are Just-In-Time provisioned during authentication as Grafana admins, and
users in the PingOne GrafanaEditorsgroup are Just-In-Time provisioned during authentication as Grafana editors.

Configuring SAML SSO with AWS Client VPN and PingOne

Learn to configure SAML single sign-on (SSO) using AWS Client VPN and PingOne.
Before you begin
Make sure you have:

* An Amazon Web Services (AWS) account@

+ An Amazon VPC with an EC2 instance ¥

In the instance Security Group, allow ICMP traffic from the VPC CIDR range. You need this for testing.

| @ Important

* A private certificate imported into AWS Certificate Manager (ACM)(Z
* PingOne user and group information

+ A desktop (Windows or macOS) running the latest AWS Client VPN software
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@ Note

You can download the software here(Z.

Create the AWS Client VPN application in PingOne

1. In the PingOne admin portal, go to Connections - Add Application.

BPingldentity.

onments

Administrators
Production

HE® < Connections
1 |

Applications

External IDPs

PingFederate

Pingintelligence

2. Click Advanced Configuration.

AppIicationsE

Q, Search (_ Filter )

20 Applications by Application Name

Aha! Ahalabs
Client ID:

\) AppDynamics

Client ID:

a Datadog
. Client ID:

3. In the Choose Connection Type menu, next to SAML, click Configure.

&

Web appiications that are
Al weilin A beowsn

4. On the Create App Profile page, enter an Application Name, Description, and Icon for your application. Click Next.
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Create App Profile

Pt 50110z wuur S ealon Uy cresbing o unirgue peolike | desonplon wil el your custenmer s wenbly U puipsss of U appicalion e provde miponinbimioonalon b mezga e connecbons

AWS Clent VN

5. For Configure SAML Connection, select Manually Enter and configure the following:
o For ACS URLs, enter http://127.06.0.1:35001 .

o Select Sign Assertion & Response.

o

Select RSA_SHA256 as the algorithm for Signing the response.

o

For Entity ID, enter urn:amazon:webservices:clientvpn.
o For Subject namelD format, enter urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

° For Assertion Validity Duraction (in seconds), enter 300 .

o

For SLO options, leave the default settings.

6. After configuring the above values, leave the default settings and click Save and Continue.
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LEPUICATION N

AWS Client VPN

TEALL AIY NLIALKIA

Iport Meladolo Wnport From URL

ENTER METADATA FOR YOUR APPLICATION
A5 UL

PV DAIAS00 -

SIGMING KEY

" Dowrlond Signing Certificaes )
S Resairan Syt Beapores:

SIGNING Al HORITHM

MEA SHAZSE

ENCRYETION

Enatie Encryztcn

Advanced Configuration

Configure SAML Ceonnection

SAML 1z 27 autrentication pectacol that 3cts 32 3 semce prowdsr [SH) to FingUne (a2 idemey promder, or Id=).

PragQure SS0O Curbifvate fur Aduir ol ammeone ..~

® S Accsrbron & R

PROTORCL

SAMI

7. Configure Attribute Mapping by adding the following PingOne Attributes:

PingOne User Attribute
Username

Given Name

Family Name

Group Names

Result:

The new application is shown in the Applications list.

Application Attribute
saml_subject
FirstName

LastName

memberQf

8. Expand the application details and on the Policies tab, click the Pencil icon to edit the Authentication Policy

9. Expand the application details and on the Configuration tab, download the metadata file.
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W Pingldentity.

Environments

Administrators

Production Applications @

< Connections Q Filter

ATIONS
4 Applications by Application Name

Applications

S — AWS Client VPN
ent 18f40-2

External IDPs

Profile Configuration Attribute Mappings Policies Access

PingFederate
~ CONNECTION DETAILS

Pingintelligence

@ Note

You'll upload this metadata file in the next step.

Add PingOne as your IdP in the AWS Management Console

@ Important

AWS Client VPN is a separate app and requires a unique IdP definition in AWS. You cannot reuse an IdP already
defined for another app, even if it's from the same vendor.

1. In the AWS Management Console, open the IAM console and in the Access management section, click Identity providers.

2. Click Add Provider.
3. For Provider type, select SAML.
4. For Provider name, enter a unique name.

5. For Metadata document, click Choose file and upload the metadata file that you downloaded from PingOne.
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Identity and Access x
Management (IAM) Configure provider
Dashboard
Provider type
W Access management ° OpemD connect

E shtrus
User groups - "
Users
Roles
Policies Provider name
Enter a meaningful name to identify this provide
Identity providers
PIng-ldentity
Account settings
Max 128 ¢ ler e alg neric character
W Access reports Metadata document

This documentis issued b
Access analyzer i ument is i
X Choose tile
Archive rules

File needs to be avalid UTF-8 XML d nent
Analyzers
@ ping.xmi
Settings
Credential report
Organization actwity
Service conlrol policies (SCPs)
g : Add tags (Optional)

ags are kay-value pairs that you can add to AWS resourcas to help identify, organize, or search for resources

No tags associated with the resource

Add tag

Cancel Add provider

Create an AWS Client VPN endpoint
1. In the Amazon VPC console, in the Virtual Private Network (VPN) section, click Client VPN Endpoints.
2. Click Create Client VPN Endpoint.
3. Enter your desired Name Tag and Description.
4. For Client IPv4 CIDR, enter your-IP-range/22 .

@ Note

This is the IP range that will be allocated to your remote users.

5. For Server certificate ARN, select the certificate you created as a prerequisite.
6. For Authentication Options, select Use user-based authentication and Federated authentication.

7.In the SAML provider ARN list, select the PingOne IdP you configured earlier.
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8. In the Other optional parameters section, select Enable split-tunnel and leave the rest of the default values.

@ Note

Enabling split-tunnel makes sure that only traffic to the VPC IP range is forwarded via the VPN.

9. Configure the other options according to your environment requirements.

10. Click Create Client VPN Endpoint to complete the setup.

Configure the AWS Client VPN Endpoint association

1. In the Amazon VPC console, in the Virtual Private Network (VPN) section, click Client VPN Endpoints.
2. Select the VPN you created in the last step.
It should be in the Pending state.
3. Go to Options - Associations and click Associate.
4. In the Associations list, select the target VPC and subnet with which you want to associate your endpoint.

5. Optional: Repeat the previous steps to associate your Client VPN endpoint to another subnet for high availability.

Set up SAML group-specific authorization

1. In the Amazon VPC console, in the Virtual Private Network (VPN) section, click Authorization.

2. Click Authorize Ingress.

3. For Destination network to enable, specify the IP address of your EC2 instance that you created as a prerequisite.
4. In the Grant access to section, select Allow access to users in a specific access group.

5. In the Access group ID field, enter the name of the group that you want to allow access to the EC2 instance.
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6. Provide an optional description and click Add authorization rule.

Connect to the Client VPN

1. In the Amazon VPC console, in the Virtual Private Network (VPN) section, click Client VPN Endpoints.
2. Select the VPN that you created.
It should be in the Available state.
3. To download the configuration profile to your desktop, click Download Client Configuration.
4. Open the AWS Client VPN desktop application.
5. Go to File » Manage Profiles.
6. Click Add Profile, choose the configuration profile that you downloaded, and give it a Display Name of your choice.
Your profile appears in the AWS Client VPN profile list.
7. Select your profile and click Connect.
You're redirected to PingOne for authentication.
8. Sign on to PingOne as a user with access to your EC2 instance.

After successful authentication, you should be able to reach the EC2 instance in the target VPC.

Test your connection

1. To test your connection, send an ICMP ping to the IP of the instance from your command line terminal.

2. In your browser, use a plugin, such as SAML-tracer, to confirm that the IdP is sending the correct details in the SAML
assertion.

Copyright © 2025 Ping Identity Corporation




Asana Configuration Guides

Asana

Configuring SAML SSO with Asana and PingOne

Learn how to enable Asana sign-on from the PingOne console (IdP-initiated sign-on) and direct Asana sign-on using PingOne (SP-
initiated sign-on).

Before you begin
* Link PingOne to an identity repository containing the users requiring application access.
+ Populate Asana with at least one user to test access.
* You must have administrative access to PingOne and a Super Admin account for an Enterprise Organization on Asana.
Steps
1. Add the Asana application to PingOne:
1. Sign on to PingOne and go to Connections — Applications.
2.To add a new application, click the + icon next to the Applications heading.

Pingldentity.

Environments
Sandbox - Phil

Sandbox Applications @

< Connections Q. Search ( Filter jjl

APPLICATIONS
3 Applications by Application Name
Applications

IDENTITY PROVIDERS PingOne Admin Console

External IDPs

PingOne Application Portal

PING PRODUCTS
PingFederate

PingOne Self-Service - MyAccount

Pingintelligence

3. When prompted to select an application type, select WEB APP, then click Configure next to SAML for the chosen
connection type.

4. Enter Asana as the application name.

5. Enter a suitable description.
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6. Upload an icon if desired.

7. Click Next.

8. For Provide App Metadata, select Manually Enter.

9. In the ACS URLS field, enter https://app/asana.com/-/saml/consume .

10. Select the Signing Key to use and then click Download Signing Certificate to download the certificate as X509 PEM
(.crt).

11. In the Entity ID field, enter https://app.asana.com.
12. Leave SLO Endpoint and SLO Response Endpoint blank. Asana does not support single logout (SLO).
13. Enter a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
14. Click Save and Continue.
15. Because Asana expects an email address to identify a user in the SSO security assertion:
Choose from:
m If you use email address to sign on through PingOne, click Save and Close.

m If you sign on with a username, select Email Address in the PingOne User Attribute list to map that to the
SAML_SUBJECT, then click Save and Close.

16. Enable user access to this new application by moving the toggle to the right.

17. On the Configuration tab of the newly-created Asana application, copy and save the Issuer ID and Initiate Single
Sign-On URL.

You will need these when configuring SAML on Asana.

~ CONNECTION DETAILS

Download
SSUER ID https://auth.pingone.cu/ AREEEEEENNENNRNNEESRRRNNES
SERVICE https://auth.pingone.e /TTRGRGRGGEGEGGGGEEGNEGGEERE < - | 20/idp/slo
https://auth.pingone.eu/ Gttt RSSSRRINES <~ |2 0/idp/sso
A URL https://auth.pingone.cu/AEEIENEENNENNIRNRNNNNNNN < 2|2 0/metadata/bcfd5b29-59e9-4fab-b00a-3b8400537823

N-ON URL: https://auth.pingone.eu/ NS EEENNRNNIRNNNNNRENNEEY < - 1 | 2 0/idp/startsso?spEntityld=https://app.asana.com

2. Add PingOne as an identity provider (IdP) to Asana:
1. Sign on to Asana with a Super Admin account for your Enterprise Organization.
2. Click your profile photo and select Admin Console in the menu.
3. Go to the Security tab.
4. Go to the SAML authentication tab.

5. In SAML options, click Optional.
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@ Note

This is the recommended value when testing. You can change it later to Required for all members,
except guest accounts.

6. Paste the Initiate Single Sign-On URL value that you saved earlier into the Sign-in page URL field.

7.0pen the .crt file that you downloaded in a text editor and copy and paste the entire contents into the X.509
certificate field.

8. Click Save configuration.
3. Test the PingOne IdP integration:
1. Go to your PingOne Application Portal and sign on with a user account.

@ Note

You can find the PingOne Application Portal URL in the admin console at Dashboard - Environment
Properties.

2. Click the Asana icon.
Result:
You're redirected to the Asana website and signed on with SSO.
4. Test the PingOne service provider (SP) integration:
1. Go to https://app.asana.com/(5, choose the option to sign on with SSO, and enter your email address only.
Result:
You're redirected and presented with a PingOne sign on prompt.

2. Enter your PingOne username and password.
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Sign ©n

Result:

After successful authentication, you're redirected back to Asana and signed on.
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BambooHR

Configuring SAML SSO with BambooHR and PingFederate

About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress Email address for user  Required

The following table details the references that are used within this guide which are environment specific. Replace these with the
suitable value for your environment.

Reference Description
tenant BambooHR Tenant name
Steps

1. Create the PingFederate service provider (SP) connection for BambooHR.
1. Sign on to the PingFederate administrative console.

2. Using the metadata from https://tenant.bamboohr.com/saml/sp_metadata.php, create an SP connection in
PingFederate:

m Configure using Browser SSO profile SAML 2.0
m Enable the IdP-Initiated SSO SAML profile.
m Enable the SP initiated SSO SAML profile.

m In Assertion Creation - Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:
1.1:nameid-format:emailAddress.

m In Assertion Creation - Attribute Contract Fulfillment, map the attribute SAML_SUBJECT to the attribute
mail.

m In Protocol Settings = Allowable SAML Bindings, enable Redirect.
3. Export the metadata for the newly-created SP connection.

4. Export the signing certificate public key.
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m Pingfederate x -

.~ » C A Notsecure | ping.localdomain9999/pingfederate/app#/spConnections o e

PingFederate AUTHENTICATION APPLICATIONS SECURITY

< Integration
9 SP Connections

‘a I SP Coanections On this screen you Can Manage ConNections 1o your partner SPs
‘3 SP Adapters Search Clear Narrow By v

Target URL
o Virtual

pping Connection Name ~  Connection ID D Protocol Enabled Action
S Defonk Uii1.s BambooHR-SAML BamDooHR-SAML ( Select Action v

Policy Contract
Adapter

Mappings
Create Connection import Connection

Adapter 1o
Adapter
Mappings

2. Configure the PingFederate identity provider (IdP) connection for BambooHR.
1. Sign on to BambooHR as a Full Admin administrator user.
2. On the Settings page, click Apps.

3. On the SAML Single Sign-On application published by BambooHR line, click Install.
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BambooHR
Q 4pps Setmngs I - 0o x
€ > C & b amboohr.com/settings/spps - O
O COMPANYLOGOHERE  Home  Myinto  Poopie  Hing  Reports  Fies - 00 =
' ‘ Install Learm more
Publeshed by PlanSource
SAMLS  SmeesEon
Install  Learn more
Pubiished by BambooHR .
“h. Small Improvements
Improvements
Install Learn more
Publihed by Small Improvements
v S X 121 Bambookd 5 « tx’llb()()ﬂll'
- »

4.1n the SSO Login URL field, enter the URL Location for SingleSignOnService Location retrieved from the
PingFederate SP metadata that you downloaded from the BambooHR configuration.

Example:
https://PingFederateHostname:PingFederatePort/idp/SS0.saml2

5. In a text editor, open the signing certificate that you downloaded in from PingFederate and paste the contents into
the x.509 Certificate field.
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@ Apps Settings x +

& > C @ bamboohr.com/settings/apps o fr e

SAML Single Sign-On Settings X
SAML Single Sign-On

SSO Login URL
https: /ping.localdomain:2031/idp/SSO.saml2

x.509 Certificate

15K =
2tY3WYC81CBA7Gt1sGTERQAAACY vHImF cVVx+/ 208 8ghe 115VoQe JE
MSMIX6t2/1J@9AWIDAQAB
MABGCSGGS Ib3DQEBCWUAAS IBAQCFAIBNILC25/393KvY 4Ry FYE 7X5VE
QMDsYL1B+aB2BxZGwtFqB
w36tKBBBPmx2xMi e TkbyOxPIXoz TOKE7ZXUSRY+IFbILI1yCmIHIVCq
ViK6F@S19FheYOLBOYKXE
gPBXGhcrSCAB3ITCyddz/JVz/ T2021Y8AtQdGONOUY LYy OWpGCYMLKBY
1ZdEj44n600gVLx1t/ LNz !_

Install Cancel

6. Click Install.
Result:
Your configuration is complete.

From this point BambooHR will redirect to the configured IdP for authentication for all new sessions. You should
complete testing in a private or incognito browser session while keeping the original admin session active. This
allows you to change settings or remove the configuration if the integration testing fails.
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@ Apps Setsngs x 4 - 0o x

& > C @ bsmbochr.com/settings/spps o~ e H

O COMPANY LOGOHERE ~ vome Myinto  people  Hing  Reports  Fies o 00 s

2 Settings

& Account & Apps Settings

ﬂ Access Levels Installed

06 Employee Fields

il Avprovais SAML Single Sign-On
SAMLO

& Apps Uninstall Settings | Learn more
Pusished by BambocHR . :
Q) Benefits

B Company Directory

S8 Emall Alerts
Not Installed
. Employee Satisfaction These are the 2pps that you can install directly from BambooHR. but there are many more available in the BambooHR
m Hiring Marketplace
% Holicays

@ 1000 & Color Gnhﬂlo e Single Sign-On e
. 00000000}

3. Test the integration.

Choose from:
PingFederate IdP-initiated SSO

1. Go to the SSO Application in the PingFederate Application configuration to perform IdP-initiated SSO, such
as https://PingFederateHostname:PingFederatePort/idp/startSSO.ping?PartnerSpld=BambooHR-SAML.
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& s9n 00 x o+
| € C A Notsecure | pinglocaldomain2031/idp/start ping?PartnerSpid = Bamt {R-SAML o e

2. Go to the SSO Application Endpoint in the BambooHR configuration

QO rome » +

< C & bhrdevbamboohr.com/home o i e

.@ JOMPANY LOGO HERE Home Myinfo  People Hiring  Reports  Flles ) C.oo O

WHAT'S HAPPENING AT PROOFID Announcements (1)

” You have benefit plans ending soor te Benefit Plans %
Vacation COVID 19 Related A... o
a
Company Handboolepdf Is walting for your shgnature
HOURS AVAILAB 0.0 HOURS USED (YT .

i G Request Time Off ) Maria Petersen posted an Announcement COVID-19 Work: From: Home

Update - March 13, 2020

Who's Out

o m Lunch with employee for Eric Pasture

m Introduce to team for Maja Pandev

PingFederate SP-initiated SSO

Go to the URL for your BambooHR tenant: https://tenant.bamboohr.com
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Q rome x 4+ - 0 X
< C @ bhrdevbamboohr.com/home/ o fr e
© COMPANYLOGOHERE ~ Home Myinto  Poople  Hidng  Reports  Fiks a [O9 &

WHAT'S HAPPENING AT PROOFID Announcements (1)

” Y(Tu have benefit plans ending soon o Benefit X
In 2 months
Vacation COVID 19 Related A... o
* 9’0 m ’ @ Company Handbookpdf Is walting for your signature!
In 12 day

HOURS AVAILABLE 0.0 HOURS USED (YTD)

sChdyled hours schadu e

G Request Time Off E Maria Petersen posted an Announcement COVID-19 Work: From: Home

Update - March 13, 2020

In5cops

Who's Out
o m Lunch with employee for Eric Pasture
@ Due Nov 23 (72 days ag0) | PAST DA
@ Introduce to team for Maja Pandev
Due Nov 23 (72 days ago) | PAST bue
FROWY, 5B 5 (2
m P ) 6 older Notifications « -

Configuring SAML SSO with BambooHR and PingOne for Enterprise
About this task
The following table details the required and optional attributes to configure in the assertion attribute contract.
Attribute Name Description Required / Optional

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress Email address for user  Required

The following table details the environment-specific references used in this guide. Replace these references with the suitable
value for your environment.

Reference Description

tenant BambooHR Tenant name

Create a PingOne for Enterprise application for BambooHR.

1. Download the BambooHR metadata from https://tenant.bamboohr.com/saml/sp_metadata.php .

2. Sign on to PingOne for Enterprise and go to Applications = Application Catalog.
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3. On the SAML tab, in the Add Application list, select Search Application Catalog.

B PingOne - My Appiications x +

< C @ admin.pingone.com/web-portal/cas/connections#/ w e

My Applications ~ Application Catalog PinglD SDK Applications OAuth Settings

My Applications

SAML
—_—

Applications you've added to your account are ksted here, You can search by application name, descnption or entityld

« Aclive applications are enabled for single sign-on (SSO)
« Delails displays the application details

Application Name ype Enabled

Use the button below 1o add your first application

Add Appication ~ Pause AllSSO @

Search Application Catalog
New SAML Application

Request Ping Identity add a new application to the application catalog

4. Search for BambooHR .

5. Click the BambooHR row.
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@ firgOn= - Application Catalog X 4

< C

are

@ admin.pingone.com/web-portal/cas/applicationcatalog?x=8C50Zg24BnA

bamboohr Search

Applicaton Name

BambeoHR

My Applications  Application Catalog ~ PinglD SDK Applications  OAuth Settings
Application Catalog # | Appications / Application Cata
Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Flll out our Applicaton Request Form

6. Click Setup.

7. In the Signing Certificate list, select the appropriate signing certificate.
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- m] X
m PingOne - Application Catalog x o
| L 3 C 8 adminpingone.com/web-portal/cas/applicationcatalog?x 50Zg24BnA w e
Applicabon Name
B BambooHR SAML
1. $S0 Instructions
Signing Certificate  PingOne Account Ongination Certificate (2021) v

1 For reference, please note the foliowing configuration parameters
| SaaS ID
| IdP ID
| gle Sign-On
| (SSO)URL @
| ssuer

In the ‘Configure your connecti ation setup page to foliow, you will need 1o replace S{company} with your

Ba iR subdomain for the "ACS URL' field

Sign Into BambooHR and navigate to the following path, then follow the Instructions provided n the 1able below

Manage -> Single Sign-On
1 Enabled Under Singie Sign-On check the "Enabled’ checkbox
N ST Select SAML from Ihe droo down Dox — :

8. Review the steps, and make a note of the PingOne for Enterprise Saas ID, IdP ID, Single Sign-On URL, and Issuer values.
9. Click Continue to Next Step.
10. Click Select File and upload the BambooHR metadata you downloaded.

@ Note

If the upload fails, continue with the next steps and explicitly set the parameters based on the attributes in the
metadata.

11. Set the ACS URL to https://tenant.bamboohr.com/saml/consume.php .

12. Set the Entity ID to BambooHR-SAML.
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@ PrgOre - Apprcabion Catniog X 4

Apphcaion Name

BambooMR

2. Connection Configuration

Assign the attnidute values for single sign-on ($SO) to the applicaton.

Upload Metadata © ~____

ACS URL I’ s /4 bambOoh! COMVSamiicos

Entity IDI BambooHR-SANML

largal Rasourcs @
Single Logout Endpont @
Single Logout Response Endpoint @

Prmary Vanfication Certificate @ Choose File | No file chosen

v Verifi n Certis " @
Secondary Verification Certificele @ No e chasen

Force Re-authentication @

13. Click Continue to Next Step.

14. In the Attribute Mapping section, in the Identity Bridge Attribute or Literal Value column of the SAML_SUBJECT row,

select the attribute SAML_SUBJECT.
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[B) PinsOne - Applcation Catsiog X 4 - . "

| € C @ adminpingone.com/web-portal/cas/applicationcatalog 2x=8C502g24BnA = 6O

Apphcaion Name

E BambooHR SAM_

3. Attnbute Mapping

Map your identity bricge attributes to the atiributes required by the application.

Idenlity Bridge Allribule or Lileral
Value

Appiication Attribute Description

SAML_SUBJECT

Ema As Lneral

Advancst

ARQ new aTinbue

* Indicaies 3 requred antnbute

NEXT: PingOne App Customization . RanboolR Cancel Back Continue 10 Next Step

15. Click Continue to Next Step.

16. Update the Name, Description, and Category fields as needed.
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PingOne - Applcation Catalog X +

BambooHR

4. PingOne App Customization - BambooHR

lcon @

Name @

Description @

Category @

NEXT: Group Acosss

< C # adminpingone.com/web-portal/cas/applicationcatalog x=8C502924BnA

b
Select image

SambooHR

BamdOOHR 1S an onineé HR soflware
solution that drastically reduces the
time, expense and complexity of
managng empioyee dala

Human Resources v

Cancel

Back

Coninue 10 Next Siep

17. Click Continue to Next Step.

18. Add the user groups for the application.
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PingOne - Applcation Catalog X - - o &
&« C @ adminpingone.com/web-portal/cas/applicationcatalog ?x=8C502g24BnA w e H
-

see this applicahion on ew personal dock

p1, Group2, el Search

Domain Administralors@direclory

Users@arectory

NEXT: Review Setup

Select all user groups that should have access 1o this application. Users thal are members of the added groups will be able to SSO o this applcation and will

Remove

Continue 1o Nexd Step

19. Click Continue to Next Step.

20. Review your settings.

G. Review Setup

Test your jon to the licati

Name @ BambooHR

of managing empioyee data

Category @ Human Resourcas

Connaction 1D

You may nood to configure those connaction paramators as woll
saasd
apd
Issuer hitps Jpingone comidp
Signing ©  Assertior

Signing Algonthm @  RSA_SHA258

Encrent Assadion @ Ll

Descnption @ BambooHR 15 an onhine HR softwar
drashically reduces the ime. expe

) T—
 tha

mphexily
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21. Copy the Single Sign-On (SSO) URL value to a temporary location.

m PingOne - Application Catalog x +
| € C 8 admingpingone.com/we rtal/cas/ag ationcata X S0Zg24BnA w e

Single Sign-On (SSO) Relay State @
Single Logout Endpoint

Single Logout Response Endpoint
Force Re-authentication @

Signing Certificate

SAML Metadata

SAML Metadata URL

Identity Bndge
Application Attribute Description Altribute or

Literal Value

SAML_SUBJE

1 SAML_SUBJECT * Ema T

* Indicates a required attnibute

This is the IdP-initiated SSO URL that you can use for testing.
22. On the Signing Certificate line, click Download.

You use this in the BambooHR Cloud configuration.
23. On the SAML Metadata line, click Download.

You use this in the BambooHR Cloud configuration.

24. Click Finish.
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[@] PirgOne - My Applications x 4+

<« C @ adminpingone.com/web-portal/cas/connections/ w e

APFLICATIONS

My Applcations  Application Catalog  PinglD SDK Applications  OAuth Settings.

My Applications

SAML
—_—

Appicanons you've acded 10 your account are isied here You can search by applcaton name, descnphon or entityld

* Active applications are enabled for single sign-on (SSO)
« Defalls dispiays the application details

A

Apphcalion Name

Remove >

B BambooHR SAML Active

Yes”
simpleSAMLphp SAML Active TYes Remove ’
Tves

Splunk Cloud SAML Active

Remove | 3

Configure the PingOne for Enterprise IdP connection for BambooHR
1. Sign on to BambooHR as a Full Admin administrator user.

2. On the Settings page, click Apps.
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© A4pps Semngs x 4 - 0o x
€ 9 C @ I bamboochr.com/settings/spp o 6
© COMPANY LOGOHERE ~ Home  Myinfo  Poopie  Hiring  Reports  Fies a 09 & 4
& Settings
& Account & Apps Settings
a Access Levels Installed
06 Employee Fields
il Approvais
O Apps
Q Benefits
B Company Directory You don't have any apps installed ... yet.
. Enhance your BambooHR experience and connect with some of our
. Email Alerts exceptional technology partners. Some apps can be installed below
@ Employee Satisfaction
\ BambooHR Marketplace
& Hiring
&% Holidays
@ 1 non £ Cobw .
‘. »
3. On the SAML Single Sign-On application published by BambooHR line, click Install.
O Appe temnge x4 = o
€ > C 8 Eambccte.com/sanings/apps o u O
© COMPANY LOGOHERE ~ Home Myito  Peopie  Hcing  Reports  Fles o POsd
- I Install | Leaen more
Publshed by PlanSource
SAMLS e
‘ Install | Leaen more
Publshed by BambookR i
€2 Small Small Improvements
Improvements
Inztall Leaen more
Putished by Small Improvements
Privacy Policy « Terms of Service - © 20082021 BambookR All rights reserved “bamboour*

4. In the SSO Login URL field, enter the URL Location for SingleSignOnService Location retrieved from the PingOne SP
metadata that you downloaded from the BambooHR configuration.
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Example:

https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=idpid

© Apps Semangs x 4 - o x
€ > C 8 Deamboctecom/smingt/apps o~ o e
SAML Single Sign-On Settings X
SAML Single Sign-On
SSO Login URL

https.isso.connect.pingidentity.com/550/idp/SSO.sami2idpid=3

%507 Certificate

CYABIL+ /OB ATANSULHITCY s EURUBSSY TPV LY I Y /OUZUMS YOF So088
tuD7sKgzFqd C1978HVR1

Xa6+5NwenwlkIOIt/ghecTIpPB5Ins MPMUNGa0YEIGHBTICYQP /Agh
BAAENOQY Kol [PveNAQE L

BQADgEEBABN IMEATATLAYA2 )5 520F /PGl hyK/ naCAVEChNgUbr 3078

AY 2R HXBNpLTE S+ ly D4

*Ugxe 1EHEy 1 EAK /Panqdt 14h1 7gme S alkcQAL IVGANNCGT TedhUtn
Yo/ 2000070+ s< IndrfA0T

1F1tXiZIxsdiRMO3G3 739t bF Felgi :RADaXGePug TWYuDePs 1c raldf I -
-

5.1n a text editor, open the signing certificate that you downloaded in the PingOne for Enterprise SP configuration and paste
the contents into the x.509 Certificate field.

6. Click Install.
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© Appe Seangs x + - (s ] x
€« cC PAMBOCRY.COM NG/ apps o~ % e ;
© COMPANY LOGOHERE ~ Home Myito  Propie  Hrng  Reports ks o (00 O %

§ Settings
& Account O Apps Settings

6 Access Levels Installed

6 Emgployee Fields

‘ Approvals ﬂML.G SAML $ingk.- $®nOn

o Uninstall Settings  Learn more
shed by BambookR
Q) Benefits
m Company Directory
S Email Alerts
Not Installed

factio )
. Employee Satisfaction These are the 2pps that you can install directly from BambooMR, but there are many more avallable in the BambooMR

B Hiring Marketplace
“ Holidays
. Google Single Sign-On
@ 1000 K Color (:lﬁ \nlp =

Result:
Your configuration is complete.

@ Note

From this point BambooHR will redirect to the configured IdP for authentication for all new sessions. You
should complete testing in a private or incognito browser session while keeping the original admin session
active. This allows you to change settings or remove the configuration if the integration testing fails.

Test the integration
Choose from:

PingOne for Enterprise IdP Initiated SSO

Go to the Single Sign-On (SSO) URL in the PingOne Application configuration to perform IdP initiated SSO (https://
sso.connect.pingidentity.com/sso/sp/initsso?saasid=saasid&idpid=idpid).
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I https://login.pingone.com/idp/c X +

&« C # login.pingone.com/idp/directory/a/ /sso/Treturnurl=https%3A%2F%2Fsso.connect.pingidentity.com%2Fs... Ov ¥y e

Sign On

PingOne SP Initiated SSO

Go to the URL for your BambooHR tenant, https://tenant.bamboohr.com
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Q@ Home x 4+

€& > C @ bhrdevbamboohr.com/home/

© COMPANY LOGOHERE  Home

Vacation COVID 19 Related A

9.0 (@)

HOURS AVAILABLE 0.0 HOURS USED (YTD)

0.0 hours schaduled 0.0 howrs schaduled

(3 Request Time Off =)

Who's Out

@

TOMORROW |2

29

FROWY, I8 313

T A

My Info People Hiring  Reports  Flles Q C.o o 0

WHAT'S HAPPENING AT PROOFID Announcements (1)

” You have benefit plans ending soon

In 2 months

Update Benefit Plans | X

E] Company Handbook pdf Is walting for your signature!

In 12 dnys

Maria Petersen posted an Announcement COVID- 19 Work: From- Home
Update - March 13, 2020

In 5 days

m Lunch with employee for Eric Pasture
Due Nov 23 (72 days ago) _ PasT Dot |

E Introduce to team for Maja Pandev

Due Nov 23 (72 days ago) | past oo )

6 older Notifications «
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Configuring SAML SSO with Box and PingFederate

Learn how to configure SAML SSO with Box and PingFederate.
About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional
SAML_SUBJECT Email Required
givenName First Name Optional
sn Last Name Optional
memberOf Groups Optional

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

Create a PingFederate SP connection for Box

1. Download the Box metadata from https://cloud.app.box.com/s/9y0zm1sqgvkxe8ha2qa3dfhwoivpoyy4 (2.
2. Sign on to the PingFederate administrative console.
3. Using the metadata that you downloaded, create an SP connection in PingFederate:
1. Configure using Browser SSO profile SAML 2.0.
2. Enable the following SAML Profiles:
m |dP-Initiated SO
m SP-Initiated SSO
m |dP-Initiated SLO

m SP-Initiated SLO

3. In Assertion Creation: Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:1.1:nameid-

format:emailAddress.
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4. Extend the contract with the following attributes:
m givenName
m memberOf
= Sn
5.1n the Assertion Creation: Attribute Contract Fulfillment section:
m Map the attribute SAML_SUBJECT to the attribute mail.
m Map the optional attribute givenName to the attribute for the user’s first name.
m Map the optional attribute memberOf to the attribute for the user’s Box roles.
m Map the optional attribute Sn to the attribute for the user’'s surname or family name.
6. In Protocol Settings:
m In Assertion Consumer Service URL, delete Artifact and PAOS Bindings.
m In SLO Service URLs, delete Artifact and SOAP bindings.
m In Allowable SAML Bindings, enable Redirect and POST.
4. Export the metadata for the newly-created SP connection.

5. Export the signing certificate public key.

[ cirgFederats x 4+

& C A Notsecurs | ping.localdomain:9999/pingfederate/app®/spConnections T N e

PingFederaté AUTHENTICATION APPLICATIONS SECURITY SYSTEM

< Integration
- SP Connections
Z] | SP Connections On this screen you can manage connections to your partner SPs.
‘:] SP Adapters Search Clear Narrow By v

v Target URL
A o Virtual

Mapping Connection Name ~  Connection ID D Protocol Enabled Action

SP Default URLs T bocnet auel] @ ) selectActionv

Policy Contract
Adapter

Mappings
Create Connechon Import Connection

Adapterto-
Adapter
Mappings
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Configure the PingFederate IdP connection for Box

1. Sign on to the Box Admin Console as an administrator.

Developer Plan

USERS STORAGE GROUPS

1 Ob 0

User Activity

L= [ @
F&:
Still Getting Organized? We Can Help.

Once you get set up, you can view activity here

over time. View Lips and tricks here

2. Click Enterprise Settings.
3. Click the User Settings tab.

4. In the Configure Single Sign On (SSO) for All Users section, click Configure.
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- - 8] X
Powered by Box x Ee
C # app.box.com/master/settings/user w e
Q © A

Custom Set S rit Content & Sharing Notifications User Settings viob Dev Trust

User Settings m

Configure Single Sign On (SS0) for All Configure SSO for Box with a third party identity provider (IdP) for added security, Obtain your IdP SSO

Users metadata file, upload here, and then test and deploy to your enterprise. Processing can take up to 24 hours

Promote Usage of Box Applications Mobile Promotion

v Show Mobile promotion for users @

Box Notes Promotion

v Show Box Notes promotion for users @

Collections Promotion

v Show Collections promotion for users @

5. Click ‘I don’t see my provider, or don't have a metadata file.
6. Complete the Box SSO Setup Support Form:
1. Review the request form and the For faster service please read section.
2. Complete the required fields:
m For Who is your ldentity Provider?, select Other with Metadata.
m For What is the attribute for the user’s email?, select SAML_SUBJECT.
m For What is the attribute for groups?, select memberOf.
m For What is the attribute for the user’s first name?, select givenName.
m For What is the attribute for the user’s last name?, select Sn.
m Attach the metadata that you downloaded from the PingFederate configuration.

7. Click Submit.
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@ submit a request - Box Support X +
(¢} # support.box.com/hc/en-us/requests/new?ticket form id=3600026125%4 w e
What is the attribute for the user's email?*

SAML SUBJECT

Ex. "SAMI_SUBJECT" "emalladdress™

What Is the attribute for groups?
member Of

If using groups, include the attribute here
What is the attribute for the user’s first name?
givenName

L “firstName", “givenname"

What is the attribute for the user's last name?
sn

Ex. "lastname”, "surname™

Attachments *

Add hle or drop files here

# pingone box-metadataxml

Submit -

8. After the Box support team completes the configuration, follow any provided instructions and test the integration.

Configuring SAML SSO with Box and PingOne for Enterprise

Learn how to configure SAML SSO with Box and PingOne for Enterprise.
About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional
SAML_SUBJECT Email Required
givenName First Name Optional
sn Last Name Optional
memberOf Groups Optional

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.
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Create a PingOne for Enterprise application for Box

1. Download the Box metadata from https://cloud.app.box.com/s/9y0zm1sqgvkxe8ha2qa3dfhwoivpoyy4(Z.

2. Sign on to PingOne for Enterprise and click Applications.

3. On the SAML tab, click Add Application.

m PingOne - My Applications x +

&« C @ admin.pingone.com/web-portal/cas/connections#/

AR APPLICATIONS

My Applications ~ Application Catalog PingID SDK Applications OAuth Settings

My Applications

SAML
_—

Applications you've added to your account are ksted here, You can search by application name, descnption or entityld

« Active applications are enabled for single sign-on (SSO)
« Details displays the application details

Application Name pe Enabled

Use the button below 1o add your first application

Add Appication ~

Search Application Catalog
New SAML Application

Request Ping Identity add a new application to the application catalog

PauseAllSSO @

4. Click Search Application Catalog and search for Box .

5. Click the Box row.
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- 8} X
@ firgOn= - Application Catalog X 4
& C @ admin.pingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1 mo w e
Application Name
i AmeriGives - Sandbox SAML
- Athenium Manager - Sandbox SAML
e Athenium Teamthink - Sandbox SAML
m Box SAML with Provisioning (API)
con @
Name @ Box
Description ® Collaboration tools adopted by over 100000
companies globally Box simplifies online file storage
replaces F TP and connects tleams in online
workspaces
Category @ Collaboratior
‘ < ) Corcentric - Sandbox SAML ’

6. Click Setup.

7. Select the appropriate signing certificate.

8. Review the steps, and note the PingOne for Enterprise SaaSs ID, IdP ID, Initiate Single Sign-on (SSO) URL, and Issuer

values.

Copyright © 2025 Ping Identity Corporation




Box Configuration Guides

. L - m] X
m PingOne - Application Catalog X +

& Cc & admin.pingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1mo g e

a Box SAML with Provisioning (API)

1. SO Instructions

Signing Certificate | PingOne Account Origination Certificate (2021) ¥ pownload

For reference, please note the following conﬁguration parameters:
SaaS ID

IdP ID

Initiate Single Sign-On  https://sso.connect pingidentity.com/sso/sp/initsso’
(SSO) URLe@

Issuer https:/pingone.com/idp/

In order to allow your users to Single Sign-on to Box, you will need to contact Box via email to inform them you
want to enable SSO. Accompanying this email, one must provide Box with the PingOne metadata and the SSO
mode desired (SSO Enabled or SSO Required). SSO Enabled mode is where customers can continue to
authenticate using Box credentials however they are also able to login via SAML SSO. SSO Required mode
requires a user to login only via SAML SSO. Users can not use their local Box credentials any more. In the same
email, please attach the PingOne IdP Metadata, which you can download following the instructions below.

Label Description

Click on the "Continue to Next Step" button on this page which will bring you to "2.

1 Continue to Next Ste
P Configure your connection” page

5 "Configure your connection" Click on the "Continue to Next Step" button on this page as the values on this page

1. Click Continue to Next Step.
2.In the Upload Metadata section, click Select File, and upload the Box metadata file that you downloaded.

3. Ensure that ACS URL is set to https://sso.services.box.net/sp/ACS.saml2 and Entity ID is set to box.net.
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m PingOne - Application Catalog X +

&« - C @ admin.pingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1mo prg e

2. Connection Configuration

Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @ Uploaded file:boxmetadata.xml
Select File | Oruse URL
ACS URL | https://sso.services.box.net/sp/ACS sa |~
Entity ID | box.net N
Target Resource @
Single Logout Endpoint @ | https://sso.services.box.net/sp/SLO.sal

Single Logout Response Endpoint @ | example.com/sloresponse . endpoint

Primary Verification Certificate @ Choose File | No file chosen

saml20metadata.cer

Secondary Verification Certificate @ Choose File | No file chosen

Force Re-authenticatione ([

Encrypt Assertion @ [

9. Click Continue to Next Step.

10. In the Attribute Mapping section, in the Identity Bridge Attribute or Literal Valuecolumn of the SAML_SUBJECTrow, select
the attribute SAML_SUBJECT.

11. Complete the remaining attribute mappings for givenName, sn, memberOf, and title.
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@ PingOne - Application Catsiog X +

& C # admin.pingone.com/web-portal/cas/applicationcatalog?x
3. Attribute Mapping
Map your identity bridge attributes to the attributes required by the application.
Identity Bridge Attnbute or Literal
ibule  Description = dg -
| Val
SAML_SUBJECT
SAML_SUBJECT _
1 - Click to Eait 43 Literal
Mbvancad
: First Name
p ; Optional: Used for Box Auto- =
\ 2 givenName | As Literal
provisioning
| Advanced
Last Name
3 ~ Optional: Used for Box Auto =
e PAT
B provisioning e
~dvanced
4 memberor Optional: Used for Box SSO Groups A3 Literal
' Mbvancad
I
5 title Optional: Used for subdomam Cas Literal
Advanced
| Add new attribute

*Indicatas 2 ranuired astohute

12. Click Continue to Next Step.

13. Update the Name, Description, and Category fields as required.
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PingOne - Application Catslog X “+ - = *
& - C @ adminpingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1 mo 4 e
a
H Box SAML wilh Provisioning (API)
4, PingOne App Customization - Box
lcon @
Select image
Name @ | Box ’
Description @ | qgangration tools adopted by over
100000 companees globally. Box
simplifies online file storage, replaces
FTP and connects leams in online
workspaces
4
Category @ | Collaboration v
NEXT: Group Access Cancel
@) Corcentric - Sandbox SAML >

14. Click Continue to Next Step.

15. Add suitable user groups for the application.
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@ fingOne - Application Catslog X +

<« C # admin.pingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1 mo w e
E Box SAML with Provisioning (API)

5. Group Access

Select all user groups that should have access 1o this application. Users that are members of the added groups will be able to SSO 1o this application and will
see this application on their personal dock

up1, Group2, et Search
Domain Administrators@directory Remove
Users@directory Remove

NEXT: Review Setup Continue to Next Step

16. Click Continue to Next Step.

17. Review the settings.
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Box

m PingOne - Application Catalog X

-+

| & Cc @ admin.pingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1mo

B -

6. Review Setup

| Test your connection to the application

Icon @

Name @

Description @

Category @

Connection ID

SAML with Provisioning (API)

Box

Collaboration tools adopted by over 100000
companies globally. Box simplifies online file storage
replaces FTP and connects teams in online
workspaces

Collaboration

You may need to configure these connection parameters as well.

saasid
idpid
Issuer

Sianina._a.

https://pingone.com/idp/q

Accartion

m PingOne - Application Catalog X +

| € (¢ @ admin.pingone.com/web-portal/cas/applicationcatalog?x=Suz-t0gZ1mo
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Signing Certificate
SAML Metadata

SAML Metadata URL

Application Attribute

SAML_SUBJECT *

givenName

sn

memberOf

title

* Indicates a required attribute.

Download
Download

https://admin-api.pingone.com/latest/metadata

Description

Click to Edit

Optional: Used for Box Auto-provisioning

Optional: Used for Box Auto-provisioning

Optional: Used for Box SSO Groups

Optional: Used for subdomain

Identity Bridge
Attribute or
Literal Value

SAML_SUBJE
CT

First Name

Last Name
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18. Copy the Single Sign-On (SSO) URL value to a temporary location.
This is the IdP-initiated SSO URL that you can use for testing.
19. On the SAML Metadata row, click Download. You will use this for the Box configuration.

20. Click Finish.

Configure the PingOne for Enterprise IdP connection for Box

1. Sign on to the Box Admin Console as an administrator.

Developer Plan

USERS STORAGE GROUPS

1 Ob 0

0 seats remaining Buy More Storage M

User Aclivity

L= “ @
F’;:
Still Getting Organized? We Can Help.

Once you get set up, you can view activity here

over time. View tips and tricks here

2. Click Enterprise Settings.
3. Click the User Settings tab.

4. In the Configure Single sign-on (SSO) for All Users section, click Configure.
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l Powered by Box x +
& C # app.box.com/master/settings/user w e

Q © A
Custom Set Securit Content & Sharing Notifications User Settings VMob Device Trust
User Settings m
Configure Single Sign On (SS0) for All Configure SSO for Box with a third party identity provider (IdP) for added security, Obtain your IdP SSO
Users metadata file, upload here, and then test and deploy to your enterprise. Processing can take up to 24 hours

Promote Usage of Box Applications Mobile Promotion

v Show Mobile promotion for users @

Box Notes Promotion

v Show Box Notes promotion for users @

Collections Promotion

v Show Collections promotion for users @

5. Click I don’t see my provider, or don't have a metadata file.
6. Complete the Box SSO Setup Support Form:
o Review the request form and the For faster service please read section.
o Complete all the required fields.
m For Who is your Identity Provider, select Other with Metadata.
m For What is the attribute for the user’s email?, select SAML_SUBJECT.
m For What is the attribute for groups?, select memberOf.
m For What is the attribute for the user’s first name?, select givenName.
m For What is the attribute for the user’s last name?, select Sn.
m Attach the metadata that you downloaded from the PingOne for Enterprise configuration.

o Click Submit.
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7. After the Box support team completes the configuration, follow any provided instructions and test the integration.

. Submit a request - Box Support X +

- C # support.box.com/hc/en-us/requests/new?ticket form id=3600026125%4

What is the attribute for the user's email?*

SAML SUBJECT

Ex. "SAMIL_SUBJECT" "emalladdress”

What Is the attribute for groups?
member Of

If using groups, include the attribute here

What is the attribute for the user's first name?
givenName

Lx. “firstName”, “givenname”

What is the attribute for the user's last name?
sn

Ex. “lastname”, “surname’”

Attachments *

Add fle or drop files here

# pingone box metadata.xml
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Cloudflare

Configuring SAML SSO with Cloudflare and PingFederate

Learn how to direct Cloudflare sign on using PingFederate (SP-initiated sign-on).
Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* PingFederate’s X.509 certificate should be exchanged to verify the signature in SAML assertions.

+ An Email Attribute is required in the assertion, either the SAML Subject or another SAML attribute per the SAML
configuration. The value of the Email Attribute must be a valid email address. It is used to uniquely identify the user in the
organization.

+ Populate Cloudflare with at least one user to test access.

Create a PingFederate service provider (SP) connection for Cloudflare:
1. Sign on to the PingFederate administrative console.
2. Create an SP connection for Cloudflare in PingFederate:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://team name.cloudflareaccess.com/cdn-cgi/access/callback .
3. Enable the IDP-Initiated SSO and SP-Initiated SSO SAML profiles.

4. In Assertion Creation: Attribute Contract, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress for
SAML_SUBJECT.

5. In Assertion Creation: Authentication Source Mapping: Authentication Source Mapping, map a new Adapter
Instance to HTML Form.

6. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map SAML_SUBJECT.

7. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to /cdn-cgi/
access/callback .

@ Note

This value is received and updated from Cloudflare.

8. In Protocol Settings: Allowable SAML Bindings, enable POST.
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9. In Signature Policy, disable Always Sign Assertion and leave Sign Response As Required enabled.

10. In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate, the Include the Certificate
in the Signature KEY INFO Element, and the Include the Raw Key in the Signature KEY INFO Element check boxes.

3. Save the configuration.

4. Export the signing certificate.

5. Export and then open the metadata file, and copy the value of:
° The entitylD

° The Location entry (https://your value/idp/SS0.saml2)

Add the PingFederate IdP connection to Cloudflare

1. Sign on to the Cloudflare application and click pingfed.com at the top of the page.

# % & (Updete @

< C @ dash.cloudflare.com/21f8d803f37a30063f919187c5302e2a

© Addsite  Support ¥ English(US)¥Y & ¥

pingfed.com
CLOUDFLARE

Home  Members  Auditlog  Biling  Configurations  Notifications Registrar

Accout © Add a Site

Q@ fearch websites in Seshadri.addanki@proofid.com’s

Create custom billing alerts.

Receive an email when billable usage

pingfed.com
exceeds a certain amount. ©®

@ Pending Nameserver Update
Configure

I:h Account Analytics Beta
Wl Overview of traffic to all your sites.

Pages
I}J Deploy front-end applications in record

time.

<>> Workers
Build serverless applications.
Registrar
@ Transfer domains with zero mark-up on

renewals.

Teams

@ Stream
Upload and stream videos effortlessly.
=

Zero Trust security for everyone

Web Analytics
Free analytics without changing your
DNs

a Carbon Impact Report

View your carbon impact on the d

2. Go to Access = Access App Launch - Setup Access App Launch.
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Setup Access App Launch

When end users visit the Access App Launch page, they will be prompted to authenticate with your identity
provider. Once logged in, the page will display the applications they can reach as tiles. When the user selects a
tile, the browser will open the application.

You can control which users in your team can reach this page with the policy below. The rules saved here define
who can reach the Access App Launch page. This policy does not impact or change the permissions for any of

the applications behind Access.

Include

Everyone

‘ Everyone v

+ Add another include rule

[ + Exclude ] [ + Require ]

3. Click Save.

4. Go to Access = Login Methods - Add - SAML.
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< C & dash.cloudflare.com/21f8d803f37a30b63919187c5302e2a/pingfed.com/access

Add a SAML identity provider

Instructions
D Drop or select IdP metadata file to upload

1. You would be able to integrate with any SAML 2.0 based identity provider.

Provider Name® . Here’s the sample instructions for Okta, Centrify, and Active Directory.

‘ Your SAML Provider Name

Single Sign On URL® as your Assertion consumer (ACS) URL and SP Entity ID as mentioned in the
) documentation.

Your SAML URL

. You can configure the attributes received via SAML assertion as headers for your
1P Entity ID or Issuer URL® application. Input the attribute name you intend to use and map it to the SAML
attribute.

{ Your identity provider's id

. Toggle the box to set it as a header. You can add additional attributes after saving
Signing certificate® them first. This step can also be skipped if you do not need to configure any headers.

SAML signing certificate )
. Some identity providers allow you to upload the metadata file for Cloudflare (listed as

“Service Provider Metadata file"). You can download your unique file by following the
link here.

You can build policies based on groups defined in your SAML provider
configuration using the group name as an attribute. To do so, configure the
attribute name in the integration modal here and then select “SAML Group” as a
rule option when creating the policy.

Sign SAML authentication request (optional) @

Email attribute name (optiona) @

SAML attribute name for email

SAML attributes (optional) ®
No attributes configured
+ Add an attribute

SAML header attributes (optiona) ®

No headers configured
+ Add a header

5. Click Drop or select IdP metadata file to upload to upload the IdP metadata file and enter the Provider Name value.
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< [¢] @ dash.cloudflare.com/21f8d80337a30b63f919187c5302e2a/pingfed.com/access |

Add a SAML identity provider

Instructions
1. You would be able to integrate with any SAML 2.0 based identity provider.

Provider Name® 2. Here's the sample instructions for Okta, Centrify, and Active Directory.
rovider Name

pingfed 3. Use

Single Sign On URLD as your Assertion consumer (ACS) URL and SP Entity ID as mentioned in the
documentation.

4. You can configure the attributes received via SAML assertion as headers for your

1dP Entity ID o Issuer URL® application. Input the attribute name you intend to use and map it to the SAML
attribute.

5. Toggle the box to set it as a header. You can add additional attributes after saving

Signing certificate® them first. This step can also be skipped if you do not need to configure any headers.

6. Some identity providers allow you to upload the metadata file for Cloudflare (listed as
“Service Provider Metadata file"). You can download your unique file by following the
link here.

You can build policies based on groups defined in your SAML provider

S YL e o o) configuration using the group name as an attribute. To do so, configure the
ign authentication request (optional) . - s
S . attribute name in the integration modal here and then select “SAML Group” as a

©® x )
= rule option when creating the policy.

S m

6. Click Save and close the Login Method page.
7.0n the Teams dashboard, go to Settings = Authentication.

8. In the Login methods section, select SAML + Pingfed.

Copyright © 2025 Ping Identity Corporation




Cloudflare Configuration Guides

& > C @ dasht loudflare.com/218d803f: b63919187¢530:

% MW & ( Update

£ Cloudflare for Teams

@ Home

3 Gateway - — Back to Settings

ST Authentication

2 My Team -

B Logs -
Global session timeout

# Analytics v Timeout: Same as application session timeout  Edit
Set the maximum session length for all your applications.

% Settings

App Launcher

Manage
Define who has access to the App Launcher.

Add new
& One-time PIN Edit
(3 SAML - pingfed Test | Edit

&  Seshadriaddanki@pr... ¥

@ support -

=

The Cloudflare connection configuration is now complete.

9. Click Test.

10. After the Cloudflare application redirects to PingFederate, enter the credentials.
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C A Notsecure | 192.168.1.192:9031/idp/SSO.samI22SAMLRequest=pVIdTBIWFPOrS9%283bIPlaBgJH1 GJIAtDH3grXQfVip29nai%2F3g78IDHydltzesA959y2D7SSNRK2dqe W6 2FLnhYL3XSiog7UWKGQOIpiCAKF pxlJaRDIfkTgICOXgxgqtOImkPq%2Bpjbaaa¥mgdzds.. vr M & (Update :)

Sign On

NAME

seshadri.addanki@proofid.com

recl by Pingdentity

<« C @ pingfed . com/cdn-cgi/access/callback % » & (Upsete i)

Cloudflare

=/ Access

o

Your connection works!

Below is the user identity we will use to check against your rules,

"email”: "seshadri.addanki@proofid.com",

"name":
"givenName
"surName":

"saml_attributes": {
“email": ""

3

"headers": {}

i

22 Cloudflare forTeams

Test the PingFederate SP-initiated SSO integration

1. Go to your Cloudflare Authentication Request URL (for example, https://pingfed.cloudflareaccess.com/) and click Login.
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Incognito (3)

x  +
pingfed.cloudflareaccess.com
% Cloudflare Access

Welcome back!

Login below to re

r,,/
\1
Y
\
¥
%z
\

Trademark

Cloudflare for Teams

he

(-]

Incognito ()

2. Click SAML- PingFed.

x  +
Cloudflare

L
=/ Access

& pingfed.cloudflareaccess.com

App Launc

Sign in with:

() SAML - Pingfed

Get a login code emailed to you

22 Cloudflare for Teams
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3. After you're redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to Cloudflare.
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Coupa

Configuring SAML SSO with Coupa and PingFederate

Learn how to enable Coupa sign-on from a PingFederate URL (IdP-initiated sign-on) and direct Coupa sign-on using PingFederate
(SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate Coupa with at least one user to test access.

* You must have administrative access to PingFederate and Coupa.

Download the Coupa metadata

1. Sign on to your Coupa Admin organization as an administrator.

2.Goto https://your_site.coupahost.com/administration/security .
3. Select the Sign in using SAML check box.

4. Click the Download and import SP metadata link.

5. Save the Coupa metadata.

Create a PingFederate SP connection for Coupa

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for Coupa in PingFederate using the Coupa metadata:
1. Configure using Browser SSO profile SAML 2.0.
m Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

m In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map
SAML_SUBJECT to the attribute containing a user's email address.

m In Protocol Settings: Allowable SAML Bindings, enable POST.
m In Credentials: Digital Signature Settings select the PingFederate signing certificate.

3. Save the configuration.
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4. Export the signing certificate.

5. Export the metadata file.

Add the PingFederate IdP Connection to Coupa

1. Sign on to your Coupa Admin organization as an administrator.

2.Goto https://your_site.coupahost.com/administration/security.

3. Make sure that the Sign in using SAML check box is selected.

4. In the Upload IdP metadata section, click Choose File.

5. Select the PingFederate metadata file and import it.

6. In the Certificate field, upload the PingFederate signing certificate.

7. Click Save.

8. Click the Users tab and edit the users who will use SAML authentication.

9. Set Single Sign-On ID to the value users will use to sign on, for example, their email address.
10. Set Authentication method to SAML.

11. Click Save.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO application endpoint for the Coupa SP connection.
2. Complete PingFederate authentication.

You're redirected to your Coupa domain.

Test the PingFederate SP-initiated SSO integration:
1. Go to your Coupa URL.

2. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to Coupa.

Configuring SAML SSO with Coupa and PingOne for Enterprise

Learn how to enable Coupa sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct Coupa sign-on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.

+ Populate Coupa with at least one user to test access.
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* You must have administrative access to PingOne for Enterprise and Coupa.

Download the Coupa metadata

1. Sign on to your Coupa Admin organization as an administrator.

2.Goto https://your_site.coupahost.com/administration/security.
3. Select the Sign in using SAML check box.

4. Click the Download and import SP metadata link.

5. Save the Coupa metadata.

Set up the Coupa application in PingOne for Enterprise and extract the metadata

1. Sign on to PingOne for Enterprise for Enterprise and go to Applications - Application Catalog.

2. Search for Coupa.

3. Expand the Coupa entry and click the Setup icon.

Application Catalog @ / Appiications / Application Catalog

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Request Form.

Coupa Search

Application Name * Type

Coupa SAML with Provisioning (API) m
4. Copy the IdP ID value.
signing Certificate PingOne Account Origination Certificate (2021) v | pownload

For reference, please note the following configuration parameters:

SaaSID —— T — = = — _

IdP ID

5. Click Continue to Next Step.

6. Click Select File and upload the Coupa metadata file.
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2. Connection Configuration

Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @ Ar 1vea 11D
P ? Select File J Oruse URL

ACS URL

Entity 1D .coupahost.com

7. Edit the ACS URL to add a relay state parameter to enable IdP initiated sign-on.

https://your-environment.coupahost.com/sp/ACS.saml2?RelayState=https://your-environment.coupahost.com/

sessions/saml_post
8. Click Continue to Next Step.
9. Ensure SAML_SUBJECT is mapped to the field containing a user's email address.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Atiribute ~ Description Identity Bridge Attribute or Literal

Value

Email (Work)

SAML_SUBJECT - i
- {map to your email} Oas

10. Click Continue to Next Step twice.

11. Click Add for all user groups that should have access to Coupa.
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5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add

12. Click Continue to Next Step.

13. Download the PingOne for Enterprise SAML metadata and signing certificate.

Single Logout Response Endpoint

D

Force Re-authentication @ fals
Signing Certificate

SAML Metadata

14. Click Finish.

Add the PingOne for Enterprise IdP connection to Coupa

1. Sign on to your Coupa Admin organization as an administrator.

2. Goto https://your_site.coupahost.com/administration/security.

3. Ensure the Sign in using SAML check box is selected.

4. In the Upload IdP metadata section, click Choose File, select the PingOne for Enterprise metadata, and import the file.
5. Confirm that the Login Page URL field has the IdP ID value from PingOne for Enterprise.

https://your site.coupahost.com/sp/startSS0.ping?PartnerIdpId=PingOne for Enterprise IdP ID value&TARGET=
https://your site.coupahost.com/sessions/saml_post

6. In the Certificate field, upload the PingOne for Enterprise signing certificate.
7. Click Save.
8. Click the Users tab and edit the users who will use SAML authentication.

9. Set Single Sign-On ID to the value users will use to sign on, for example, their email address.
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10. Set Authentication method to SAML.

11. Click Save.

Test the PingOne for Enterprise IdP-initiated SSO integration:

1. Go to your Ping desktop as a user with Coupa access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock - PingOne Dock URL.

2. Complete PingOne for Enterprise authentication.

You're redirected to your Coupa domain.

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to your Coupa URL.

2. After you're redirected to PingOne, enter your PingOne for Enterprise username and password.
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Sign On

You're redirected back to Coupa.
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Datadog

Configuring SAML SSO with Datadog and PingOne

Learn how to enable SAML SSO with Datadog and PingOne

Before you begin

To enable SSO within Datadog, you must have an administrator account.
About this task

@ Note

This is a tested integration.

Set up the integration
1. Sign on to your PingOne SSO admin account and go to Connections = Applications and click the plus icon (+).
2. 0n the New Application page, click Advanced Configuration, and on the SAML line, click Configure.
3. On the Create App Profile page, enter the following:
1. Application Name
2. Optional: Description
3. Optional: Icon
4. Click Next.
5. On the corresponding Configure SAML Connection page, click Manually Enter to begin configuring Datadog with PingOne.

6. In a new tab, sign on to your Datadog admin account. In the lower left hand corner, click on your account name and then
Configure SAML, which will contain information for the next step.

7.1In PingOne, enter the following information for the required fields:
1. The ACS URL(s) of the application.
You can find this on the Datadog admin console under Assertion Consumer Service URL.
2. The Entity ID of the application. from the previous step.
You can find this on the Datadog admin console under Service Provider Entity ID.

3. Update the SUBJECT NAMEID FORMAT to urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
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4. Enter the Assertion Validity Duration (in seconds), for example, 36660 .
5. Configure the remaining options as needed.
6. Click Save and Continue.
8. On the Attribute Mapping page, enter the following attributes:
1. Outgoing value: User ID = Application Attribute: saml_subject (required).
2. Outgoing value: Family Name = Application Attribute: sn
3. Outgoing value: Given Name = Application Attribute: givenName
4. Outgoing value: Username = Application Attribute: eduPersonPrincipalName
5. Click Save and Close.

@ Note

You can add additional attributes to control roles. See the Datadog documentation for more
information.

9. On the newly-created application, click the Configuration tab and click Download Metadata.

10. In your Datadog account, click Choose File, upload the IdP metadata that you downloaded in the previous step, and click
Upload File.

11. After uploading the IdP metadata and configuring your IdP, click Enable to enable SAML and finalize the configuration.

12. If you're leveraging this integration for an IdP-initiated sign-on, in the Additional Features section of Datadog, make sure
to select the Identity Provider (IdP) Initiated Login check box.

The set up is now complete.

Create and assign identities

Before you test the integration, you must create and assign identities in PingOne.

@ Note

If you've already assigned identities and groups in PingOne, you can test the integration.

1. In PingOne, go to ldentities =» Groups and click the + icon next to Groups.
2.0n the Create New Group page, enter values for the following:

o Group Name (Required)

o Description (Optional)

o Population (Optional)
3. Click Finish & Save.

4. To add identities to the group, on the Identities tab, go to Users = + Add User.
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5. On the Add Userpage, enter in all the necessary information for a user.

@ Important

Verify the first name, last name, USER ID, and USERNAME are correct, as these are values passed in the SAML
assertion.

6. Click Save.
7. Assign the user that you created to the group that you created previously.
Locate the user you created and do the following:
1. Expand the section for the user.
2. Select the Groups tab.
3. Click + Add.

8. In the Available Groups section, select the group that you created and click the + icon to add it to the user’s group
memberships. Click Save.

9. On the Connections tab, for the Datadog application:
° Click the Access tab
o Click the Pencil icon to edit the configuration

10. Select the group that you created and add it to the Applied Groups section. Click Save.

Test the integration
1. In the PingOne admin console, go to Dashboard - Environment Properties.
2. Right-click on the Application Portal URL and open it in a private browser session.
3. Sign on as the test user that you created and click the Datadog tile.

You're signed on to the user’s Datadog account using SSO and testing is complete.

Copyright © 2025 Ping Identity Corporation




DocuSign Configuration Guides

DocuSign

Configuring SAML SSO using DocuSign and PingFederate

Learn how to enable DocuSign sign on from a PingFederate URL (IdP-initiated sign-on) and direct DocuSign sign on using
PingFederate (SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
* Make sure DocuSign has a valid domain, an organisation created, and is populated with at least one user to test access.

* You must have administrative access to PingFederate and DocuSign.

Create a PingFederate SP Connection for DocuSign

1. Sign on to PingFederate administration console.

2. Create an SP connection for DocuSign in PingFederate:
° Configure using Browser SSO profile SAML 2.0.
o Set Partner’s Entity ID to Placeholder .

You will update this value later.

o

Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

o In Assertion Creation: Attribute Contract, extend the contract to add attributes named SAML_NAME_FORMAT , surna
me , givenname and emailaddress.

° In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map SAML_SUBJECT,
surname, givenname and emailaddress and map SAML_NAME_FORMAT to urn:oasis:names:tc:SAML:
2.0:nameid-format:persistent.

° In Protocol Settings: Assertion Consumer Service URL, set binding to POST, and set Endpoint URL to http://
placeholder .

You will update the placeholder value later.
° In Protocol Settings: Allowable SAML Bindings, enable POST.

° In Credentials: Digital Signature Settings, select the PingFederate signing certificate.
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3. Save the configuration.

4. Export the signing certificate.

5. Export and then open the metadata file, and copy the value of these properties:
° entityID

° Location entry (https://your value/idp/SS0.saml2)

Add the PingFederate connection to DocuSign

1. Sign on to your DocuSign domain as an administrator.

2. In the left navigation pane, select Identity Providers, and then click Add Identity Provider.

. .
DocuSign Admin
AL LR B
Identity Providers
SWITCH TO
Allow usaes 10 sign nto DecuSign using Their coeporate credentals, Enable single sign-on for your crganization By adding your identity provider balow
Amin Homes
Ovecsion T et Account Ssnd Demisson profie are usad 10r DESC Jst-in-1mes Drovisioniong Of New Lsearns
Accounts Ac
Connectad Appe (11 1R B
Audit Logo Default Account ID
(AL LL R o
Bulk Actions
Default Parmission Profile
USERS DS Viewer

Users

Administraton
I ADD IDENTITY PROVIDER |

ACCESS MANAGEMENT

Domasins Name ~ Certificate Status

Identity Providers

3. Configure the following fields.

Field Value

Name A name for the identity provider.

Identity Provider Issuer Enter the Issue value from PingID.

Identity Provider Login URL https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=PingOn

e IdP ID value
Send AuthN Request by Click POST.

Select Send Logout Request by Click POST.
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S50 Protocol” SAML 2.0

Name ~

1 |
Identity Provider Issuer *

| |
Identity Provider Login URL ~

| |
Identity Provider Logout URL

| |

Identity Provider Metadata URL

[ sign AutnN request
[] sign logout request

[] Enabie Trirg-Party Login

Send AuthN reguest by

Send logout request by

() GET

(@ pPosT

4. In the Custom Attribute Mapping section, click Add New Mapping, and then:

o In the Field list, select surname, then enter surname in the Attribute field.

° In the Field list, select givenname, then enter givenname in the Attribute field.

° In the Field list, select emailaddress, then enter emailaddress in the Attribute field.
5. Click Save.

6. Click Add New Certificate.

Name ~ Cortificate Status

A No Valid Certificates

Add New Certificate

PingOne

7. Click Add Certificate.
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Identity Provider Certificotes

ADD CERTIFICATE

Certificate Issuer =~

SAVE CANCEL

8. Select the signing certificate that downloaded from PingFederate. Click Save.

9. In the Actions list for the identity provider that you created, select Endpoints.

Identity Providers

ANiow users 10 59N INMo DocuSign using thelr corparale credentials. Enalie single SN 0N 10 Your MaNZAtOnN by a0ding your identity peovider Delow.

The default acoount and permission profile are used for Dasic just-IN-1iMe Provisioning of New uBerns.

Defount Account
Rlmm

Defount Account ID

oY

BUHma

Default Permission Profile

DS Viewer

ADD IDENTITY PROVIOER

Name Cartificate Status

PigOne @ vaiid ACTIONS *
Eat
Delete

10. Copy the Service Provider Issuer URL and Service Provider Assertion Consumer Service URL values.
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View SAML 2.0 Endpoints

Service Provider Issuer URL

Service Provider Assertion Consumer Service URL

Service Provider Metadata URL

Service Provider Login URL

CLOSE

The DocuSign connection configuration is complete.

@ Note

After testing, you can set the domain to require IP authentication to remove the DocuSign sign-on screen.

Update the EntitylD and ACS URL values in PingFederate
1. Sign on to the PingFederate administrative console.
2. Edit the SP connection for DocuSign.
3. Set Partner’s Entity ID to the DocuSign Service Provider Issuer URL value.

4. Set Assertion Consumer Service URL Endpoint URL to the DocuSign Service Provider Assertion Consumer Service URL
value.

5. Save the changes.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO application endpoint for the DocuSign SP connection.

2. Complete PingFederate authentication.
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You're redirected to your DocuSign domain.

DocuSign eSignature Home

0

Action Nacired

Test the PingFederate SP-initiated SSO integration

1. Go to https://account.docusign.com,

2. Enter your email address.

3. Click Use Company Login.

4. After you're redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to DocuSign.

DocuSign eSignature Home

0 0

Action Nngirnd Winiting for Ofhers

Configuring SAML SSO with DocuSign and PingOne for Enterprise

Learn how to enable DocuSign sign on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct DocuSign sign on
using PingOne for Enterprise (SP initiated sign on).

Before you begin
* Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Make sure DocuSign has a valid domain, an organization created, and is populated with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and DocusSign.

Copy PingOne values for the Supplied DocuSign Application

1. Sign on to PingOne for Enterprise, go to Applications = Application Catalog, and search for DocuSign.
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Application Catalog B

Browse for the apphication you want to add or search for it by name. Don see the application you're looking for? Fill out our

Cl)l,.,Sil,_]H Search

Application Name

(st DocuSign 2.0 - Demo SAML

e DocuSign 2.0 - Production SAML

2. Expand the DocuSign 2.0 - Production entry and click the Setup icon.
3. Copy the Issuer and IdP ID values.
4. Download the Signing Certificate.

1. SSO Instructions

Signing Certificate = PingOne Account Origination Certificate (2021) v

For reference, please note the following configuration parameters:

SaaSD WREIIRII NN B

e T TN EATY TR
(SSO) URL @ I |

ssuer (HIE B RIN TN D] B

Add the PingOne for Enterprise IdP Connection to DocuSign

1. Sign on to your DocuSign Admin organization as an administrator.

2. In the left navigation pane, select Identity Providers, and then click Add Identity Provider.
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i DocuSign Admin
EiEaEa
Identity Providers
SWITCH TO
Allow usecs 10 sign into DocuSign using heir corporate credantals, Enable single sign-cn for your crganization By adding your identity provider balow
Admin Home
Ovenviow The etianit ACCOuUnt S Demmisson profie are Usad 1or DESC Jst-in-1me provisioning of New Lsars,
Accounts A Ac
Cerractad Apna (AL L B
Audit Loge Default Account ID o
Bulk Actions . '.. . '
Default Parmission Profile
USERS DS Viewer
Users
Administratons
I ADD IDENTITY PROVIDER |
ACCESS MANAGEMENT
Domasins Name ~ Certificate Status
Identity Providers
3. Configure the following fields
Field Value
Name A name for the identity provider
Identity Provider Issuer The Issue value from PingID
Identity Provider Login URL https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=PingOn

e for Enterprise IdP ID value
Send AuthN Request by POST

Select Send Logout Request by POST
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S50 Protocol” SAML 2.0

Name ~

1 |
Identity Provider Issuer *

| |
Identity Provider Login URL ~

| |
Identity Provider Logout URL

| |

Identity Provider Metadata URL

[ sign AutnN request
[] sign logout request

[] Enabie Trirg-Party Login

Send AuthN reguest by

Send logout request by

() GET

(@ pPosT

4. In the Custom Attribute Mapping section, click Add New Mapping, and then:

o In the Field list, select surname, then enter surname in the Attribute field.

° In the Field list, select givenname, then enter givenname in the Attribute field.

o In the Field list, select emailaddress, then enter emailaddress in the Attribute field.
5. Click Save.

6. Click Add New Certificate.

Name ~ Cortificate Status

A No Valid Certificates

Add New Certificate

PingOne

7. Click Add Certificate.
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Identity Provider Certificotes

ADD CERTIFICATE

Certificate Issuer =~

SAVE CANCEL

8. Select the signing certificate that you downloaded from PingOne for Enterprise. Click Save.

9. In the Actions list for the IdP that you created, select Endpoints.

Identity Providers

ANiow users 10 59N INMo DocuSign using thelr corparale credentials. Enalie single SN 0N 10 Your MaNZAtOnN by a0ding your identity peovider Delow.

The default acoount and permission profile are used for Dasic just-IN-1iMe Provisioning of New uBerns.

Defount Account
Rlmm

Defount Account ID

oY

BUHma

Default Permission Profile

DS Viewer

ADD IDENTITY PROVIOER

Name Cartificate Status

PigOne @ vaiid ACTIONS *
Eat
Delete

10. Copy the Service Provider Issuer URL andService Provider Assertion Consumer Service URL values.
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View SAML 2.0 Endpoints

Service Provider Issuer URL

Service Provider Assertion Consumer Service URL

Service Provider Metadata URL

Service Provider Login URL

CLOSE

The DocuSign connection configuration is complete.

@ Note

After testing, you can set the domain to require IP authentication to remove the DocuSign sign-on screen.

Complete the DocuSign setup in PingOne for Enterprise

1. Continue editing the DocuSign entry in PingOne for Enterprise.

@ Note

If the session has timed out, complete the initial steps to the point of clicking Setup.

2. Click Continue to Next Step.
3. Set the ACS URL to the DocuSign Service Provider Assertion Consumer Service URL value.

4. Set the Entity ID to the DocuSign Service Provider Issuer URL value.
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DocuSign

2. Connection Configuration

Upload Metadata o

ACS URL

Entity ID

Select File = Vruse

Assign the attribute values for single sign-on ($S0) to the application.

https //account. docusign.com/organiza
9

https.//account. docusign.com/organiza

@ Note

Do not just update the organization ID.

5. Click Continue to Next Step.

6. Map the required attributes to the corresponding attribute names in your environment.

@ Note

The corresponding attribute names might not be an exact match.

3. Attribute Mapping

Application Attribute

SAML_SUBJECT

2 emailaddress *

3 givenname *

4 sumame *

5 accountid

6 permissionprofileid

Description

Map your username attribute (For
example ‘mail in AD)

Map your email attribute (For
aexample ‘'mail in AD)

Map your first name attribute (For
example ‘givenName’ in AD)

Map your last name attribute (For
example 'sn’ in AD)

Map your account id attribute

Map your permission profile id
attribute

Identity Bridge Attribute or Literal
Value

Map your identity bridge attributes to the attributes required by the application.

SAML_SUBJECT

l_Tkx Literal

Advanced

Email (Work)

UJAs Literal
Advanced

First Name I

JAS Literal

Advanced

Last Name

LAz Literal
Advanced
Narn
[as Literal
Advanced
M Name
|:]As Literal

Advanced

Copyright © 2025 Ping Identity Corporation




DocuSign Configuration Guides

7.0n the SAML_SUBJECT line, click Advanced, and change the name format you're sending to DocuSign to urn:oasis:names
:tc:SAML:2.0:nameid-format:persistent.

8. Click Continue to Next Step twice.

9. Click Add for all user groups that should have access to DocusSign.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will b

Search

10. Click Continue to Next Step.
11. Click Finish.

PingOne for Enterprise configuration is complete.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with DocuSign access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock = PingOne Dock URL.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your DocuSign domain.

DocuSign eSignature Home

0

Action Nacgired
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Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to https://account.docusign.com .
2. Enter your email address.
3. Click Use Company Login.

4. When you're redirected to PingOne for Enterprise, enter your PingOne username and password.

After successful authentication, you're redirected back to DocusSign.

DocuSign eSignature Home

0

Action Naguired
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Dropbox

Configuring SAML SSO with Dropbox and PingFederate

Learn how to configure SAML SSO with Dropbox and PingFederate.

Create a PingFederate SP connection for Dropbox

1. Sign on to the PingFederate administrative console.
2. Create an SP connection in Ping Federate:
1. Set Partner’s Entity ID to Dropbox.
2. Configure using Browser SSO profile SAML 2.0.
3. Enable the following SAML Profiles:
m IDP-Initiated SSO
m SP-Initiated SSO
m IDP-Initiated SLO
m SP-Initiated SLO

4. In Assertion Creation: Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:
1.1:nameid-format:emailAddress.

5. In Assertion Creation: Attribute Contract Fulfilment, map attribute SAML_SUBJECT to the attribute mail.

6. In Protocol Settings, set Assertion Consumer Service URL: to https://www.dropbox.com/saml_login andin
Allowable SAML Bindings, enable Redirect.

3. Export the metadata for the newly-created SP connection.

4. Export the signing certificate public key.
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Dropbox

PingFederats

PingFederaté

< Integration
Jj I SP Connections
‘3 SP Adapters

Yy Target URI
v "
Mapping

SP Default URLs

Policy Contract
Adapter
Mappings

Adapter-to-
Adapter
Mappings

x 4+

& C A Notsecure | ping.localdomain:9399/pingfederate/app®/spConnections

AUTHENTICATION APPLICATIONS

SP Connections

On this screen you can manage connections to your partner SPs

Connection Name ~  Connection ID

Dropbox Dropbox

Create Connection Import Connection

SECURITY SYSTEM

Search Clear Narrow By v

Virtual

D Protocol Enabled Action

(u Select Action v

Configure the PingFederate IdP connection for Dropbox

1. Sign on to the Dropbox Admin Console as an administrator.
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- (] X
33 Home - Dropbox X +

&« - C & dropbox.com/h P e

® Your trial will end in 30 days. To keep using Dropbox Business, add billing info

33

%
Home Q Search @ AN
Home
Suggested from your activity ® Hide
Shared PDF [A Upload files
; Upload fold
File requests Get Started w... G Upload folder
Dropbox.pdf [3 New folder
Deleted files o (3 New shared folder
Recent Hide
Admin

« Get Started with Dropbox Paper.url ase
Admin console Added 19 hours ago - |

oo Get Started with Dropbox.pdf
Added 19 hours ago -

Starred Hide

When you star items, they’ll show up here for easy access. Learn more

ees  Privacy

2. Click Settings.

3. Click the Single sign-on section.
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- X
33 Settings - Dropbox x + 8]
& - C i dropbox.com/team/admin/settings?role=work w e :
-
@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info
R+
o® @ 40
a HH
Admin console Settings
Insights
. Trusted teams
Members P : i
®¢ Join forces with admins on other Dropbox teams to coordinate settings and
Activity security
Content
Groups =, Earlyaccess
Billing L) Test the latest features and give feedback to the Dropbox team
Help
Authentication
[1i T'wo-step venlfication
Protect your team’s account with an additional layer of security when signing in.
Single sign-on
Q Simplify Dropbox sign-in by letting members use their company usernames and
passwords
ees  Privacy

4. For Single sign-on, select Required.
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$¥ Settings - Dropbox x “+

& —> C i dropbox.com/team/admin/settings/sso

@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info

R

Admin console Settings » Single sign-on

Insights Single sign-on

Members Let taam members access Dropbox
* Reguired ~

o using their company username and

Activity
password. Learn more
Content
Groups . ) ) . ) . .
Keep in mind only admins will be able to sign in with a password, and we'll send

Billing members an email explaining how to sign in. Preview email
Settings
Help

Identity provider sign-in URL
Supplied by your identity provider, Vierifies Sign-in URL: https://ping.localdom...

members when they enter their work credentials

Identity provider sign-out URL (optional)

Supplied by your identity provider. Members will Add sign-out URL
be redirected to this page after they log out.

Click Save when you're done making changes. Undo Save

0

Privacy

5. In the Identity provider sign-in URL field, enter the URL Location for SingleSignOnService Location value that you

retrieved from the PingFederate SP metadata that you downloaded.
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- X
3P Settings - Dropbox x a
< C @ dropbox.com/team/admin/settings/sso w e
@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info
- HH
Admin console Settings » Single sign-on SRR e
Identity provider sign-in URL
Insights Supplied by your identity provider, Verifies Sign-in URL: https://ping.localdom...
Members members when they enter their work credentials
Activity
Content Identity provider sign-out URL (optional)
Group:s Supplied by your identity provider. Members will Add sign-out URL
ups
be redirected to this page after they log out
Billing
Settings
X.509 certificate
Help A pem file security certificate supplied by your Certificate: 176 DBSDABE2.crt
dentity provider.
SS0 sign-in URL
This customized link lets members go directly to R
|
their Dropbox account online once the Q_QQV_IM
n to your identity provider
Chick Save when you're done making changes. Undo Save .
wes  Privacy

For example, https://PingFederate-Hostname:PingFederate-Port/idp/SSO.saml2 .

6. Upload the PingFederate signing certificate that you downloaded.

7. Click Save.

Test the PingFederate IdP-initiated SSO integration

Go to the SSO Application Endpoint value displayed in the PingFederate application configuration for the Dropbox configuration.

For example: https://PingFederate-Hostname:PingFederate-Port/idp/startSS0.ping?PartnerSpId=Dropbox
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Pt SignCn x +

&« C A Notsecure | ping.localdomain
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Home - Dropbox

C & dropbox.com

2

Home

All Tiles
Shared

File requests
Deleted files

Admin console

@ Your trial will end in 30 days. To keep using Dropbox Business, add billing info

Home Q Search

Suggested from your activity ©®

PDF

Get Started w...
Dropbox.pdf

Recent

o Get Started with Dropbox Paper.ur
xd 20 bour )

” Get Started with Dropbox.pdf

odd 20 bour

Starred

they’ll show up here for easy access. Learn more

Test the PingFederate SP-initiated SSO integration

1.Goto https://www. dropbox.com/login@ .

2. Enter your email address.

Dropbox will automatically detect that single sign-on is enabled based on the email used.

3. Click Continue.

You're redirected to PingFederate for authentication.
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https://www.dropbox.com/login
https://www.dropbox.com/login
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1
Login - Dropbox

&« C & dropbox.com SIS @ Incognito

Iry Dropbox Business :’: Dropbox Download the app

Sign in or create an account

Remember me

Pt Sign On x -+

— 4 A Not secure | ping.localdomain

act by Pingldentity
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Home - Dropbox

Dropbox

< (¢ & dropbox.com

IQI

Home

All files
Shared

File requests
Deleted files
Admin console

Home

Suggested from your activity ®

PDF

Get Started w...
Dropbox.pdf

Recent

o Get Started with Dropbox Paper.ur

d 20 bour

Get Started with Dropbox.pdf

ad 20 bour )

Starred

When you star items, they’ll show up here for easy ¢

Q Sea

@ Your trial will end in 30 days. To keep using Dropbox Business, add billing info

ct

Hide
Create new file v

[ Upload files

(5 Upload folder

3 New folder

3 New shared folder
Hide
Hide

wes  Privacy

Configuring SAML SSO with Dropbox and PingOne for Enterprise

Learn how to configure SAML SSO with Dropbox and PingOne for Enterprise.

Create a PingOne for Enterprise application for Dropbox

1. Sign on to PingOne for Enterprise and click Applications.

2. 0On the SAML tab, click Add Application.
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@) PingOne - My Appiications x +

€« C @ admin.pingone.com/web-portal/cas/connections#/ w e H

APPLICATIONS

My Applications ~ Application Catalog  PingID SDK Applications  OAuth Settings

My Applications

SAML
—

Applications you've added to your account are ksted here, You can search by application name, descnption or entityld

« Active applications are enabled for single sign-on (SSO)
« Details displays the application details

Application Name Enabled

Use the button below 1o add your first application

Add Appication ~ Pause All SSO @

Search Application Catalog
New SAML Application

Request Ping Identity add a new application to the application catalog

3. Click Search Application Catalog and search for Dropbox .

4. Click the Dropbox row.
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@ firgOn= - Application Catalog X 4

& C @ admin.pingone.com/web-portal/cas/applicationcatalog w e

My Applications  Application Catalog ~ PinglD SDK Applications  OAuth Settings

Application Catalog # 7 Appications / Applicati
Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Flll out our Applicaton Request Form
Dropbox Search

Application Name

’ Dropbox SAML with Provisioning (API) >

5. Click Setup.
6. Select the appropriate signing certificate.

7. Review the steps, and note the PingOne for Enterprise SaaSs ID, IdP ID, Initiate Single Sign-on (SSO) URL, and Issuer
values.
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m PingOne - Application Catalog X +

& C & admin.pingone.com/web-portal/cas/applicationcatalog g e

Application Name “ Type
a Dropbox SAML with Provisioning (API)

1. SSO Instructions

Signing Certificate PingOne Account Origination Certificate (2021) v pow

For reference, please note the following configuration parameters:
SaaS ID

IdP ID

Initiate Single Sign-On https://sso.connect. pingidentity.com/sso/sp/initsso?saasid
(SSO) URLe

Issuer https:/pingone.com/idp
To enable SSO at Dropbox, login as a Dropbox administrator, select "Admin Console" followed by

"Authentication.” Select the checkbox for "Enable single sign-on" and follow the configuration steps below.

Admin Console > Settings > Single sign-on

Label Description

Select Optional to allow users to log in with SAML or their Dropbox Usemame and

1 Select single-sign on option
9 g P Password. To force SSO authentication select Required.

Enter the following URL, noting to amend ${Enter the value after 'idpid=' from Initiate
Single Sign-On (SSO) URL above} with the information from the ‘idpid’ parameter in the -

8. Click Continue to Next Step.

9. Ensure ACS URLis set to https://www.dropbox.com/saml_login and Entity ID is set to Dropbox .
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m PingOne - Appication Catalog X +
&« C & admin.pingone.com/web-portal/cas/applicationcatalog o« e

Application Name

‘ a Dropbox SAML with Provisioning (API)

2. Connection Configuration

Assign the attribute values for single sign-on (SSO) to the application,

e E: e
Upload Metadata e Select File use UR

ACS URIL nitps /ey dropbox comvsaml_login

Entity ID I Dropbox I

larget Resource @

Single Logout Endpoint @ Xamy ymisio.endpoint
Single Logout Response Endpoint @ | example.com/sloresponse endpoin

Primary Verification Certificate @ ‘m No file chosen

Secondary Verification Certificate @ No file chosen

Force Re-authenticatione [

10. Click Continue to Next Step.

11. In the Attribute Mapping section, in the Identity Bridge Attribute or Literal Value column of the SAML_SUBJECT row,
select the attribute SAML_SUBJECT.
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- 8] X
m PingOne - Application Catslog X +
— C # admin.pingone.com/web-porta w e
Application Name ~ Type
a Dropbox SAML with Provisioning (APT)
3. Attnbute Mapping
Map your identity bridge attributes to the attributes required by the application.
Identity Bridge Allribute or Literal
Application Attribute  Description
Value
Map this value to an attribute that
matches the usemame defined at
Dropbox. Select Advanced and
1 SAML_SUBJECT ensure that "NameldFormat lo send lo
& SP s set 10 R
urn:oasis:names:tc:SAMLI1.1:nameld- Advanced
formal.emailAddress. Nole. Dropbox
nNames are case sensitive
Add new attnibute
* Indicales a required allribute.
|
NEXT: PingOne App Customization - Dropbox Cancel Back lm

12. Click Continue to Next Step.

13. Update the Name, Description, and Category fields as required.
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Dropbox

e

m PingCne - Application Catalog x

< &

g

Application Name

Dropbox

4. PingOne App Customization - Dropbox

lcon @

Name @

Description @

Category @

NEXT: Group Access

@ admin.pingone.com/web-portal/cas/applicationcatalog

SAML with Provisioning (API)

Select image

Dropbox

Dropbox IS a free service that Ilets you
bring your photos, docs, and videos
anywhere and share them easlly
Never emall yourself a file again

Information Systems

Cancel

Back Continue to Next Step

14. Click Continue to Next Step.

15. Add suitable user groups for the application.

16. Click Continue to Next Step.
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m PingOne - Application Catslog X +
/applicationcatalog w e

Application Name “ Type

u Dropbox SAML with Provisioning (API)

5. Group Access

& C # admin.pingone.com/web-port

elect all user groups that should have access 10 this application. Users that are members of the added groups will be able to SSO 1o this application and will
this application on their personal dock

Search
Domain Administraters@directory Remove
Users@directory Remove

NEXI: Review Setup _ e _ Ontinue 10 Next Step [N

17. Review the settings.
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- D X
m PingOne - Application Catslog X +
&« C & admin.pingone.com/web-portal/cas/applicationcatalog *g e
Application Name “  lype
a Dropbox SAML with Provisioning (API)
6. Review Setup
Test your connection to the application
lcon @
Name @ Dropbox
Description ® Dropbox is a frae service g you
hot: and vid e ar \are then
A ver email you r
Category ® Information Systen
Connection ID
You may need lo configure these connection paramelers as well
saasid
|
idpid
- SSuer_ | S
) = O X
m PingOne - Application Catalog X +
& C & admin.pingone.com/web-portal/cas/applicationcatalog g e

Single Sign-On (SSO) Relay State @ https://pingone.com/1.0/]
Single Logout Endpoint
| Single Logout Response Endpoint

Force Re-authentication @ false

Signing Certificate Down
SAML Metadata Download

SAML Metadata URL https://admin-api_pingone.com/latest/metadata

Identity Bridge
Application Attribute Description Attribute or |

Literal Value

Map this value to an attribute that matches the username defined at

Dropbox. Select Advanced and ensure that "NameldFormat to send SAML_SUBJE
to SP is set to: umn:oasis:names:tc:SAML:1.1:nameid- CT
format:emailAddress. Note: Dropbox names are case sensitive.

1 SAML_SUBJECT *

* Indicates a required attribute.
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18. Copy the Single Sign-On (SSO) URL value to a temporary location.

This is the IdP-initiated SSO URL that you can use for testing.
19. On the Signing Certificate row, click Download You will use this for the Dropbox configuration.
20. On the SAML Metadata row, click Download. You will use this for the Dropbox configuration.

21. Click Finish.

Configure a PingOne for Enterprise IdP connection for Dropbox

1. Sign on to the Dropbox Admin Console as an administrator.

33 Home - Dropbox X + = (m] X
& Cc & dropbox.com/h he e
@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info
222
Home Q Search @ AN
Home
Suggested from your activity © Hide
Shared PDF [/ Upload files
. Upload fold
File requests Get Started w... (33 Upload folder
Dropbox.pdf [3 New folder
Deleted files (8 New shared folder
Recent Hide
Admin

« Get Started with Dropbox Paper.url .ee
Admin console Added 19 hours ago - |

oor QGet Started with Dropbox.pdf
Added 19 hours ago -

Starred Hide

When you star items, they’ll show up here for easy access. Learn more

ees  Privacy

2. Click Settings.

3. Click the Single sign-on section.
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- X
33 Settings - Dropbox x + 8]
& - C i dropbox.com/team/admin/settings?role=work w e :
-
@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info
R+
o® @ 40
a HH
Admin console Settings
Insights
. Trusted teams
Members P : i
®¢ Join forces with admins on other Dropbox teams to coordinate settings and
Activity security
Content
Groups =, Earlyaccess
Billing L) Test the latest features and give feedback to the Dropbox team
Help
Authentication
[1i T'wo-step venlfication
Protect your team’s account with an additional layer of security when signing in.
Single sign-on
Q Simplify Dropbox sign-in by letting members use their company usernames and
passwords
ees  Privacy

4. For Single sign-on, select Required.
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3P Settings - Dropbox x +

&« - C @ dropbox.com/team/admin/settings/sso w e

@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info

L2

Admin console Settings » Single sign-on

$)
©}
>

Insi
nsights Single sign-on

Let taam members access Dropbox

Members

/Q

* Reguired -
ot using their company username and
. y password. Learn more
Content
Groups . . . = -
P Keep in mind only admins will be able to sign in with a password, and we'll send
Billing members an email explaining how to sign in. Preview email
Settings .
Help

Identity provider sign-in URL
Supplied by your identity provider. Verifies Sign-in URL: https://sso.connect.pi...

members when they enter their work credentials

Identity provider sign-out URL (optional)
Supplied by your identity provider. Members will Add sign-out URL
be redirected to this page after they log out

Click Save when you're done making changes. Undo Save .
wes  Privacy

5. In the Identity provider sign-in URL field, enter the URL Location for SingleSignOnService Location value that you
retrieved from the PingOne for Enterprise SP metadata that you downloaded.

For example, https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=idpid

Copyright © 2025 Ping Identity Corporation




Configuration Guides Dropbox

= X
33 Settings - Dropbox X + o
& C & dropbox.com/team/admin/settings/sso g e
@® Your trial will end in 30 days. To keep using Dropbox Business, add billing info
IOI
. . . ) HH
Adimin console Settings » Single sign-on c 0o &
Insights ) ) o
Identity provider sign-in URL
Members Supplied by your identity provider. Verifies Sign-in URL: https://sso.connect.pi...
Activity members when they enter their work credentials.
Content
Groups Identity provider sign-out URL (optional)
. Supplied by your identity provider. Members will Add sign-out URL
Billing be redirected to this page after they log out.
Settings
Help .
X.5009 certificate
A pem file security certificate supplied by your Certificate: pingone-signing.crt
identity provider.
SS0 sign-in URL
This customized link lets members go directly to
! : ) Copy link
their Dropbox account online once they've signed
in to your identity provider.
Click Save when you're done making changes. Undo .
ees  Privacy

6. Upload the PingOne for Enterprise signing certificate that you downloaded.

7. Click Save.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to the Single Sign-On (SSO) URL in the PingOne for Enterprise Application configuration to perform IdP-initiated SSO.

https://sso.connect.pingidentity.com/sso/sp/initsso?saasid=saasid&idpid=idpid
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8]
P1 https//login.pingone.com/idp/c X +

& C & loginpingone.com ST @ Incognito

Sign On

Home - Dropbox

C # dropbox.co SR @ Incognite

@ Your trial will end in 30 days. To keep using Dropbox Business, add billing info

L2

Home Q, Search @ i &
Home
Suggested from your activity ® Hide
All files
Shared PDF [@ Upload files
File requests Get Started w... G2 Upload folder

Dropbox.pdf 3 New folder
Deseted fhos New shared folder

Recent Hida

o Get Started with Dropbox Paper.ur

wee
Admin console Added 20 hours ag
we  Get Started with Dropbox.pdf vee
Added 20 bours ag
Starred Hide

When you star items, they’ll show up here fo y access, Learn more

ees  Privacy
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Test the PingOne for Enterprise SP-initiated SSO integration configuration

1.Go to https: //www.dropbox.com/loginm .
2. Enter your email address.

Dropbox automatically detects that single sign-on is enabled based on the email used.
3. Click Continue.

You're redirected to PingOne for Enterprise for authentication.

Login - Dropbox

& C & dropbox.com SIS @ Incognite

Iry Dropbox Business :’: Dropbox Download the app

Sign in or create an account

G Sign In with Google

||

Sign in with Apple

or

Remember me
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8]
P1 https//login.pingone.com/idp/c X +

& C & loginpingone.com ST @ Incognito

Sign On

Home - Dropbox

C # dropbox.co SR @ Incognite

@ Your trial will end in 30 days. To keep using Dropbox Business, add billing info

L2

Home Q, Search @ i &
Home
Suggested from your activity ® Hide
All files
Shared PDF [@ Upload files
File requests Get Started w... G2 Upload folder

Dropbox.pdf 3 New folder
Deseted fhos New shared folder

Recent Hida

o Get Started with Dropbox Paper.ur

wee
Admin console Added 20 hours ag
we  Get Started with Dropbox.pdf vee
Added 20 bours ag
Starred Hide

When you star items, they’ll show up here fo y access, Learn more

ees  Privacy
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Egnyte

Configuring SAML SSO with Egnyte and PingFederate

Learn how to enable Egnyte sign-on from a PingFederate URL (IdP-initiated sign-on) and direct Egnyte sign-on using PingFederate
(SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate Egnyte with at least one user to test access.

* You must have administrative access to PingFederate and Egnyte.

Create an SP connection for Egnyte

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for Egnyte in PingFederate.
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://saml-auth.egnyte.com.
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

4. In Assertion Creation = Authentication Source Mapping - Attribute Contract Fulfillment, map the
SAML_SUBJECT to the attribute containing the user’s email address.

5. In Protocol Settings = Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://

your-Egnyte-domain.egnyte.com/samlconsumer/PingFederate.
6. In Protocol Settings — Allowable SAML Bindings, enable POST.
7.1n Credentials - Digital Signature Settings, select the PingFederate Signing Certificate.
3. Save the configuration.
4. Export the signing certificate.

5. Export and then open the metadata file and copy the value of the entityID and the Location entry ( https://your-value/
idp/SS0.saml2 ).

Copyright © 2025 Ping Identity Corporation




Egnyte Configuration Guides

Add the PingFederate connection to Egnyte

1. Sign on to your Egnyte Admin organization as an administrator.

2. Click the menu icon and then click Settings.

My Tasks  Apps & Integrations =

T Egnyte Protect

3. Click the Security and Authentication tab.

Configuration Settings

Genenal

User Types & Roles
Aoplcators
Branding

Metadata

4. In the Single sign-on authentication list, select SAML 2.0.
5.In the Identity provider list, select Ping Identity.

6. Set the following values:

Field Value

Identity provider login URL The Location value from the metadata that you exported.

Identity provider entity ID The entityID value from the metadata that you exported.

Identity provider certificate In a text editor, open the signing certificate that you downloaded in a text

editor. Copy and paste the contents.

Default user mapping Email address

7. Click Save.
8. Go to Settings = Users and Groups.

9. Select the appropriate users and set their AuthType to SSO.
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Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO Application Endpoint for the Egnyte SP connection.

2. Complete the PingFederate authentication.

You're redirected to your Egnyte domain.

Test the PingFederate SP-Initiated SSO integration
1. Go to https://your-Egnyte-domain.Egnyte.com.
2. Select the PingFederate sign-on option.
3. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to Egnyte.

Configuring SAML SSO with Egnyte and PingOne for Enterprise

Learn how to enable Egnyte sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct Egnyte sign-on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.
+ Populate Egnyte with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and Egnyte.

Update the supplied Egnyte application in PingOne for Enterprise

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.
2. Search for Egnyte.

Application Catalog A | Appications

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Request Fo

egnyte Search

Application Name * Type
1
){\ Egnyte SAML with Provisioning (API) m

3. Expand the Egnyte entry and click the Setup icon.

4. Copy the Issuer and IdP ID values.
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5. Download the signing certificate.

1. SSO Instructions

Signing Certificate = PingOne Account Origination Certificate (2021)

For reference, please note the following configuration parameters:

SaaSiD W ERNIINII I B

S LT AT

sseer (/MBI N DN 10 A1 B

6. Click Continue to Next Step.

7.Set ACS URL to https://Your-Egnyte-domain.egnyte.com/samlconsumer/PingIdentity .

8. Click Continue to Next Step twice.

9. In the Attribute Mapping section, map SAML_SUBJECT to the attribute containing the user’'s email address.
10. Click Continue to Next Step twice.
11. Click Add for all user groups that should have access to Egnyte.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add

12. Click Continue to Next Step.

13. Click Finish.

Add the PingOne for Enterprise IdP connection to Egnyte

1. Sign on to your Egnyte Admin organization as an administrator.
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2. Click the menu icon and then click Settings.

O Settings &
uros)

3. Click the Security and Authentication tab.

Configuration Settings

Gereal

User Types & Roles
Aoplxcators
Branding

Metadata

4. In the Single sign-on authentication list, select SAML 2.0.
5.In the Identity provider list, select Ping Identity.

6. Set the following values:

Field Value

Identity provider login URL https://sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid=IdP-
ID-value

Identity provider entity ID The Issuer value from above.

Identity provider certificate In a text editor, open the signing certificate that you downloaded. Copy and

paste the contents.

Default user mapping Email address

7. Click Save.
8. Go to Settings = Users and Groups.

9. Select the appropriate users and set their AuthType to SSO.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to our Ping desktop as a user with Egnyte access.
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@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock = Dock URL.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your Egnyte domain.

Sign Cn

Test the PingOne for Enterprise SP-initiated SSO integration
1.Go to https://Your-Egnyte-domain.Egnyte.com.
2. Select the PingOne for Enterprise sign-on option.

3. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.
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Sign On

You're redirected back to Egnyte.
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Evernote

Configuring SAML SSO with Evernote and PingFederate

Learn how to enable Evernote sign on from a PingFederate URL (IdP-initiated sign-on) and direct Evernote sign on using
PingFederate (SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
 Populate Evernote with at least one user to test access.

* You must have administrative access to PingFederate and Evernote.

Create a PingFederate SP connection for Evernote

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for Evernote in PingFederate:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://www.evernote.com/saml2 .
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO
4. In Assertion Creation = Authentication Source Mapping - Attribute Contract Fulfillment, map SAML_SUBJECT.

5. In Protocol Settings = Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
www.evernote.com/SamlConsumer.action.

6. In Protocol Settings = Allowable SAML Bindings, enable POST.

7.In Credentials - Digital Signature Settings, select the PingFederate Signing Certificate.
3. Save the configuration.
4. Export the signing certificate.

5. Export the metadata, open the metadata file in a text editor, and copy the value of the Location entry (https://your-
value/idp/SS0.saml2 ).
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Add the PingFederate connection to Evernote

1. Sign on to your Evernote Admin organization as an administrator and go to the Evernote Business Admin Console.
2. Go to Security - Single Sign-On.

3. Set SAML HTTP Request URL to the Location value from the metadata file that you downloaded previously (https://
your-value/idp/SS0.saml2 ).

4. In a text editor, open your PingFederate signing certificate file, copy the contents, and paste your signing certificate
contents into the X.509 Certificate field.

5. Click Save & Enable.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the Evernote SP connection.
2. Complete the PingFederate authentication.

You're redirected to your Evernote domain.

Test the PingFederate SP-initiated SSO integration

1. Go to your Evernote URL.
2. Select the PingFederate sign-on option.
3. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to Evernote.

Configuring SAML SSO with Evernote and PingOne for Enterprise

Learn how to enable Evernote sign on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct Evernote sign on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate Evernote with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and Evernote.

Update the Evernote application in PingOne for Enterprise

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.

2. Search for Evernote.
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Application Catalog & / Appications | Application Catalog

Evernote Search

Application Name * Type
Evernote SAML with Provisioning (API) m

3. Expand the Evernote entry and click the Setup icon.

4. Copy the IdP ID value.
You will need this wherever you see IdP-ID-value in the next procedure.
5. Download the signing certificate.

1. SSO Instructions

Signing Certificate PingOne Account Origination Certificate (2021) w

For reference, please note the following configuration parameters:

SaaSlD W ERNIIRII AN N

Sl T TN LA L

6. Click Continue to Next Step twice.

7. In the Attribute Mapping section, map SAML_SUBJECT to the attribute containing the user’s email address.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Atiribute or Literal
Value

Application Atfribute  Description

must contain the user's email
address, which must match the
Evernote user's business email
address. Assertions must contain a As Litera
NamelD with a Format of
urn:oasis:names:tc:SAML-1.1:nameid-
formatemailAddress

Email (Work)
SAML_SUBJECT

*
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8. Click Advanced.

9. In the Name ID format to send to SP field, enter urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

Advanced Attribute Options

Advanced Attribute Options for SAML_SUBJECT

Advanced Attribute Options

NameldFormat @

Name ID Format to send to SP: urn:oasis:names:tc: SAML: 1.1:nameid-format-emailAddress

10. Click Save, then click Continue to Next Step twice.
11. Click Add for all user groups that should have access to Evernote.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add

12. Click Continue to Next Step.

13. Click Finish.

Add the PingOne for Enterprise IdP connection to Evernote

1. Sign on to your Evernote Admin organization as an administrator and go to the Evernote Business Admin Console.

2. Go to Security = Single Sign-On.

3. Set SAML HTTP Request URL to https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=IdP-ID-value.
4. In a text editor, open your PingOne for Enterprise signing certificate.

5. Copy and paste your signing certificate contents into the X.509 Certificate field.

6. Click Save & Enable.
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Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with Evernote access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock = Dock URL.

2. Complete the PingOne for Enterprise authentication.

Sign On

You're redirected to your Evernote domain.

Test the PingOne for Enterprise SP-initiated SSO integration
1. Go to your Evernote URL.

2. Select the PingOne for Enterprise sign on option.

3. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.
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Sign On

You're redirected back to Evernote.
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Freshworks

Configuring SAML SSO with Freshworks and PingOne

Learn how to configure SAML single sign-on (SSO) with Freshworks and PingOne.
Before you begin

You must have a Business level or higher plan in Freshworks. Learn more at https://support.freshworks.com/support/solutions/
articles/2379230.

Configure SSO in Freshworks

1. Sign on to your Freshworks Admin account homepage and go to the Security tab.

Neo Admin Center

Upload Organization logo

Security
R Organization URL
pingidentity-team.myfreshworks.com

ORGANIZATION-ADMIN Edit Profile
Edit Organization Information

& My Accounts
All the accounts in this organization that you have access to. Click to open.

Ping Identity
newaccount162991...freshdesk.com

Explore Freshworks Products
Our products help your teams deliver the best customer experiences

@ 0] [+ o o [ o o o o e

Freshdesk F F Freshmarketer Freshdesk Freshdesk Freshservice F F ing

Omnichannel  Support Desk Suite Contact Messaging
Center

2. On the Security Settings page, in the Default Login Methods section, click the right arrow.
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Security Settings @wep

Define how your agents, admins, and employees are authenticated into their accounts. Also, configure other security settings here.

Signing in to Freshworks
Configure the different methods through which your users can sign in to their Freshworks account.

Default Login Methods

Configure default login methods to be applied to all accounts in the & B i
eroailzation. @ Freshworks Login © Google Login ® sS0 Login

£} Custom Policies
Configure custom policies for one or more of your accounts. For these None >
accounts, default login methods will not apply.

3. On the corresponding Login Methods page, click the SSO Login toggle.

Default Login Method @vep

Configure default login methods to be applied to all accounts in the organization. At least one login method needs to be enabled.

Accounts and Portals
All the accounts in the organization, except for which custom policy is created, will have default login methods enabled. Show Accounts

Login Methods

& Freshworks Login (D

Users can use their email ID and password to create and log into their Freshworks account.

Password Policy 2FA Policy 2 Edit
Low Not mandated

G Google Login @

Users can login into their Freshworks account via their Google credentials.

@ SSO Login G)

Configure SAML/ OAuth/OIDC/JWT SSO with the identity provider of your choice.

The Configure SSO panel opens.

4. On the Configure SSO panel, in the IdP of your choice section, click SAML.
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Configure SSO

OneLogin using SAML
Use OneLogin and enable SAML SSO for your users

Okta using SAML
Use Okta and enable SAML SSO for your users

Azure AD using SAML
Use Azure AD and enable SAML SSO for your users

ADFS using SAML
Use ADFS and enable SAML SSO for your users

Shibboleth using SAML
Use Shibboleth and enable SAML SSO for your users

1dP of your choice

Choose the IdP of your choice and any of the following login protocols to
proceed to configure the SSO settings.

SAML OAuth 2.0 oibc JWT

5. On the Set up SSO with SAML page, in the Map information in IdP section, make a note of the Assertion Consumer
Services (ACS) URL and Service Provider (SP) Entity ID values. You will need them later.

Click Download Metadata.
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Configure SSO in PingOne

Freshworks

Set up SSO with SAML

How to configure SAML with IdP of your choice?

7 Map information in IdP

Copy the following information and paste them in the relevant fields on
your Identity Provider’s portal

Assertion Consumer Service(ACS) URL

https://pingidentity-team.myfreshworks.com/sp/SAMI [0

Service Provider(SP) Entity ID

https://pingidentity-team.myfreshworks.com/sp/SAMI [

1. In PingOne, go to Connections - Applications.

2. Click the + icon next to Applications.

WPingidentity.

Er e
Administrators
Production

< Connections

PingFederate

Pingintelligence
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ApplicationsE

—
Q, Search & Filter )

20 Applications by Application Name

Aha! Ahalabs

Client ID: cb744329-c85d-4be5-8e06-13a8e041f4ea

\) AppDynamics

Client ID: a0122829-a8bb-4eb8-9ba3-c263be590a4b

B Datadog

Client ID: 9dc8195d-99e8-4a82-a801-b3060bdcace2
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@ Important

You will use the settings displayed in Step 5 of the previous procedure to begin configuring Freshworks within
PingOne.

3. On the New Application page, click Advanced Configuration.

4. In the Choose Connection Type list, on the SAML line, click Configure.

New Application

Adding a new application to your environment aliows your customers controlled access 1o it. There different 10 choose from that the majority of
SELECT AN APPLICATION TYPE
S /; EJ
Web applications that are accessed within a Applications that are stored and run from a A front-end application that uses an API. Management AP integrations that can Apps configured by advanced users from
browser. device or desktop. perform actions using Roles. the ground up.
+ 10S and Android apps * Non-interactive service integrations + Your choice
+ .NET web apps - Desktop apps + Angular - Client Cradentials w/Role Assignment + No barriers
« Java apps « Push Authentication - Node.js - Interactive admin consoles & portas + Complete flexibility
WEB APP NATIVE APP SINGLE PAGE APP WORKER ADVANCED CONFIGURATION

CHOOSE CONNECTION TYPE

SAML
Apps that utilize an Identity Provider (IDF) to authenticate users and provides Sarvice Providers an Authentication Assertion.

oIbC
Configure
Empioys Universal Login and redirect users 1o the login page.

5. In Create App Profile, enter the values for:
o Application Name (Required)
o Description (Optional)

° lcon (Optional)
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Create App Profile

Personalize your application by creating a unique profile. The description

APPLICATION NAME

Freshworks

DESCRIPTION

Freshworks SSO Integration

ICON

freshworks

Remove Image

6. On the Configure SAML Connection page, in the Provide App Metadata section, click Import Metadata.

Upload the metadata downloaded previously and click Import.

Configure SAML Connection

SAML is an authentication protocol that acts as a service provider (SP) to PingOne (the identity provider, or I1dP).

PROVIDE APP METADATA

Import Metadata Import From URL Manually Enter

Choose File

After import, all necessary fields are populated automatically, except for the Assertion Validity Duration.
7. In the Assertion Validity Duration field, enter a valid duration value (in seconds), such as 3600.
8. In the Signing Key section, select Download Signing Certificate and download in the X509 PEM (.crt) format.

Make sure that Sign Assertion & Response is selected, then click Save and Continue.
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SIGNING KEY

PingOne SSO Certificate for Administrators environme... v

Download Signing Certificate

sign Response E Sign Assertion & Response

Select format...

B X509 PEM (.crt)

RS
" PKCS#7 DER (.p7b)

9. On the Attribute Mapping page, enter the values for the following attributes:
o Email Address = saml_subject

o givenName

° LastName
° mobile
° phone
APPLICATION ATTRIBUTE OUTGOING VALUE
saml_subject = Email Address v v Required
Advanced Expression
i o\
GivenName € | Given Name v Required (@)
Advanced Expression
7o
Lastname € | Family Name o Required { @/J
Advanced Expression
."’—A\.
mobile = Mobile Phone v Required (@)
Advanced Expression
. o\
phone [ ond Primary Phone v Required l\@‘lj
Advanced Expression
+ ADD ATTRIBUTE
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10. Click Save and Close to finalize the creation of the application.

11. After you create the application, click the toggle next to the application to enable it.

Freshworks
w!..; Client ID: (:)

X

Profile  Configuration  Attribute Mappings  Policies  Access

APP TYPE Advanced Configuration (SAML)
DESCRIPTION: Freshworks SSO Integration
CLIENT ID:

HOME PAGE URL:  No Home Page Configured

SIGNON URL Default Signon Page

12. Select Configuration and copy the following values for later use.
° Issuer ID
° Single Logout Service (Optional)

° Single SignOn Service

Freshworks ()
festworks ~ Client 1D:

Profile J| Configuration | Attribute Mappings Policies  Access

~ CONNECTION DETAILS

DOWNLOAD METADATA

Download )
ISSUER ID https://auth.pingone.com/f I
SINGLE LOGOUT SERVICE https://auth.pingone.com/{
SINGLE SIGNON SERVICE httes://auth.Bingone.comli
IDP METADATA URL https://auth.pingone.com/!

INITIATE SINGLE SIGN-ON URL: https://auth.pingone.com/

v SAML SETTINGS

Integrate SAML SSO with Freshworks and PingOne
1. In Freshworks, go to Set up SSO with SAML and paste the information from the previous step into the below locations:
o Entity ID provided by the IdP = the Issuer ID value from PingOne
o SAML SSO URL = the Single SignOn Service value from PingOne

o Logout URL = the Single Logout Service value from PingOne (Optional)
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¥ Map information from IdP

Get the following information from your Identity Provider and map them
to the relevant fields below

Entity ID provided by the IdP*

https://auth.pingone.com/fd65de53-884 1-4006-b907-8f4f87bE

SAML SSO URL*

https://auth.pingone.com/fd65de53-884 1-4006-b907-8f4f87bE
Signing Options*

Only Signed Response v

Logout URL

https://auth.pingone.com/fd65de53-8841-4006-b907-814f87b€

2. Upload the X509 certificate that you downloaded previously. Open the downloaded file with a text editor and copy and
paste the certificate into the Security certificate field, then select Configure SSO.

@ Note

You must include the BEGIN CERTIFICATE and END CERTIFICATE text as part of the certificate upload.

Security certificate*

Cancel Configure SSO

3. Sign out of your Freshworks account, then click the Sign in with SSO to sign on.
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You're proxied into your account, finalizing the configuration.

& freshworks
Email
Password
Keep me logged in Forgot Password?
OR
G Sign in with Google
Sign in with SSO
English v Terms Privacy

Create and assign identities in PingOne

Before you can test the integration, create and assign identities in PingOne. If you've already assigned identities and groups in
PingOne, move on to Test the integration.

1.In PingOne, go to ldentities = Groups and click the + icon next to Groups.

Copyright © 2025 Ping Identity Corporation




Freshworks

lPingldentity.

Administrators
Production

< Identities

Groups
Populations

Attributes

Groupslo

Configuration Guides

Administrators can manage their groups including creating groups, updating group membership manually or dynamically and more. Learn More

Q Search Gro

Name

% Apps

“@ Administrators Population

88» Admin

2.0n the Create New Group page, enter values for the following:

o Group Name (Required)

o Description (Optional)

° Population (Optional)

3. Click Finish & Save.

Groups @

38 Create New Group

Administrators can manage their groups including creating groups, updating group membership manually or dynamically and more. Learr

Q ¢

Name

Apps
Adi

%
“@ Administrators Population

282 Admin

4. To add identities to the group, on the Identities tab, go to Users - + Add User.

Groups provide application access for users.

Enter Profile Data

Group Name

Description

Population

| Administrators Population
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WPingldentity. @ - ® Explore - 2 Ryan Schafer -
Administrators
o Users

Example SCIM Queries

4 users by Family Name -

Al

Test, Adam

4ll

A A A A

Test, Joe

5. On the Add User page, enter all the necessary information for a user.

@ Important

Verify that the first name, last name, and email address are correct, as these are values passed in the SAML
assertion.

6. Click Save.
7. Assign the user that you created to the group that you created previously.
Locate the user you created and do the following:
1. Expand the section for the user.
2. Select the Groups tab.

3. Click + Add.

Test, Adam (" Reset Password « T

adamtest

Profile Roles ‘ Authentication I Groups I Consent ‘ API ‘ Sync Status. Credentials
Group Memberships 1 + add Vs

Apps

8. In the Available Groups section, select the group that you created and click the + icon to add it to the user’s group
memberships. Click Save.

< Back to Users

Adam Test

Profile Roles Authentication Groups

i) Groups define a collection of users using membership or by dynamic filtering criteria. Groups can be used to assign application access to users

Q. Search Available Groups

AVAILABLE GROUPS GROUP MEMBERSHIPS

i Admin ° i) e S
B Administrators Population =
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9. On the Connections tab for the Freshworks application do the following:
1. Click the Access tab.

2. Click the Pencil icon to edit the configuration.

< Freshworks
bemcia Client ID: d8f4a0bb-5932-420a-9ce0-c400e06706e0

Profile J Configuration Atribute Mappings | Policies lA:cess J

GROUP MEMBERSHIP POLICY

No Restrictions

bl

[
iy sign-ons: -
@ s | e ¥

10. Select the group that you created and add it to the Applied Groups section. Click Save.

< To Application List

@ Freshworks

twimats - Client ID: ¢
Profile Configuratior Attribute Mappings Policies Access

Admin Only Access

Must have admin role
Group Membership Policy

Groups can be added to control user access to the application. All users have access when no groups are listed.
The following selections determine groups that have access to the application.

Q. Search Groups

ALL GROUPS APPLIED GROUPS (0]

i Admin

; Aops @
# Administrators Population &9

Add access control for groups by dragging them here

Test the integration
You're now ready to test the integration.
1. In the PingOne admin console, go to Dashboard - Environment Properties.

2. Right-click on the Application Portal URL and open it in a private browser session.
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WPingldentity.

vironme
Administrators
Production

< Environment

Properties

En

vironment

ORGANIZATION NAME

NAME

Administrators

This is the administrator environment
created when the organization was
provisioned. 4

LICENSE

ADMIN v

ENVIRONMENT ID
ta65de53-8841-4006-b907- | N
ORGANIZATION ID
2a02a4bf-54da-424¢-830c- | NG
TYPE

Production

CREATED

E Open Link in New Tab
2021-07-27721:10:14.313Z

Open Link in New Window

Open Link in Incognito Window

CONSOLE LOGINURL @
Save Link As...
Copy Link Address

https://console.pingone.com/?env=fd65de53-8841-4

SELF-SERVICE URL @
https://apps.pingone.com/fd65de53-8841-4006-b90{il& 9

APPLICATION PORTAL URL @
https://apps.pingone.com/fd65de53-8841-4006-b90

Prin

Inspect

3. Sign on as the test user that you created and click the Freshworks tile.

You're signed on to the user’s Freshworks account using SSO and testing is complete.

ALL APPLICATIONS

Aha! !
DATADOG

Aha Labs Datadog
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GitHub

Configuring SAML SSO with GitHub Cloud and PingFederate

Learn how to enable GitHub sign-on from a PingFederate URL (IdP-initiated sign-on) and direct GitHub sign on using PingFederate
(SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate GitHub with at least one user to test access.

* You must have administrative access to PingFederate and GitHub.

Create a PingFederate SP connection for GitHub

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for GitHub in Ping Federate Ul:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://github.com/orgs/your-tenant .
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map SAML_SUBJECT to an
attribute containing the user’s email address.

5. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
github.com/orgs/your-tenant/saml/consume .

6. In Protocol Settings: Allowable SAML Bindings, enable POST.

7.1n Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.
3. Save the configuration.
4. Export the signing certificate.
5. Export and then open the metadata file.

Copy the value of the entitylD and the Location entry ( https://your-value/idp/SS0.saml2).
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Add the PingFederate IdP connection to GitHub

1. Sign on to GitHub as an administrator.
2. Select your GitHub organization.
3. Click Organization settings, then click Security.

4. Under SAML single sign-on, select Enable SAML authentication.

@ Note

The assertion consumer service URL displayed on this screen should match the value that you entered into the
PingFederate Endpoint URL field.

Enable SAML authentication
Enable SAML authentication for your organization through an identity provider like Azure, Okta, Onelogin, Ping
Identity or your custom SAML 2.0 provider.

o Save your recovery codes in a safe place. If your IdP is unavailable you can use a recovery code to skip
single sign-on and access the SAML SSO Org organization.

@ The SAML SSO Org organization single sign-on URL is https://github.com/orgs/SEmEuiniig/sso.

Thersertion consumer service URL is https://github.com/orgs/¢ __/saml/consumel Configure
your 1dentity provider to send authenticated users to this URL.

Sign on URL

https://yourapp.example.com/apps/appld

Members will be forwarded here when signing in to your organization

Issuer

https://example.com

Typically a unique URL generated by your SAML Identity Provider

Public certificate

Paste your x509 certificate here

5. Set the following values.

Field Value
Sign on URL The PingFederate Location value ( https://your-value/idp/SS0.saml2)
Issuer The PingFederate entityID value.
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Field Value
Public certificate Paste in the contents of the PingFederate signing certificate.
6. Click Save.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the GitHub SP connection.
2. Complete the PingFederate authentication.

You're redirected to your GitHub domain.

Test the PingFederate SP-initiated SSO integration
1.Go to https://github.com/orgs/your-tenant/sso

2. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to GitHub.

Configuring SAML SSO with GitHub Cloud and PingOne for Enterprise

Learn how to enable GitHub sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct GitHub sign-on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
+ Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate GitHub with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and GitHub.

Set up the supplied GitHub application in PingOne for Enterprise

1. Sign on to PingOne for Enterprise for and go to Applications - Application Catalog.

2. Search for GitHub .

3. Expand the GitHub entry and click the Setup icon.

Copyright © 2025 Ping Identity Corporation




Configuration Guides GitHub

Applicatlon Cata|Og I Applications Application Catalog
Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Reguest Form.
github Search

Application Name ~  Type
O GitHub.com SAML with Provisioning (API) E

4. Copy the Issuer and IdP ID values.
5. Download the signing certificate.

1. SSO Instructions

Signing Certificate = PingOne Account Origination Certificate (2021)

For reference, please note the following configuration parameters:

SaaSD WEERIINIT NN B

S T T PP

sser (M N DN 1] NI B

6. Click Continue to Next Step.
7.Set ACS URL to https://github.com/orgs/your-tenant/saml/consume .
Set Entity ID to https://github.com/orgs/your-tenant.
8. Click Continue to Next Step.
9. Ensure that SAML_SUBJECT is mapped to the field containing a user’'s email address.
10. Click Continue to Next Step twice.

11. Click Add for all user groups that should have access to GitHub.
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5. Group Access
Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will

see this application on their personal dock.

etc Search

Users@directory Remove

Domain Administrators@directory Add

12. Click Continue to Next Step.

13. Click Finish.

Add the PingOne for Enterprise IdP connection to GitHub
1. Sign on to GitHub as an administrator.
2. Select your GitHub organization.
3. Click Organization settings, then click Security.

4. Under SAML single sign-on, select Enable SAML authentication.
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@ Note

The assertion consumer service URL displayed on this screen should match the value that you entered into the
PingOne for Enterprise ACS URL field.

Enable SAML authentication

Enable SAML authentication for your organization through an identity provider like Azure, Okta, Onelogin, Ping
Identity or your custom SAML 2.0 provider.

o Save your recovery codes in a safe place. If your IdP is unavailable you can use a recovery code to skip
single sign-on and access the SAML SSO Org organization.

@ The SAML SSO Org organization single sign-on URL is https://github.com/orgs/fiiimiiinii]/sso.
@ TheEssertion consumer service URL is https://github.com/orgs/< Jsaml/consume] Configure
your 1dentity provider to send authenticated users to this URL.
Sign on URL

https://y

ourapp.exampie.com/app

Members will be forwarded here when signing in to your organization

Issuer

hii‘llb‘ﬂ /jeXample.com

Typically a unique URL generated by your SAML Identity Provider

Public certificate

5. Set the following values.

Field

Sign on URL

Issuer

Public certificate

6. Click Save.

Value

https://sso.connect.pingidentity.com/sso/idp/SSO.sam12?idpid=[ﬂPinQOne-IdP-
ID-value

PingOne for Enterprise Issuer value

Paste in the contents of the PingOne for Enterprise signing certificate.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with GitHub access.
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@ Note

To find the Ping desktop URL in the Admin console, go to Setup = PingOne Dock.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your GitHub domain.

Sign Cn

Test the PingOne for Enterprise SP-initiated SSO integration

1.Go to https://github.com/orgs/your-tenant/sso.

2. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.

Sign On
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You're redirected back to GitHub.

Configuring SAML SSO with GitHub Enterprise Server and PingFederate

Learn how to enable GitHub sign-on from a PingFederate URL (IdP-initiated sign-on) and direct GitHub sign-on using PingFederate
(SP-initiated sign-on).

Before you begin
+ Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
* Populate GitHub with at least one user to test access.

* You must have administrative access to PingFederate and GitHub.

Download the GitHub metadata

1. Go to where your GitHub server publishes its metadata ( https://GitHub-hostname/saml/metadata ).

2. Save the metadata as an XML file.

Create a PingFederate SP connection for GitHub

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for GitHub in PingFederate using the GitHub metadata file:
1. Configure using Browser SSO profile SAML 2.0.
2. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

3. In Assertion Creation: Attribute Contract, if you want to have these values populated in GitHub, extend the
contract to add attributes called username and full_name.

4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map SAML_SUBJECT to an
attribute containing the user’s email address.

If added, map username and full_name to appropriate attributes.
5. In Protocol Settings: Allowable SAML Bindings, enable POST.
6. In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.
3. Save the configuration.
4. Export the signing certificate.
5. Export and then open the metadata file.

Copy the value of the entitylD and the Location entry ( https://your-value/idp/SS0.saml2).
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Add the PingFederate IdP Connection to GitHub

1. Sign on to GitHub Enterprise Server as an administrator.
2. Click the Rocket icon.

3. Click Management Console.

License info & search

Management console

4, Click Authentication.

Password
SSH access
Hostname
Time

Authentication

Privacy

5. Click SAML and select the idP initiated SSO (disables AuthnRequest) check box.

@ Built in authentication @ LDAP o SAML @ CAS

@ idP initiated SSO (disables AuthnRequest)

@ Disable administrator demotion/promotion. (ignore the administrator attribute)

6. In the Single sign-on URL field, enter the PingFederate Location value (https://your-value/idp/SSO.saml2 ).

Copyright © 2025 Ping Identity Corporation




Configuration Guides GitHub

Single sign-on URL (Required full URL for signing into your system)

7.In the Issuer field, enter the PingFederate entityID value.

8. Click Choose File for the Verification Certificate and upload the PingFederate signing certificate that you downloaded

9. Click Save Settings.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the GitHub SP connection.
2. Complete the PingFederate authentication.

You're redirected to your GitHub domain.

Test the PingFederate SP-initiated SSO integration
1. Go to your GitHub server.
2. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to GitHub.

Configuring SAML SSO with GitHub Enterprise Server and PingOne for Enterprise

Learn how to enable GitHub sign on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct GitHub sign on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
+ Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate GitHub with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and GitHub.

Download the GitHub metadata

1. Go to where your GitHub server publishes its metadata ( https://GitHub-hostname/saml/metadata ).

2. Save the metadata as an XML file.
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Set up the GitHub application in PingOne for Enterprise

1. Sign on to PingOne for Enterprise for Enterprise and go to Applications = Application Catalog.

2. 0n the SAML tab, click Add Application.

APPLICATIONS USERS SETUP ACCOUNT

My Applications  Application Catalog  PIngID SDK Applications  OAuth Settings

My Applications
SAML OIDC

_—

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (SS0).
« Detsils displays the application details

Application Name Type Status Enabled

Add Application ~ Pause All SSO @
Search Application Catalog

Request Ping Identity add a new application to the application cataleg

3. Enter GitHub as the application name.
4. Enter a suitable description.

5. Select Collaboration as the category.
6. Click Continue to Next Step.

7.In the Upload Metadata row, click Select File and upload the metadata file that you saved from GitHub.
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2. Application Configuration

| have the SAML configuration | have the SSO URL

You will need to download this SAML metadata to configure the application:

Signing Certificate @ | PingOne Account Origination Certificate (2021) v
SAML Metadata Download

Provide SAML details about the application you are connecting to:

Protocol Version @ SAMLv20 (O SAMLv 11

Upload Metadata @ Select File |JOr use URL

Assertion Consumer Service (ACS)
©

Entity ID @

The following values should now be populated:
°© ACS URL: https://github.com/orgs/your-tenant/saml/consume
o Entity ID: https://github.com/orgs/your-tenant
8. Click Continue to Next Step.
9. Click Add new attribute and map SAML_SUBJECT to the attribute containing the user’s email address.

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Atiribute Identity Bridge Attribute or Literal Value Required

I Add new attribute
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3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value Required
Email (Work)
1 SAML_SUBJECT o O 5

Advanced

10. Optional: Add the username and full_name attributes, then map these to appropriate attributes.
This populates these values in GitHub when a new user signs on.

11. Click Continue to Next Step.

12. Click Add for all user groups that should have access to GitHub.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add

13. Click Continue to Next Step.

14. Copy the Issuer and idpid values.

Issuer

dpid = s - — -l =

Protocol Version SAMLvV 2.0

15. Download the signing certificate.

Signing Certificate @
SAML Metadata Download

16. Click Finish.
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Add the PingOne for Enterprise IdP Connection to GitHub
1. Sign on to GitHub Enterprise Server as an administrator.
2. Click the Rocket icon.

3. Click Management Console.

License info & search

Management console

4. Click Authentication.

Time

Authentication

Privacy

5. Click SAML and select the idP initiated SSO (disables AuthnRequest) check box.
@ Built in authentication @ LDAP ¢ SAML @ CAS
@ idP initiated SSO (disables AuthnRequest)

@ Disable administrator demotion/promotion. (ignore the administrator attribute)

6. In the Single sign-on URL field, enter https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=idpid-value-
from-PingOne .
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Single sign-on URL (Required full URL for signing into your system)

7.1n the Issuer field, enter the PingOne for Enterprise Issuer value.

8. Click Choose File for the Verification Certificate and upload the PingOne signing certificate that you downloaded.

9. Click Save Settings.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with GitHub access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock = PingOne Dock URL.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your GitHub server.

Test the PingOne SP-initiated SSO integration

1. Go to your GitHub server.

Copyright © 2025 Ping Identity Corporation




Configuration Guides GitHub

2. After you're redirected to PingOne for Enterprise, enter your PingOne username and password.

Sign ©n

Forget Password

You're redirected back to GitHub.
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Greenhouse

Configuring SAML SSO with Greenhouse and PingOne
Learn how to configure SAML single sign-on (SSO) with Greenhouse and PingOne.
Before you begin

You must have an Advanced or Expert subscription tier to configure SAML. Learn more in see https://support.greenhouse.io/hc/
en-us/articles/210259723-Single-Sign-On-overview (2,

@ Note

This is a tested integration.

Configure SSO in Greenhouse

1. Sign on to your Greenhouse portal and select the Gear icon () in the upper right hand corner.

2. In the left navigation pane, go to Dev Center - Single Sign-On to begin configuring SSO.
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Recruiting My Dashboard All Jobs All Candidates soe

Configure

Organization
Users
Configuring Your Job Board

Permission Policies Configure non-Greenhouse hosted job board URLs and custom CSS.

Email Settings

Notifications Careers Page Integration Options

) Detailed descriptions of the different ways to integrate your job board with Greenhouse.
Email Templates

Socialiompates The Greenhouse Job Board API

Offer Templates Detailed AP| documentation for building out a custom job board.

Order History

Job Boards Harvest API

AP|to export all your jobs, candidates, and interviews.
Custom Options

Inclusion Tools API Credential Management

I Dev Center I Create, revoke and assign AP| keys for your organization.
Bulk Import
CSS Guide
Change Log

Documentation for how to implement custom CSS with your job board.
Candidate Survey

Candidate Packets Web Hooks

Privacy & Compliance Configure web hooks on certain events.

Configure single sign-on for all users in your organization.

@ Note

If you don't see Single Sign-On, you'll need to contact Greenhouse customer support to update your
permissions.

3. On the following page, click Begin Configuration.
The configuration page opens.

4. In the Add Greenhouse to your Single Sign-on provider section, note the SSO Assertion Consumer URL. You'll need this
later.

1. Add Greenhouse to your Single Sign-On provider.

SSO Assertion Consumer URL

https://app4.greenhouse.io/f4dcdab774820b8a56eee11009d23604e6851171/us Copy

Configure Greenhouse in PingOne

1. On a new tab, sign on to your PingOne SSO admin account.
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You'll use the settings from the previous procedure to start configuring Greenhouse in PingOne.

2. Go to Connections = Applications and click the + icon.

BPingldentity.

Administrators

Production ApplicationSE

< Connections Q, Search ( Filter )

20 Applications by Application Name

Applications

Aha! Ahalabs
Client ID:

External IDPs

‘) AppDynamics
4 Client ID:

PingFederate

< Datadog

Pingintelligence paiapog  —lentID:

3. On the New Application page, click Advanced Configuration, and on the SAML line, click Configure.

New Application

Adding a new application to your environment aliows your customers controlled access to it. There are several different application technologles to choose from that the malority of

SELECT AN APPLICATION TYPE

&

Web applications that are accessed within a
browser.

F

WEB APP

2 i (X

Applications that are stored and run from a A front-end application that uses an AP Management API integrations that can
device or desktop. perform actions using Roles.

NATIVE APP SINGLE PAGE APP WORKER

CHOOSE CONNECTION TYPE

SAML
Apps that utiize an Identity Provider (IDP) to authenticate users and provides Service Providers an Authentication Assertion.

oIibC
Employs Universal Login and redirect users 1o the login page.

4. On the Create App Profile page, enter:

o Application Name (Required)

o Description (Optional)

° lcon (Optional)
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Greenhouse

Create App Profile

Personalize your application by creating a unique profile. The description will help

APPLICATION NAME

Greenhouse

DESCRIPTION

Greenhouse SSO Connection

ICON

Remove Image

5. Click Save and Continue.

6. On the Configure SAML Connection page, in the Provide App Metadata section, click Manually Enter.

PROVIDE APP METADATA

Import Metadata

Import From URL E Manually Enter

7. Input the service provider (SP) data:

° In the ACS URLS field, paste in the SSO Assertion Consumer URL that you copied from Greenhouse in the previous

procedure.
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ENTER METADATA FOR YOUR APPLICATION
ACS URLS

https://fappd.greenhouse.io/f
'flusers/saml/consume

° In the Entity ID field, enter greenhouse.io.

ENTITY ID

greenhouse.io

° In the Assertion Validity Duration (In Seconds), enter a value, for example, 3600 .

ASSERTION VALIDITY
DURATION (IN SECONDS)

3600

9. On the Attribute Mapping page, add the following attributes, selecting the Required check box for each attribute.

8. Click Save and Continue.

o saml_subject = Email Address

@ Note

This is automatically assigned to User ID, but will need to be updated.

o User.FirstName = Given Name

o User.LastName = Family Name
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SAML ATTRIBUTE MAPPINGS

OUTGOING VALUE
saml_subject « Email Address v v

Advanced Expression

PN
User.FirstName €« Given Name v «  Required @ )

Advanced Expression

= e\
User.LastName & Family Name ¥  « Required '\\'LTIJ )

Advanced Expression

+ ADD ATTRIBUTE

10. Click Save and Close.

11. On the Applications page, enable the connection by toggling the slider:

Greenhouse : o = .
Client ID: ¢ A dalySEnonE e | Nodwayx :

12. Click on the newly created application to open it.

13. On the Configuration tab, in the Connection Details section, click Download to download the IdP metadata.

You'll need this to complete the next step.

Greenhouse .
Client ID: () & X
Profile j Configuration | Attribute Mappings Policies  Access
/7

~ CONNECTION DETAILS

7
DOWNLOAD METADATA (" Download )

ISSUER ID: https://auth.pingone.com/f
SINGLE LOGOUT SERVICE: https://auth.pingone.com/f
SINGLE SIGNON SERVICE: https://auth.pingone.com/f
IDP METADATA URL: https://auth.pingone.com/{

INITIATE SINGLE SIGN-ON URL:  https://auth.pingone.com/t

v SAML SETTINGS

14. Return to Greenhouse and, in the Upload your Single Sign-On Provider section, click Choose File and upload the IdP
metadata that you downloaded in the previous step.
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2. Upload your Single Sign-On Provider Metadata XML file to prefill the information below. (optional)
Upload XML metadata file

Choose
File

All required fields will be populated automatically, except for the Name Identifier Format.

15. Update the Name Identifier Format to urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress .

Click Save.

2. Upload your Single Sign-On Provider Metadata XML file to prefill the information below. (optional)
Upload XML metadata file

Choose
File

3. Fill out the information below.
Entity ID / Issuer *

greenhouse.io

Single sign-on Url *

https://auth.pingone.com/

Single logout url (optional)

1dP Certificate Fingerprint *

Name Identifier Format *

urr i AML:1.1:nam. -

urn:oasis:names:tc:SAML:1.1:nameid-

format:emailAddress

urn:oasi c:SAML:1: id-

format:unspecified

urn:oasis:names:tc:SAML:2.0:nameid- 1, users will have the option to log in either using your SSO Identity Provider or using a
format:emailAddress o longer be able to log in using the Sign in with Google button. Users who do not have a

by clicking the Forgot Password button on the Greenhouse Recruiting login page. Once you
PG :\-)\l, ywu can make SSO login required for all users by finalizing your SSO configuration.

SAM

V. i 1:20
naVELCARTIRAMARISS AL 20

Cancel Save

Create and assign identities

Before you can test the integration, you must create and assign identities in PingOne. If you've already assigned identities and
groups in PingOne, move on to Test the integration.

1.In PingOne, go to ldentities Groups and click the + icon next to Groups.
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2. 0n the Create New Group page, enter values for the following:
o Group Name (Required)
o Description (Optional)
o Population (Optional)

3. Click Finish & Save.

Groups 0 88» Create New Group
Administrators can manage their groups including creating groups, updating group membership manually or dynamically and more. Learr
Groups provide application access for users.
Q Search Groups
Name Enter Profile Data
Group Name
«00 APPS
“@ms pdministrators Population
Description
° :
522 Admin
Population

Administrators Population v

4. To add identities to the group, on the Identities tab, go to Users = + Add User.

WPingldentity. @ - @® Explore ~ 2. Ryan Schafer -
Users

Example SCIM Queries

4 users by Family Name

Al

Test, Adam

4ll

AA A A

Test, Joe

5. On the Add User page, enter all the necessary information for a user.

@ Important

Verify that the first name, last name, and email address are correct, as these are values passed in the SAML
assertion.

6. Click Save.
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Add User

COUNTRY CODE LOCALITY REGION

ZIP CODE

COMPANY INFORMATION

ACCOUNT ID POPULATION @

Administrators Population v

USERNAME @
TYPE

TITLE

PREFERENCES

PREFERRED LANGUAGE LOCALE @

None v None N

TIMEZONE
Select a timezone v

D -

7. Assign the user that you created to the group that you created previously. Locate the user you created and do the
following:

o Expand their section.

° Select the Groups tab.

o Click + Add.
Test, Adam ( b) T
Tost A (_Resetpassword ) @ T
l Profile ‘ Roles ‘ Authentication | Groups | Consent ‘ API ‘ Sync Status Credentials
Group Memberships 1 1\ V4
Apps
uj

8. In the Available Groups section, select the group that you created and click the + icon to add it to the user’s group
memberships. Click Save.
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< Back to Users

Adam Test

l Profile [ Roles l Authentication ‘ Groups

D Groups define a collection of users using membership or by dynamic filtering criteria. Groups can be used to assign application access to users,

Q, Search Available Groups

AVAILABLE GROUPS GROUP MEMBERSHIPS

i Admin [+ ] i Apps S
*  Administrators Population N

9. On the Connections tab, for the Greenhouse application, do the following:
o Click the Access tab.

o Click the Pencil icon to edit the configuration.

Greenhouse X
Client ID: —

Profile  Configuration  Attribute Mappings  Policies

e
GROUP MEMBERSHIP POLICY
No Restrictions
10. Select the group that you created and add it to the Applied Groups section. Click Save.
n Greenhouse > Edit Access X

Admin Only Access

Must have admin role
Group Membership Policy

Groups can be added to control user access to the application. All users have access when no groups are listed.
The following selections determine groups that have access to the application.

Q Search Groups

ALL GROUPS APPLIED GROUPS | i |

Admin @ ::  Apps
**  Administrators Population

Test the integration

1. In the PingOne admin console, go to Dashboard - Environment Properties.

2. Right-click on the Application Portal URL and open it in a private browser session.
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WPingldentity.

Environment

Administrators
Production
ORGANIZATION NAME

@ < Environment
NAME

Properties Administrators

DESCRIPTION
This is the administrator environment
created when the organization was
provisioned. 4

LICENSE

ADMIN v

ENVIRONMENT ID
ta65de53-8841-4006-b907- | N
ORGANIZATION ID
2a02a4bf-54da-424¢-830c- | NG
TYPE

Production

REGION

North America (US)

CREATED Open Link in New Tab
2021-07-27T21:10:14.313Z Open Link in New Window
Open Link in Incognito Window

CONSOLE LOGINURL @
https://console.pingone.com/?env=fd65de 53-8841-4{SCEVCR T, 9 -3

Copy Link Address
SELF-SERVICE URL @

https://apps.pingone.com/fd65de53-8841-4006-b90{il& 9

APPLICATION PORTAL URL @ Print...
pingone.com/fd65de53-8841-4006-b90

Inspect

3. Sign on as the test user that you created and click the Greenhouse tile.

Ryan Schafer @

ALL APPLICATIONS

2 © St e
Aha! |3 ek o
DATADOG o outsystems

AhaLabs Datadog Freshworks Greenhouse Test Heap Litmos Outsystems Test PagerDuty QuickBase

You're signed on to the user’s Greenhouse account.

4. On the SSO configuration page in Greenhouse, click Finalize Configuration.
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Single Sign-On Edit I Finalize Configuration I

Status: * Intesting Howdo | test my SSO?

The SSO configuration on your account is in a testing state. Users may log in using your IdP or using a Greenhouse password. Finalize your configuration to
require all users to log in via your IdP once you’ve completed testing.

SS0 Assertion Consumer URL
https://app4.greenhouse.io/

Entity ID / Issuer
greenhouse.io

Single sign-on Url
https://auth.pingone.com/

IdP Certificate Fingerprint

Name Identifier Format

urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

Employee log in method
Email

5. When prompted, enter Configure . Click Finalize to complete the connection.
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Finalize Configuration

By finalizing Single Sign-On, all existing user
[ yrds will be deleted permanently. This cannot

P

be undone.

Are you sure you want to finalize your Single Sign-On
configuration?

Type “CONFIGURE” to Confirm

CONFIGURE
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Heap

Configuring SAML SSO with Heap and PingOne

Learn how to configure SAML single sign-on (SSO) with Heap and PingOne.

Configure SSO with Heap

1. Sign on to your Heap admin portal and make sure that you're in the Development section.
2. In the left hand pane, go to Account » Manage — General Settings.

3. In the Single Sign-On section, copy the Metadata URL. You'll need this later.

Main
Development (No data)

<>

Analysis
O Overview
oo

oo Dashboards

m Reports

41 Analyze

Data Management

$ Definitions

@ Event Visualizer
() Live
Administration

88 Updates

G Integrate >

Account

General Settings

@3 Account

2 Manage

Get Support

Sign Out

Data Governance

Privacy & Security

User Identities

Features

Teammates

Teams

Projects

Roles

Plan Usage

Excluded IPs

Signed in as
ryanschafer@pingidentity.co
m

General Settings

Mandatory Two-Factor Authentication

Protect your account by requiring admins or all users to enable two-factor authentication.

Not Required v

Single Sign-On

SAM jer detail

You'll need these to configure your Identity Provider to allow Heap access to your users.

Metadata URL https://heapanalytics.com/saml/metadata/3056845492/

SAML Version 20
Assertion Consumer URL  https://heapanalytics.com/saml/finalize/3056845492/
Consumer Binding

urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST

NamelD Format urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress

Attributes None required
Entity ID heapanalytics.com
Your SAML Ide rtif

ur SAML Identity Provider details

Remote login URL
Logout landing URL (optional)

Save Configuration

Time Zone

4.1n a new tab, sign on to your PingOne admin account and go to Connections = Applications.

5. Click the + icon next to Applications.
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BPingldentity.

ment

Administrators

Production App]icationsE

< Connections Q, Search (_ Filter )

20 Applications by Application Name

Applications

Aha! Ahalabs
Client ID: cb744329-c85d-4be5-8e06-3a8e041f4ea
External IDPs

‘) AppDynamics
i o Client ID: a0122829-a8bb-4eb8-9ba3-c263be590a4b

PingFederate

o Datadog

Pingintelligence BATADOS Client ID: 9dc8195d-99e8-4a82-a801-b3060bdcace2

6. On the New Application page, click Advanced Configuration.
7.In the Choose Connection Type list, on the SAML line, click Configure.

New Application

Adding a new application to your environment aliows your customers controlled access to it. There are several different application technologles to choose from that the majority of

SELECT AN APPLICATION TYPE

& Ly @1

Web applications that are accessed within a Applications that are stored and run from a A front-end application that uses an API. Management AP integrations that can Apps configured by advanced users from
browser. device or desktop. perform actions using Roles. the ground up.

WEB APP NATIVE APP SINGLE PAGE APP WORKER ADVANCED CONFIGURATION

CHOOSE CONNECTION TYPE

e BN
Configure
Apps that utiize an Identity Provider (IDF) to authenticate users and provides Service Providers an Authentication Assertion. +

e
Configure
Employs Universal Login and redirect users to the login page. ks

8. On the Create App Profile page, enter the values for:
o Application Name (Required)
o Description (Optional)

° lcon (Optional)
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Create App Profile

Personalize your application by creating a unique profile. The description

APPLICATION NAME

Heap

DESCRIPTION

Heap SSO Integration

ICON

Remove Image

9. On the Configure SAML Connection page, in the Provide App Metadata section, click Import From URL.

Paste in the URL that you copied previously and click Import.

Configure SAML Connection

SAML is an authentication protocol that acts as a service provider (SP) to PingOne (the identity provider, or IdP).

PROVIDE APP METADATA

Import Metadata E Import From URL Manually Enter

IMPORT URL

https://heapanalytics.com/saml/metadata/z § Import R

After import, all necessary fields are auto-populated except for the Assertion Validity Duration.

10. In the Assertion Validity Duration field, enter a valid duration value (in seconds), such as 3600.

11. Update the SUBJECT NAMEID FORMAT section to urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

Copyright © 2025 Ping Identity Corporation




Heap Configuration Guides

@ Note

If you don't update this section, you'll get an error for the integration. SUBJECT NAMEID FORMAT does not
automatically update when you upload the service provider metadata.

12. In the Signing Key section, select Download Signing Certificate and download in the X509 PEM (.crt) format. Click Save
and Continue.

SIGNING KEY

PingOne SSO Certificate for Administrators environme... v

Download Signing Certificate

sign Response Sign Assertion & Response

Select format...

B X509 PEM (.crt) |

R¢
" PKCS#7 DER (.p7b)

13. On the Attribute Mapping page, update the Outgoing Value to Email Address for the saml_subject application attribute.

@ Note

No other attributes are required.

14. Click Save and Close to finalize the creation of the application.
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Attribute Mapping

Map your PingOne user defined attributes to the corresponding Application attribute for accessibility between users and this app.

SAML ATTRIBUTES
APPLICATION ATTRIBUTE OUTGOING VALUE
saml_subject e I Email Address v I v Required
Advanced Expression
+ADD ATTRIBUTE

Cancel Save and Close

15. After you create the application, click the toggle next to the application to enable it.

Heap Avg daily sign-ons: 0 Fi S Y T
Client ID: 4fa29988-8b09-4086-a675-df7a456f1fa7 Past 7 days 12 wk trend
[ Profile ‘ Configuration Attribute Mappings. ‘ Policies ‘ Access
APP TYPE: Advanced Configuration (SAML)
DESCRIPTION: Heap SSO Integration ’
CLIENT ID: 41a29988-8b09-4086-a675-df7ad56f1fa7
HOME PAGE URL:  No Home Page Configured
SIGNON URL: Default Signon Page

16. Select Configuration and copy the following values. You'll need these later.
° Single Logout Service

o Single SignOn Service
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Heap I H
O Client ID: c 2 X

Profile  Configuration  Attribute Mappings  Policies  Access

/
APP TYPE Advanced Configuration (SAML)

DESCRIPTION Heap SSO Integration

CLIENT ID:

HOME PAGE URL:  No Home Page Configured

SIGNON URL Default Signon Page

17. In your Heap account, go to the Your SAML Identity Provider certificate section and paste in the Ping X509 certificate that
you downloaded previously.

@ Note

You must include the BEGIN CERTIFICATE and END CERTIFICATE text as part of the certificate upload.

Heap
Client ID:

Profile § Configuration [ Attribute Mappings Policies  Access

~ CONNECTION DETAILS

DOWNLOAD METADATA : ( Download

ISSUER ID: https://auth.pingone.com/
SINGLE LOGOUT SERVICE: https://auth.pingone.com/
SINGLE SIGNON SERVICE: https://auth.pingone.com/
IDP METADATA URL: https://auth.pingone.com;

INITIATE SINGLE SIGN-ON URL: https://auth.pingone.com,

v SAML SETTINGS

18. Paste the URLs that you copied previously into the corresponding fields:
° Single SignOn Service= Remote login URL
° Single Logout Service= Logout landing URL (optional)

19. Click Save Configuration.
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Single Sign-On

Heap SAML service provider details
You'll need these to configure your ldentity Provider to allow Heap access to your users.

Metadata URL https://heapanalytics.com/saml/metadata/
SAML Version 20

Assertion Consumer URL  https://heapanalytics.com/saml/finalize

Consumer Binding urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST
NamelD Format urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress
Attributes None required

Entity ID heapanalytics.com

Your SAML |dentity Provider certificate

Your SAML |dentity Provider details
https://auth.pingone.com/fd65def

7

https://auth.pingone.com/fd65det

Save Configuration

After saving the configuration, a Test Configuration button appears.
20. Click Test Configuration.

You're signed out and then prompted to sign on with your username and password.
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Single Sign-On
You've configured your SAML Identity Provider but not enabled it yet. Your teammates won't be
able to authenticate against the provider until it's been enabled.

You can enable your Identity Provider after a successful test.

Login URL https://auth.pingone.com/

Identity Provider
certificate
fingerprint

Certificate expires  in 9 months

Test Configuration

Remove Configuration

21. After signing on to your Heap account, go to the Single Sign-On settings section and select Enable Configuration to
finalize the SSO connection.
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Single Sign-On

You've successfully authenticated with your SAML Identity Provider. You can now enable SSO
login for Heap.

The following details were obtained with the test authentication.
Email address

Session valid until 2021-10-20T723:04:22.995Z

Login URL https://auth.pingone.com/
Logout URL https://auth.pingone.com/i

Identity Provider
certificate
fingerprint

Certificate expires  in 9 months

Enable Configuration

Remove Configuration

Create and assign identities

Before testing your integration, you must create and assign identities in PingOne. If you've already assigned identities and groups
in PingOne, move on to Test your integration.

1.In PingOne, go to ldentities = Groups and click the + icon next to Groups.
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Administrators
Production

< Identities

Groups
Populations

Attributes

Groupslo

Configuration Guides

Administrators can manage their groups including creating groups, updating group membership manually or dynamically and more. Learn More

Q Search Gro

Name

% Apps

“@ Administrators Population

88» Admin

2.0n the Create New Group page, enter values for the following:

o Group Name (Required)

o Description (Optional)

° Population (Optional)

3. Click Finish & Save.

Groups @

38 Create New Group

Administrators can manage their groups including creating groups, updating group membership manually or dynamically and more. Learr

Q ¢

Name

Apps
Adi

%
“@ Administrators Population

282 Admin

4. To add identities to the group, on the Identities tab, go to Users - + Add User.

Groups provide application access for users.

Enter Profile Data

Group Name

Description

Population

| Administrators Population
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WPingldentity. @ - ® Explore + 2 Ryan Schafer -
Administrators
Rxctosd Users

Example SCIM Queries

4 users by Family Name -

Al

Al

Test, Adam

AR A A
4l

Test, Joe

4l

5. 0n the Add User page, enter in all the necessary information for a user.

@ Important

Verify that the first name, last name, and email address are correct, as these are values passed in the SAML
assertion.

6. Click Save.

Add User

COUNTRY CODE LOCALITY REGION

ZIP CODE

COMPANY INFORMATION

ACCOUNT ID POPULATION @

Administrators Population ¥

USERNAME @
TYPE

TITLE

PREFERENCES

PREFERRED LANGUAGE @ LOCALE @

None v None N

TIMEZONE
Select a timezone v

D -
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7. Assign the user that you created to the group that you created previously. Locate the user you created and do the

following:
1. Expand the section for the user.

2. Select the Groups tab.

3. Click + Add.
s ptam (Resetpasswod ) @ T
l Profile ‘ Roles ‘ Authentication | Groups | Consent ‘ API ‘ Sync Status. Credentials
Group Memberships 1 Vs
Apps
©
8. In the Available Groups section, select the group that you created and click the + icon to add it to the user’s group
memberships. Click Save.
< Back to Users
Adam Test
l Profile | Roles [ Authentication ‘ Groups
i) Groups define a collection of users using membership or by dynamic filtering criteria. Groups can be used to assign application access to users.
Q, Search Available Groups
AVAILABLE GROUPS ‘GROUP MEMBERSHIPS
9. On the Connections tab, for the Heap application:
o Click the Access tab
o Click the Pencil icon to edit the configuration
O gi?ﬁo 4/a29988-8509-4086-2675-d7a456f1fa7 € rocaysonons Pnnusg |2£;\m;s % i
l Profile ‘ Configuration Attribute Mappings [ Policies I Access I
'GROUP MEMBERSHIP POLICY ,
Apps.
o}

10. Select the group that you created and add it to the Applied Groups section. Click Save.
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< To Application List

Heap

Client ID: 4

Admin Only Access

Must have admin role

Group Membership Policy

Groups can be added to control user access to the application. All users have access when no groups are listed
The following selections determine groups that have access to the application.

Q. Search Groups

ALL GROUPS APPLIED GROUPS |0
i Apps Add access control for groups by dragging them here
i Administrators Population
i Admin +

Test your integration

1. In the PingOne admin console, go to Dashboard - Environment Properties.

2. Right-click on the Application Portal URL and open it in a private browser session.

lPingldentity.

Sl Environment

Administrators

Production

ORGANIZATION NAME
internal

@ < Environment

NAME

Properties
E Administrators

Audit

DESCRIPTION
This is the administrator environment
created when the organization was
provisioned. 4

LICENSE

ADMIN v

ENVIRONMENT ID
fd65de53-8841-4006-b907- |
ORGANIZATION ID

2a02a4bf-54da-424-830c- | NEGNN

TYPE

Production

REGION

North America (US)

CREATED Open Link in New Tab
2021-07-27T721:10:14.313Z Open Link in New Window

Open Link in Incognito Window
CONSOLE LOGIN URL @

https://console.pingone.com/?env=fd65de 53-8841-4{CEVR T, V-3

Copy Link Address
SELF-SERVICE URL @
https://apps.pingone.com/fd65de53-8841-4006-b90jilEd Y

- Kk to b

APPLICATION PORTAL URL @ Print

Inspect

3. Sign on as the test user that you created and click the Heap tile.

You're signed on to the user's Heap account using SSO and testing is complete.
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HubSpot

Configuring SAML SSO with HubSpot and PingFederate

Learn how to enable HubSpot sign-on from a PingFederate URL (IdP-initiated sign-on) and direct HubSpot sign-on using
PingFederate (SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate HubSpot with at least one user to test access.

* You must have administrative access to PingFederate and HubSpot.

Create a PingFederate SP connection for HubSpot
1. Obtain the HubSpot SSO details.

1. Sign on to HubSpot, click the Gear icon (£8), and select Account Details from the Settings menu.

2. In the Single Sign-on section, click Set up.

< Back Security

Settings Export Login History Export

Export a login history report showing when users logged in to your HubSpot account in the last 90 days.
Your Preferences
Export HubSpot employee access history

Basic Info Export a HubSpot employee access history report showing when HubSpot employees accessed your account in the last 90 days

Notifications
Export Security Activity History

Security Export a history report showing notable security actions taken in your HubSpot account in the last year.

Account Setup . o
Require Two-factor Authentication (2FA)

Account Defaults Require all users to set up 2FA to log-in.

Users & Teams Single Sign-on

lisdens > Use your company's login credentials

3. Copy the Audience URI and Sign on URL, ACS, Recipient, or Redirect values.
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Most identity Providers Microsoft AD F¢

Audience URI (Service Provider Entity ID)
https://api.hubspot.com/login-api/v1/saml/login?portalid - Copy

Sign on URL, ACS, Recipient, or Redirect

https://api.hubspot.com/login-api/v1/saml/acs?portalid - Copy

2. Sign on to the PingFederate administrative console.

3. Create an SP connection for HubSpot in PingFederate.
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner's Entity ID to the HubSpot Audience URI value.
3. Enable IdP-Initiated SSO and SP Initiated SSO.

4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map the SAML_SUBJECT to
the email attribute.

5. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to the HubSpot
Sign on URL, ACS, Recipient, or Redirect value.

6. In Protocol Settings: Allowable SAML Bindings, enable POST.

7.1n Credentials: Digital Signature Settings, select the PingFederate signing certificate.
4. Export the metadata for the newly-created HubSpot SP connection.
5. Export the signing certificate.

6. Open the metadata file and copy the values of the entitylD and the Location entry (https://your-value/idp/SSO.saml2 ).

Add the PingFederate connection to HubSpot

1. Sign on to HubSpot, click the Gear icon (£8), select Account Details, and access the Single Sign-on settings.
2. Paste the entityID value that you copied previously to the Identity Provider Identifier or Issuer URL field.
3. Paste the Location value you copied previously to the ldentity Provider Single Sign-on URL field.

4. Paste the PingFederate certificate into the X.509 Certificate field.
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Then provide the values from your identity provider

Identity Provider Identifier or Issuer URL

Identity Provider Single Sign-on URL

X.509 Certificate

5. Click Verify.
6. In the left sidebar menu, click Account Defaults.

7. 1n the Single Sign-on (SSO) section, select the Require Single Sign-on to log in check box.

Security

Single Sign-on (SSO)

. . . Edit Disable
Use your company's log in credentials

g Require Single Sign-on to log in.

Exclude users

@ Note

The user setting this up is automatically excluded to ensure their access is not lost in case of setup issues.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO Application Endpoint for the HubSpot SP connection.
2. Complete PingFederate authentication.

You're redirected to your HubSpot domain.
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Contacts Conversations v Marketing v  Sales~  Service~  Automation Reports v

foneeT -
# All contacts ~ # My contacts # Unassigned contacts + Add view All views
Q Contact owner ¥ Create date ~ = More filters Table actions v H Save view
NAME EMAIL ‘ PHONE NUMBER CONTACT OWNER ASSOCIATED COMPANY

Test the PingFederate SP-initiated SSO integration

1. Go to https://app.hubspot.com/login/sso (.
2. When you are redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to HubSpot.

Contacts Conversations v Marketing v Sales~  Service~  Automation Reports ~

2 Contacts
# All contacts ~ # My contacts #* Unassigned contacts + Add view All views
Q Contactowner~  Createdate ~ 3 More filters Table actions W Save view
NAME EMAIL v ‘ PHONE NUMBER CONTACT OWNER ASSOCIATED COMPANY

Configuring SAML SSO with HubSpot and PingOne for Enterprise

Learn how to enable HubSpot sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct HubSpot sign-on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate HubSpot with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and HubSpot.

Obtain the HubSpot SSO details
1. Sign on to HubSpot, click the Gear icon (£8), and select Account Details in the Settings menu.

2. In the Single Sign-on section, click Set up.
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< Back Security
3 Export Login Histo
Settings P 9 Yy Export
Export a login history report showing when users logged in to your HubSpot account in the last 90 days.
Your Preferences
Export HubSpot employee access history -
q xport
Basic Info Export a HubSpot employee access history report showing when HubSpot employees accessed your account in the last 90 days.
Notifications
Export Security Activity History -
- xport
S=Clib Export a history report showing notable security actions taken in your HubSpot account in the last year.
Account Setup ) L
Require Two-factor Authentication (2FA)
Account Defaults Require all users to set up 2FA to log-in.
U: &Te . .
sers feams Single Sign-on -
Set up
hse " Use your company's login credentials

3. Copy the Audience URI and Sign on URL, ACS, Recipient, or Redirect values.

Add the HubSpot application to PingOne for Enterprise

1. Sign on to PingOne for Enterprise and go to Applications = My Applications.

2. 0n the SAML tab, click Add Application.

APPUCATIONS USERS SETUP ACCOUNT ? Sign Off

My Applications  Application Catalog  PIngID SDK Applications  OAuth Settings

My Applications
SAML OIDC

—

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (SSO).
« Detzils displays the application details

Application Name Type Status Enabled

Add Application ~ Pause AllSSO @
Search Application Catalog

Request Ping Identity add a new application to the application catalog

3. For the application name, enter HubSpot .
4. Enter a suitable description.

5. For the category, select CRM.

6. Click Continue to Next Step.

7. Set Assertion Consumer Service (ACS) to the HubSpot Sign on URL, ACS, Recipient, or Redirect value and Entity ID to the
HubSpot Audience URI value.
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8. Click Continue to Next Step.
9. HubSpot needs the email passed in.
o If you use an email address to sign on using PingOne for Enterprise, click Continue to Next Step.

o If you sign on with a username, enter your email attribute in the SAML_SUBJECT mapping, then click Continue to
Next Step.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Attribute  Description Identity Bridge Attribute or Literal

Value

Email (Work)

SAML_SUBJECT Map your email address attribute —
) (mail in AD) Oas Litera

10. Click Add for all user groups that should have access to HubSpot.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search
Users@directory Remove
Domain Administrators@directory Add

11. Click Continue to Next Step.

12. Copy and save the Issuer and Initiate Single Sign-On (SSO) URL values.

Issuer mwttpsupmgone com/idp/ ([T 11T HHH'
idpid — IETEETE I EHE RERTEH e e
Protocol Version SAMLv 2.0
ACSURL @ TR
entityld @ [[[[[IF0IE 0N HHTE T

Initiate Single Sign-On (SSO) URL @ [htips://sso.connect.pingidentity.com/sso/sp/initsso?saasid=4§ || /|| T 1 1111 Il
ICFERTE R e RERe e e e e e eene s e e
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13. Download the PingOne for Enterprise signing certificate.

Signing Certificate @ JDownload
SAML Metadata Download

14. Click Finish.

Add the PingOne for Enterprise connection to HubSpot

1. Sign on to HubSpot, click the Gear icon (&), select Account Details from the Settings menu, and open the Single Sign-on
settings.

2. In the Identity Provider Identifier or Issuer URL field, enter the PingOne for Enterprise Issuer value.
3. In the Identity Provider Single Sign-on URL field, enter the PingOne for Enterprise Initiate Single Sign-On (SSO) URL value.

4. Paste the PingOne for Enterprise signing certificate into the X.509 Certificate field.

Then provide the values from your identity provider

Identity Provider Identifier or Issuer URL

Identity Provider Single Sign-on URL

X.509 Certificate

5. Click Verify.
6. In the sidebar menu, click Account Defaults.

7. In the Single Sign-on (SSO) section, select the Require Single Sign-on to log in check box.
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Security

Single Sign-on (SSO)
Use your company's log in credentials

Edit Disable

9 Require Single Sign-on to log in.

Exclude users

@ Note

The user setting this up is automatically excluded to ensure that their access is not lost in case of setup issues.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your PingOne for Enterprise desktop as a user with HubSpot access.

@ Note

To find the PingOne for Enterprise desktop URL in the Admin console, go to Setup - Dock - PingOne Dock
URL.

2. Complete PingOne for Enterprise authentication.

You're redirected to your HubSpot domain.

Sign On
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Contacts Conversations v Marketing v Sales~  Service~  Automation Reports -

2 Contacts
# All contacts ~ # My contacts # Unassigned contacts + Add view All views
ea ! c Q Contact owner ~ Create date ~ = More filters Table actions v H Save view
NAME EMAIL v PHONE NUMBER CONTACT OWNER ASSOCIATED COMPANY

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to https://app.hubspot.com/login/sso (.
You're redirected to PingOne for Enterprise.

2. Enter your PingOne for Enterprise username and password.

After successful authentication, you're redirected back to HubSpot.

Contacts Conversations - Marketing v Service v Automation v Reports ~

# All contacts v #* My contacts # Unassigned contacts + Add view All views
arch name, pho e, e Q Contact owner ~ Create date ~ 3£ More filters Table actions v H Save view
NAME EMAIL v PHONE NUMBER CONTACT OWNER ASSOCIATED COMPANY
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Jamf

Configuring SAML SSO with Jamf Pro and PingFederate

Enable Jamf Pro sign-on from the PingFederate console (IdP-initiated sign-on) and direct Jamf Pro sign-on using PingFederate (SP-
initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access
+ Populate Jamf Pro with at least one user to test access.

* You must have administrative access to PingFederate.

Create a PingFederate SP connection for Jamf Pro
1. Sign on to the PingFederate administrative console.
2. Create an SP connection for Jamf Pro in PingFederate:
° Configure using Browser SSO profile SAML 2.0.
o Set Partner’s Entity ID to https://your-instance.jamfcloud.com/saml/metadata .

o Enable the IdP-Initiated SSO and SP Initiated SSO SAML profiles.

m In Assertion Creation = Authentication Source Mapping — Attribute Contract Fulfillment, map the
SAML_SUBJECT to your email attribute.

m In Protocol Settings = Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to
https://your-instance. jamfcloud.com/saml/SSO .

m In Protocol Settings - Allowable SAML Bindings, enable POST.

m In Credentials - Digital Signature Settings, select the PingFederate Signing Certificate.
3. Export the metadata for the newly-created Jamf Pro SP connection.

4. Export the signing certificate.

Add the PingFederate connection to Jamf Pro

1. Sign on to the Jamf Pro console as an administrator.

2. Click the Gear icon (£2]).

3. Go to System Settings - Single Sign-On.
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{é} All Settings System Settings
System Settings 1 I
Jamf Pro User [ Single Sign- § LDAP Servers
Accounts & On
Global Management Groups

@
o

Jamf Applications

4. Click the Edit icon.

5. Select the Enable Single Sign-On Authentication check box.

Settings : System Settings

< Single Sign-On

Enable Single Sign-On Authentication

Selecting this option prevents all other passwords from authenticating

6. In the Identity Provider list, select Ping Identity.
7. Confirm that the Entity ID value matches the value you set previously in PingFederate.

8. In the Upload Metadata File field, upload the PingFederate metadata file.
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Settings : System Settings

« Single Sign-On

P Enable Single Sign-On Authentication

Selecting this option prevents all other passwords from authenticating

@ Fallover Login URL Usors with Single Sign-On Update privilegos can authenticate with a Jamf Pro user account by going to the following URL

[ Copyto clipboas hitps://pingnfr jamfcloud.com?fallover

Identity Provider

Identity Provider SAML 2.0 identity provider 1o use for Single Sign On

Ping Identity v

Entity ID Name that identifies your Jamf Pro instance In the identity provider

Jnitps://3°C - jamfcloud.comvsambimetadata |

Identity Provider Metadata Source Upload an identity provider metadata file of provide a motacata URL

Metadata File  ~

Upload Metadata Flle The file must use xml format

D metadata (3).xml

(M Drag and drop or Browse for a file

Remove

Token Expiration (Minutes) Amount of ime before the SAML token explres

480

9. In the Jamf Pro User Mapping section, click Email.

Jamf Pro User Mapping

[ ) Username

10. In the Single Sign-On Options for Jamf Pro section, select the Allow users to bypass the Single Sign-On authentication
check box.

Single Sign-On Options for Jamf Pro

Allow users to bypass the Single Sign-On authentication

Users will be able to access the default Jamf Pro login page directly

Enable Single Sign-On for Self Service for macOS
Allows Self Service to access any existing usernames from the identity provider

Enable Single Sign-On for User-Initiated Enroliment
Allows users to enroll via the login page from the identity provider
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11. Click Save.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO application endpoint for the Jamf Pro SP connection.
2. Complete the PingFederate authentication.

You're redirected to your Jamf Pro domain.

Test the PingFederate SP-initiated SSO integration
1. Go to your Jamf Pro application.
2. After you are redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to Jamf Pro.

Configuring SAML SSO with Jamf Pro and PingOne for Enterprise

Enable Jamf Pro sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct JAMF Pro sign-on using PingOne
for Enterprise (SP-initiated sign-on) with single logout (SLO).

Before you begin
+ Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate Jamf Pro with at least one user to test access.

* You must have administrative access to PingOne for Enterprise.

Add the Jamf Pro application to PingOne for Enterprise

1. Sign on to PingOne for Enterprise and go to Applications - My Applications.

2. 0On the SAML tab, click Add Application.
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My Appiications Application Calalog

My Applications

SAML
e

« Detais displays the application details

Applicaion Name

Add Appécation -

Search Appication Catalog

PINGID SOK Applicalions  OAuth Sotings

Applications you've added to your account are listed here. You can search by application name, description or entityld
o Active sppications are enabled for single sign-on (SS0O)

Type Status Enabled

Request Ping Identity add a new application 10 the application catalog

Pause AlISSO @

3. Enter Jamf Pro as the application name.

4. Enter a suitable description.
5. Choose a suitable category.
6. Click Continue to Next Step.

7. Enter the following values:
Field
Assertion Consumer Service (ACS)
Entity ID
Single Logout (SLO) Endpoint

Single Logout Binding Type

Value

https://your-instance. jamfcloud.com/saml/SSO

https://your-instance.jamfcloud.com/saml/metadata

https://your-instance.jamfcloud.com/saml/SinglelLogout

POST
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Jamf

You will need to download this SAML metadata to configure the application:

Signing Certificate @ @ PingOne Account Origination Certificate (2021) w

Provide SAML details about the application you are connecting to:

Protocol Version @SAMLv20 (O SAMLv11

I M
Upload Metadata @ Select File | Or use URL

Assertion Consumer Service (ACS) https://:i~ gvirr jamfcloud. com/saml/SS(
L]

Entity ID @ | https:/hiingir jamfcloud.com/saml/met:
Application URL @

Single Logout Endpoint @ | https:/pingniT jamfcloud.com/saml/Sing

Single Logout Response Endpoint @

8. On the SAML Metadata line, click Download.
9. Click Continue to Next Step.

10. Click Add new attribute.

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value Required

Add new attribute

11. Add the SAML_SUBJECT attribute and map it to your email attribute.

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Attribute or Literal Value Required
Email (Work)

1 SAML_SUBJECT | oo 0 x
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12. Click Continue to Next Step.

13. Click Add for each user groups that should have access to JAMF Pro.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

Search

Users@directory Remove

Domain Administrators@directory Add

14. Click Continue to Next Step.

15. Click Finish.

Add the PingOne for Enterprise connection to JAMF Pro

1. Sign on to the Jamf Pro console as an administrator.
2. Click the Gear icon (£8]).

3. Go to System Settings — Single Sign-On.

System Settings

All Settings

- ‘ ! )
]
System Settings 1 L

Global Management

Jamf Applications

4. Click the Edit icon.

O 4

History Edit

5. Select the Enable Single Sign-On Authentication check box.
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Jamf

Settings : System Settings

< Single Sign-On

Enable Single Sign-On Authentication

Selecting this option prevents all other passwords from authenticating

6. In the Identity Provider list, select Ping Identity.
7. Confirm that the Entity ID value matches the value you set previously in PingOne for Enterprise.

8. In the Upload Metadata File section, upload the PingOne for Enterprise metadata file.

Settings : System Settings

« Single Sign-On

P Enable Single Sign-On Authentication

Selecting this option prevents all other passwords from authenticating

@ Fallover Login URL Usors with Single Sign-On Update privilegos can authenticate with a Jamf Pro user account by going to the following URL

[0 copytocipboss  hatps://pingnfejamicioud.com?failover

Identity Provider
Identity Provider SAML 2.0 igentity provider 1o use for Single Sign On
Ping Identity v

Entity ID Name that identifies your Jamf Pro Instance In the identity provider

Jnitps://3°C - jamfcloud.comvsambimetadata |

Identity Provider Metadata Source Upload an identity provider metadata file of provide a motacata URL

Metadata File  ~

Upload Metadata Flle The file must use xml format

D metadata (3).xml

(M Drag and drop or Browse for a file

Remove

Token Expiration (Minutes) Amount of time before the SAML token oxpires

’480

9. In the Jamf Pro User Mapping section, click Email.
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Jamf Pro User Mapping

| Username

10. In the Single Sign-On Options for Jamf Pro section, select the Allow users to bypass the Single Sign-On authentication

check box.

Single Sign-On Options for Jamf Pro

Allow users to bypass the Single Sign-On authentication

Users will be able to access the default Jamf Pro login page directly

‘—‘ Enable Single Sign-On for Self Service for macOS

Allows Self Service to access any existing usernames from the identity provider

‘—‘ Enable Single Sign-On for User-Initiated Enrollment
Allows users to enroll via the login page from the identity provider

11. Click Save.

Test the PingOne for Enterprise identity provider (IdP)

1. Go to your Ping desktop as a user with Jamf Pro access.

@ Note

To find the Ping desktop URL, in the PingOne admin console, go to Setup -» Dock = PingOne Dock URL.

2. Complete the PingOne authentication.

jamf

: SET LOGIN SCREEN
Computers Devices MESSAGE

ALL CLIENTS: MACOS
10.11 OR GREATER

10.27.0-11612450030

NN0/ W

You're redirected to your Jamf Pro application.
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Test the PingOne for Enterprise service provider (SP)

1. If you are using PingOne for Enterprise as the standard authentication method for Jamf Pro access, sign on to the Jamf Pro
console as an administrator after you've completed PingOne for Enterprise IdP testing.

2. Go to Settings — System Settings — Single Sign-On and click Edit.

O t 4
History Download Edit

3. Clear the Allow users to bypass the Single Sign-On authentication check box.

Single Sign-On Options for Jamf Pro

Allow users to bypass the Single Sign-On authentication
Users will be able to access the default Jamf Pro login page directly

‘_‘ Enable Single Sign-On for Self Service for macOS
—) Allows Self Service to access any existing usernames from the identity provider

Enable Single Sign-On for User-Initiated Enroliment
Allows users to enroll via the login page from the identity provider

4. Click Save.

5. Go to your Jamf Pro application.

jamf

) SET LOGIN SCREEN
Computers Devices MESSAGE

ALL CLIENTS: MACOS
10.11 OR GREATER

10.27.0-11612450030

ANO0O/ W

You're redirected to PingOne for Enterprise.
6. Enter your PingOne for Enterprise username and password.

After successful authentication, you're redirected back to Jamf Pro.
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Jira/Confluence

Configuring SAML SSO with Jira/Confluence and PingFederate

Learn how to configure SAML single sign-on with Jira/Confluence on premise and PingFederate.

About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional

SAML_SUBJECT Username Required

Create a PingFederate SP Connection for Jira/Confluence

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

1. Sign on to Atlassian application as an administrator and go to Administration - System — SAML Authentication.
2. Select SAML Single Sign Onand note the Audience URL (Entity ID) and Assertion Consumer Service URL values.
3. Download the signing certificate.
4. Sign on to the PingFederate administrative console.
5. Using the details retrieved from the Atlassian application Ul:

1. Configure using Browser SSO profile SAML 2.0.

2. Enable IdP-Initiated SSO and SP Initiated SSO.

3. In Assertion Creation: Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:
1.1:nameid-format:unspecified.

4. In the Assertion Creation: Attribute Contract Fulfilment, map the attribute SAML_SUBJECT to the attribute
username.

5. In Protocol Settings: Allowable SAML Bindings, enable Post and Redirect.
6. Export the metadata for the newly-created SP connection.

7. Export the signing certificate public key.
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Configure the PingFederate IdP connection for Jira/Confluence on premise

1. Sign on to Atlassian application as an administrator and go to Administration - System — SAML Authentication.
2. Select SAML Single Sign-On.

3. Configure the following.

Setting Value

Single sign-on issuer The issuer ID for your PingFederate instance. You can retrieve this from the
metadata that you downloaded.

Identity provider single sign-on URL  The PingFederate SingleSignOnService URL. You can retrieve this from the
metadata that you downloaded. For example, https://hostname:port/idp/

SS0.saml2
X509 Certificate Upload the PingFederate signing public certificate.
Login Mode Choose whether SAML is primary or secondary authentication.

Configuration is complete.

Configuring SAML SSO with Jira/Confluence and PingOne for Enterprise

Learn how to configure SAML single sign-on (SSO) with Jira/Confluence on premise and PingOne for Enterprise.
About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional

SAML_SUBJECT Username Required

@ Note

A predefined application exists in the application catalog for use with Atlassian Cloud. It is recommended that this is
used for Atlassian Cloud integrations.

Create a PingOne for Enterprise application for Jira/Confluence on premise

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

1. Sign on to the Atlassian application as an administrator and go to Administration - System - SAML Authentication.
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2. Select SAML Single Sign On and note the Audience URL (Entity ID) and Assertion Consumer Service URL values.
3. Download the signing certificate.

4. Sign on to PingOne for Enterprise and click Applications.

5. 0n the SAML tab, click Add Application.

6. Click New SAML Application.

- §] X
@ PirgOne - My Applications x +
& C # admin.pingone.com/web-portal/cas/connections#/ T N e
-
SAML
——

Applications you've acded 10 your account are listed here. You can search by application name, description or entityld

« Acfive apphcations are enabled for single sign-on (SSO)
« Detaus displays the application details

Application Name Enabled

B BambooHR SAML Aclive TYes Remove ’
m Box SAML Aclive Tves Remove P
H Dropbox SAML Aclive Yes™ Remove ’

simpieSAMLphp SAML Active Yes~ Remove >
Splunk Cloud SAML Active e Remove ’

Acd Application ~ Pause All SSO @

Search Application Calalog
I New SAML Application I

Request Ping Identity add a new application to the application cataiog

7.In the Application Details section, enter the following:
o A suitable application name, such as Confluence.
o A suitable description.
o A suitable category, such as Information Technology.

° (Optional) Upload an icon to be used in the PingOne for Enterprise dock.
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; - 8} X
m PingOne - My Applications x +
< C  #& admin.pingone.com/web-portal/cas/connections#/ T e
New Application SAML Incomplete w

1. Application Detalis

Application Name | Confluence

Application Descnplion | Atiassian Confluence

Category | information Technalogy v’
Graphics Appiication Icon

For use on the dock

Change

8. Click Continue to Next Step.
9. Select I have the SAML configuration.
10. In the Signing Certificate list, select a suitable signing certificate.
11. For Protocol Version, click SAML v.2.0.
12. In the Assertion Consumer Service (ACS) field, enter the ACS value from the Atlassian single sign-on settings.
13. In the Entity ID field, enter the Entity ID value from the Atlassian single sign-on settings.

14. For Primary Verification Certificate, select the signing certificate that you downloaded.
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@ PingOne - My Applications x  +
€ > C @& adminpingonecom/web-portal/cas/connections®/ T B e ¢

Signing Certificate @ | PingOne Account Origination Cerlificate (2021) v
SAML Metadata Download

Provide SAML details aboul the application you are connecting to.

Protocol Version @ SAMLV20 () SAMLv 1.1

Upload Metadata @ Select Flle | O use URL

Assortion Consumer Sonvica (ACS) |
o
Enty10 o |

Application URL @

Single Logout Endpont @
Single Logout Rasponse Endpoint @
Single Logout Binding Type @  Redirect O Paost

Primary Verification Certificate @ _

Secondary Verification Certificate @ No file chosen

Encrypt Assertion @ [J
Signing @ @ Sign Assertion O Sign Response

15. Click Continue to Next Step.
16. In the SSO Attribute Mapping section, add the following mapping for the SAML_SUBJECT:

° For Identity Bridge Attribute or Literal Value, select the appropriate attribute. This should match the username for
the user in the application.

o Select the Required check box.
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- X
m PingOne - My Applications x + o
< C  # adminpingone.com/web-portal/cas/connections#/ T N e
simpleSAMLphp SAML Active Tves Remove > -
Splunk Cloud SAML Active "Yes~ Remove
New Application SAML Incomplete "NB!
3. SSO Attribute Mapping
Map the necessary application provider (AP) attributes to attributes used by your Identity provider (IdP).
Application Al leral \ . Required
1 SAML_SUBJECT - *
Agvanced
Add new altribute
NEXT: Group Access e il
2003 - 2021 Ping Identity Corporation. All nghts reserved Privacy | Terms | About

17. Click Continue to Next Step.

18. Add the user groups for the application.
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- ] X
m PingOne - My Applications x +
< C  # adminpingone.com/web-portal/cas/connections#/ T N e
4. Group Access =

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

Search

Domain Administrators@directory Remove

Users@directory Remaove

19. Click Continue to Next Step.

20. Review the settings.
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Jira/Confluence

m PingOne - My Applications X +

Test your connection to the application

Connection ID

Invite SAAS Admin

saasid

Issuer

idpid

Protocol Version

ACS URL @

entityld @

Initiate Single Sign-On (SSO) URL @

Single Sign-On (SSO) Relay State @
Signing Certificate @
SAML Metadata

~ SAML Metadata URL

& C @ admin.pingone.com/web-portal/cas/connections#/

Icon @
Name @ Confluence

Description @ Atlassian Confluence

Category @ Information Technology

These parameters may be needed to configure your connection

https://pingone.com/idp/|

SAMLv 2.0

https://sso.connect.pingidentity.com/sso/sp/initsso

https://pingone.com/1.0/
Download

Download

21. Copy the Single Sign-On (SSO) URL value to a temporary location.

This is the IdP-initiated SSO URL that you can

22. Note the idpid and Issues values.

use for testing.

23. On the Signing Certificate line, click Download.

You'll use this for the application configuration.

24. On the SAML Metadata line, click Download.

You'll use this for the application configuration.

25. Click Finish.

Configure the PingOne for Enterprise IdP Connection for Jira/Confluence on-premise

1. Sign on to the Atlassian application as an administrator.

2. Go to Administration = System - SAML Authentication.

3. Select SAML Single Sign On.

4. Configure the following.
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Setting

Single sign-on issuer
Identity provider single
sign-on URL

X509 Certificate

Login Mode

Configuration is complete.

Value

The issuer from PingOne for Enterprise application details noted earlier.

Enter the Single Sign-On Service URL in the following form, using the idpid previously
noted. https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=idpid
Alternatively, you can retrieve the URL from the metadata that you downloaded.

Upload the PingOne for Enterprise signing public certificate that you downloaded.

Choose whether SAML is your primary or secondary authentication.
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Jive

Configuring SAML SSO with Jive and PingFederate
Learn how to configure SAML SSO with Jive and PingFederate.
About this task

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.

Reference Description

jiveinstance The host and port for the Jive instance.

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

Create the PingFederate SP Connection for Jive

1. Sign on to the Jive Admin Console and enable single sign-on:
1. Go to People - Settings — Single Sign-On - SAML.
2. Check Enabled.
3. Click Save.

4, Restart Jive.

@ Note

Until SAML configuration is complete, you'll need to sign on by going directly to the admin console,
http://jiveinstance/admin.

2. Download the Jive metadata from http://jiveinstance/saml/metadata .
3. Sign on to the PingFederate administrative console.
4. Using the metadata that you downloaded, create an SP connection in Ping Federate:

1. Configure using Browser SSO profile SAML 2.0.
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2. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

3. In Assertion Creation: Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:
1.1:nameid-format:unspecified.

4. In the Assertion Creation: Attribute Contract Fulfilment, map the attribute SAML_SUBJECT to the attribute
username .

5. Add any additional attributes required into the attribute contract and contract fulfillment.
6. In Protocol Settings: Allowable SAML Bindings, enable POST, and Redirect.
5. Export the metadata for the newly-created SP connection.

6. Export the signing certificate public key.

Configure the PingFederate IdP connection for Jive
1. Sign on to the Jive Admin Console and go to People - Settings — Single Sign-On - SAML.
2. On the IdP Metadata tab, copy the contents of the metadata file into the metadata field.
3. Click Save All SAML Settings.

4. On the User Attribute Mapping tab, map the user attributes in the Jive profile to the attributes that you configured in
PingFederate.

5. Optional: Select Group Mapping Enabled if you want to assign users to groups with a group attribute passed in the
assertion.

6. Click Save Settings.

Configuring SAML SSO with Jive and PingOne for Enterprise

Learn how to configure SAML SSO with Jive and PingOne for Enterprise.
About this task

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.

Reference Description

Jiveinstance The host and port for the Jive instance.

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.
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Create a PingOne for Enterprise Application for Jive
1. Sign on to the Jive Admin Console and enable single sign-on:
1. Go to People - Settings - Single Sign-On - SAML.
2. Check Enabled.
3. Click Save.
4. Restart Jive.

@ Note

Until SAML configuration is complete, you'll need to sign on by going directly to the admin console,
http://jiveinstance/admin.

2. Download the Jive Metadata from http://jiveinstance/saml/metadata .
3. Sign on to PingOne for Enterprise and click Applications.

4. 0On the SAML tab, click Add Application.

T
— 8] X
m PingOne - My Applications x +

& C @ admin.pingone.com/web-portal/cas/connections#/ w e

My Applications  Application Catalog PinglD SDK Applications OAuth Settings

My Applications

SAML
—

Applications you've added to your account are ksted here, You can search by application name, descnption or entityld

« Aclive applications are enabled for single sign-on (SSO)
« Details displays the application details

Application Name Status Enabled

Use the button below to add your first application

Add Appication ~ Pause Al SSO @

Search Appiication Catalog
New SAML Application

Request Ping Identity add a new application to the application catalog

5. Click Search Application Catalog and search for Jive.

6. Click the Jive - Production row or click Jive - UAT for a non-production environment.
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m PingOne - Application Catalog x +

« = C & admin.pingone.com/web-portal/cas/applicationcatalog 4+ 4 b ) e

My Applications Application Catalog PinglD SDK Applications OAuth Settings

Application Catalog "

Browse for the application you want to add or search for it by nama. Don't see the application you'rs looking for? Fill out our Applcation Requast Fom

pve Search

Application Name

Jive - Production SAML with Provisioning (API1)

m Jive - UAT SAML with Provisioning (API)

7. Click Setup.

8. Select the appropriate signing certificate from the list.

9. Review the steps, and note the PingOne for Enterprise SaaS ID, IdP ID, Single Sign-on URL, and Issuer values.
10. Click Continue to Next Step.

11. On the Upload Metadata row, click Select File, and upload the Jive metadata file that you previously downloaded.
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PingOne - Application Catalog X + - z o~
& - C @& adminpingone.com/web-portal/cas/applicationcatalog?x=zeHOIEk6qHA * B e
2. Connection Configuration “
Assign the attribute values for single sign-on (SSO) to the application.
Upload Metadata @ Select File | OF use URL
ACS URL )
Replace the parameter(s) " ${customername; above with your configuration information
Entity ID e
Replace the parameter(s) ${customername; above with your configuration information
Target Resource @
Single Logout Endpoint @ | example com/slo_endpoint
Single Logout Response Endpoint @ | example.com/sloresponse.endpoint
Primary Verification Certificate @ = 056 File I
Secondary Verification Certificate @ =056 File | No file chosen
Force Re-authenticatone O
Encrypt Assertion @ [
Signing @ @ sign Assertion O Sign Response
Signing Algorithm @ | RSA_SHA256 v -

12. Click Continue to Next Step.

13. In the Attribute Mapping section, complete the attribute mappings as required.
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= (m] X
@ PingOne - Application Catalog X -+
’ & C #@ admin.pingone.com/web-portal/cas/applicationcatalog?x=zeHOIEk6gHA e » e
| Application Name “ Type

jive Jive - Production SAML with Provisioning (API)

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Attribute or Literal

Application Attribute Description
op P Value

Usermname

sAMAccountName : —
1 Map your account name attribute [as Literal

.
Advanced
First Name

2 givenName * First Name: givenName in AD Oas Literal
Advanced
Last Name

3 sn First Name: givenName in AD Oas Literal
Advanced
Email (Work)

4 mail Email address: mail in AD Oas Literal
Advanced

5 objectGUID ObjectGuid: objectGUID in AD Oas viteral

Advanced

14. Click Continue to Next Step.

15. Update the Name, Description, and Category fields as required.
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m PingOne - Application Catalag X + - o
|
} <« c 8 admin.pingone.com/web-portal/cas/applicationcatalog ?x=zeHOIEK6gqHA o » e
| Application Name
i @ Jive - Production SAML with Provisioning (AP1)
|
4. PingOne App Custc - Jive - Producti
lcon @
i
Select image
Name @ Jwe - Production .
|
. -
Description ® ;. combines powertul features of

customer community software,

collaboration sofware, social

networking & social media monitoring

Into the leading social business

solubon

Category ® Colaboration v
NEXT: Group Access Cancel Back Continue to Next Step
-
— - I —_— —— -

16. Click Continue to Next Step.

17. Add suitable user groups for the application.
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= (m] X
@ PingOne - Application Catalog X -+
’ & C #@ admin.pingone.com/web-portal/cas/applicationcatalog?x=zeHOIEk6gHA e » e
| Application Name “ Type

| jive Jive - Production SAML with Provisioning (API)

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group2, etc Search
Domain Administrators@directory Remove
Users@directory Remove

18. Click Continue to Next Step.

19. Review the settings.

Copyright © 2025 Ping Identity Corporation




Configuration Guides Jive

= [m} X
@ PingOne - Application Catalog X -+
’ & C #@ admin.pingone.com/web-portal/cas/applicationcatalog?x=zeHOIEk6gHA bxe » e :
| Application Name “ Type -
|
|
| @ Jive - Production SAML with Provisioning (API)
i
|
6. Review Setup
Test your connection to the application
|
| Icon @
Name @ Jive - Production
Description @ Jive combines powerful features of customer
community software, collaboration software, social
networking & social media monitoring into the leading
social business solution
Category @ Collaboration
Connection ID
You may need to configure these connection parameters as well
saasid
idpid
lssier e
= m} X
m PingOne - Application Catalog X +
& Cc & admin.pingone.com/web-portal/cas/applicationcatalog?x=zeHOIEk6qHA b » e

Encrypt Assertion @ false

|
| ACS URL
SP entityld

Initiate Single Sign-On (SSO) URL @ https://sso.connect. pingidentity.com/sso/sp/initssc

Single Sign-On (SSO) Relay State @
Single Logout Endpoint
Single Logout Response Endpoint
Force Re-authentication @ false
Signing Certificate Download

SAML Metadata Download

SAML Metadata URL https://admin-api.pingone.com/latest/metadata

Identity Bridge
Application Attribute Description Attribute or
Literal Value
1 sAMAccountName * Map your account name attribute Usermname
|
2 givenName * First Name: givenName in AD First Name
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20. Copy the Single Sign-On (SSO) URL value to a temporary location.

This is the IdP-initiated SSO URL that you can use for testing.
21. On the Signing Certificate row, click Download. You'll use this for the Jive configuration.
22. On the SAML Metadata row, click Download. You'll use this the Jive configuration.

23. Click Finish.

Configure the PingOne for Enterprise IdP connection for Jive

1. Sign on to the Jive Admin Console and go to People - Settings — Single Sign-On - SAML.
2. 0n the IdP Metadata tab, copy the contents of the metadata file into the metadata field.
3. Click Save All SAML Settings.

4. On the User Attribute Mapping tab, map the user attributes in the Jive profile to the attributes configured in PingOne for
Enterprise.

5. Optional: Select Group Mapping Enabled if you want to assign users to groups using a group attribute passed in the
assertion.

6. Click Save Settings.
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Lookout Secure Access

Configuring SAML SSO with Lookout Secure Access

The Ping Identity and Lookout SAML integration supports service provider (SP) and identity provider (IdP) initiated single sign-on
(SS0O).
What it is

Lookout Cloud Security (Lookout SSE platform) is a data-centric cloud security solution that protects users from internet-based
threats and protects data stored in cloud applications, private applications, and websites.

Lookout Cloud Security supports the following cloud security components:
Lookout Secure Internet Access
Protection for web or non-web internet-based traffic.
Lookout Secure Private Access
Protection for private application traffic.
Lookout Secure Cloud Access

Protection for cloud application traffic.

@ Note

Users must authenticate with your enterprise SSO provider during their initial access before accessing solutions such
as Secure Internet Access and Secure Cloud Access.

The Lookout Cloud Security platform leverages the user or user group context to enforce access and activity policies on cloud
apps, private apps, and websites.

What you’ll need

* Have a PingOne account. Learn more in Starting a PingOne trial (2.
« Verify that you can sign on to the PingOne admin console. Learn more in Accessing the PingOne admin console .

* Have a Lookout SSE platform account. To enroll in a Lookout SSE platform account, contact Lookout .
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What you’ll do

To configure SAML SSO with Lookout Secure Access:
1. Gather the service provider (Lookout Secure Access) metadata.
2. Configure the service provider in PingOne.
3. Configure the identity provider (PingOne) in Lookout.
4. Enable SSO for the Lookout management console, endpoint client, and proxy authentication.
5. Configure IdP-initiated sign-on for Lookout management console.

6. Test SSO with Lookout Secure Access.

Step 1: Gather the SP metadata

To use PingOne as an IdP, you'll capture SAML values from the Lookout Management console:
1. In the Lookout Management console, go to Administration - Enterprise Integration.
2. Go to Configuration - Single Sign-On.
3. On the SSO Groups tab, go to the default group.
4. In the SP Metadata column, click the Download icon.
The SP Metadata window opens.

5. Copy the Assertion Consumer Service (ACS) URL and Entity ID values.

Step 2: Configure the SP in PingOne

After you've captured the SAML values from Lookout Secure Access, you'll configure a SAML-based application in PingOne. This
gives PingOne the information it needs to communicate with the Lookout Cloud Security Platform so that the platform can
enforce policies based on user credentials.

1. In the PingOne admin console, go to Applications = Application Catalog and browse or search for Lookout Secure
Access.

2. Click the Lookout Secure Access entry to open the details panel.

3. For Quick Setup, enter the following information:
o ACS URL: Enter the Assertion Consumer Servicevalue that you copied previously.
o Entity ID: Enter the Entity ID value that you copied previously.

4. Click Next.

5. On the Map Attributes page, click Next.

6. On the Select Groups page, click Savewithout assigning groups.

This allows users to have access to all applications by default.
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@ Note

Assign groups to the application to restrict access to only those groups.

7. In Application Instances, select the Lookout Secure Access Application entry to open the Connection Details page.

8. On the Connection Details page, copy the IDP Metadata URL to use when configuring the SP.

Step 3: Configure the IdP in Lookout

Next, you'll link your PingOne instance to the Lookout Cloud Security Platform by configuring a new IdP instance. Lookout uses to
retrieve user information from PingOne.

1. In the Lookout Management Console, go to Administration = Enterprise Integration.
2. Go to Configuration = Single Sign-On.
3. On the SSO Providers tab, click New.
4. Enter or select the following values:
o Name: Enter a name that contains no more than 255 characters.
o Type: Select Identity Provider.
° SSO Group: Select Default.
o Metadata Link: Enter the IDP Metadata URL value that you copied from the PingOne.
5. Click Validate and confirm that the Management Console populates the Entity ID field.

6. Click Save.

Step 4: Enable SSO for the Lookout management console, endpoint client, and proxy authentication
After you've configured the service provider, you'll enable SSO for the Lookout Cloud Security Platform.

1. In the Lookout Management Console, go to Administration - System Settings = Enterprise Authentication.

2. In the Identity Provider list, choose the IdP that you created.

3. To enable the Management SSO, click the toggle.

4. To enable the Endpoint, click the toggle.

@ Note

The Native Proxy Authentication toggle is enabled by default and cannot be disabled.

5. Click Save.
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Step 5: Configure IdP-initiated sign-on for Lookout management console

Next, to set up IdP-initiated sign-on for the Lookout Management Console, you'll configure relay state on PingOne.
1. In the Lookout Management Console, go to Administration = System Settings = Enterprise Authentication.
2. In the Enterprise Single Sign-on Settings field, click Copy to copy the Relay State value.
3. In the PingOne admin console, go to Applications = Applications.
4. Click the Lookout Secure Access entry.
5. On the Overview tab, click Enable Advanced Configuration.
The Enable Advanced Configuration window opens.
6. Click Enable.
7. 0n the Configuration tab, click on the Pencil icon to edit the Connection Details.
8. In the Target Application URL field, paste the Relay State value that you copied from the Lookout Management Console.

9. Click Save.

Step 6: Test SSO with Lookout Secure Access.
After you've configured IdP-initiated sign-on, you'll verify that SSO works.
1. In the PingOne admin console, go to Applications = Applications.
2. Click the Lookout Secure Access entry.
3. On the Configuration tab, copy the Initiate Single Sign-On URL value.
4. Paste the URL in a new browser window and hit enter.

You are successfully redirected to the Lookout Management Console.
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Marketo

Configuring SAML SSO with Marketo and PingFederate

Learn how to enable Marketo sign-on from PingFederate (IdP-initiated sign-on).
Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

+ Populate Marketo with at least one user to test access.

* You must have administrative access to PingFederate.

Obtain your Munchkin Account ID

1. Sign on to the Marketo console as an administrator.
2. Select Admin in the toolbar.
3. Select Intergration in the left-hand pane.

4. Copy and Save your Munchkin Account ID.

Create an SP connection for Marketo in PingFederate
1. Sign on to PingFederate.
2. Configure using Browser SSO profile SAML 2.0.
3. Set Partner’s Entity ID to https://www.marketo.com/SAML/your-Munchkin-account-ID.
4. Enable the IDP-initiated SSO SAML Profile.

@ Note

Marketo does not currently support SP-initiated SSO.

5. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map the SAML_SUBJECT to your
email attribute.

6. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
login.marketo.com/saml/assertion/your-Munchkin-account-ID.

7.1n Protocol Settings: Allowable SAML Bindings, enable POST.

8. In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate and download it.
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Enable SAML SSO in Marketo
1. Sign on to the Marketo console as an administrator.
2. Select Admin in the toolbar.
3. Select Other Stuff in the left navigation pane.
4. Select Single Sign-On.

@ Note

If you don't see Single Sign-On, contact support@marketo.com to enable SAML for your account.

5. Next to SAML Settings, select Edit.

6. For the Issuer ID, enter the value you entered for the IdP Entity ID in PingFederate.
7. For the Entity ID, enter the value you entered for the IdP Entity ID in PingFederate.
8. For the User ID Location, click the In Name identifier element of Subject.

9. Click Browse next to Identity Provider Certificate and upload your public certificate.

10. Click Save.

Test the PingFederate IdP-initiated SSO Integration
1. Go to the PingFederate SSO Application Endpoint for the Marketo SP connection.
2. Authenticate with PingFederate.

You're redirected to your Marketo domain.

Configuring SAML SSO with Marketo and PingOne

Learn how to enable Marketo sign-on from PingOne (IdP-initiated sign-on).

Before you begin
+ Link PingOne to an identity repository containing the users requiring application access.
+ Populate Marketo with at least one user to test access.
+ Gather your Munchkin Account ID.

* You must have administrative access to PingOne and an admin account on Marketo.

Add the Marketo Application to PingOne

1. In PingOne, go to Connections - Applications and click the + icon.
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Pingldentity.

Environments
Sandbox - Phil

S— Applications @

< Connections Q, Search ( Filter n:ﬁ'

APPLICATIONS
Applications

IDENTITY PROVIDERS PingOne Admin Console

External IDPs

PingOne Application Portal
PING PRODUCTS Client ID: QD
PingFederate

PingOne Self-Service - MyAccount

Pingintelligence

2. When you're prompted to select an application type, select WEB APP and then click Configure next to SAML for the chosen
connection type.

3. Enter Marketo as the application name.

4. Enter a suitable description.

5. Optional: Upload an icon.

6. Click Next.

7. For Provide App Metadata, select Enter Manually.

8. For ACS URLS, enter https://login.marketo.com/saml/assertion/your-Munchkin-account-ID.

9. For EntityID enter https://login.marketo.com/saml/your-Munchkin-account-ID.
10. Choose the Signing Key to use and then click Download Signing Certificate to download as X509 PEM (.crt).
11. Leave SLO Endpoint and SLO Response Endpoint blank.
12. In the Subject NamelD Format list, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
13. Enter a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
14. Click Save and Continue.
15. Marketo expects an email address to identify a user in the SSO security assertion:

o If you use an email address to sign on through PingOne, click Save and Close.

o If you sign on with a username, in the PingOne User Attribute list, select Email Address to map that to the
SAML_SUBJECT, then click Save and Close.

16. Click the toggle to enable the application.
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17. On the Configuration tab of the newly-created Marketo application, copy and save the IDP Metadata URL value.

You'll need this when configuring SAML on Marketo.

~ CONNECTION DETAILS

Download
https://auth.pingone.eu
https://auth.pingone.eu saml|20/idp/slo
https://auth.pingone.eu, saml20/idp/sso

https://auth.pingone.eu, saml20/metadata/852de8c0-3f8d-4fa8-a405-74c5345f9d28

https://auth.pingone.eu sam|20/idp/startsso?spEntityld=https://login.marketo.com/saml/xxxxxxxx

Enable SAML SSO with Marketo
1. Sign on to the Marketo console as an administrator.
2. Select Admin in the toolbar.
3. Select Other Stuff in the left navigation pane.
4. Select Single Sign-On.

@ Note

If you don't see Single Sign-On, contact support@marketo.com to enable SAML for your account.

5. Select Edit next to SAML Settings.

6. For the Issuer ID, enter the value you entered for the IdP Entity ID in PingOne.

7. For the Entity ID, enter the value you entered for the IdP Entity ID in PingOne.

8. For the User ID Location, click the In Name identifier element of Subject.

9. Click Browse next to Identity Provider Certificate and upload your public certificate.

10. Click Save.

Test the PingOne IdP integration

1. Go to the PingOne Application Portal and sign on with a user account.

@ Note

In the Admin console, go to Dashboard = Environment Properties to find the PingOne Application Portal
URL.

2. Click the Marketo icon.

You're redirected to the Marketo website and signed on with SSO.
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Microsoft 365

Configuring SAML SSO with Microsoft 365 and PingFederate

Learn how to enable Microsoft 365 sign-on from a PingFederate URL (IdP-initiated sign-on) and direct Microsoft 365 sign-on using
PingFederate (SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.

* Make sure Microsoft 365 has a valid, non-default domain and is populated with at least one AD synced user in that domain
to test access.

* You must have administrative access to PingFederate and Microsoft 365.

* You must have access to run the Microsoft Azure Active Directory Module for Windows PowerShell.

Create a PingFederate SP connection for Microsoft 365

1. Download the Microsoft 365 SAML metadata from https://nexus.microsoftonline-p.com/federationmetadata/saml20/
federationmetadata.xml(Z,

2. Sign on to the PingFederate administrative console.
3. Create an SP connection for Microsoft 365 in Ping Federate:
1. Configure using Browser SSO profile SAML 2.0.
2. Import the metadata from the downloaded Microsoft 365 metadata file.
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO
m SP Initiated SLO

4. In Assertion Creation: Attribute Contract, extend the contract to add the attributes guid and
SAML_NAME_FORMAT.

5. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment map the following:

m SAML_SUBJECT to guid (guid should map to your attribute holding the Microsoft 365 user objectID and be in
Base64 binary format)

m SAML_NAME_FORMAT to urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.
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6. In Protocol Settings: Allowable SAML Bindings, enable POST and REDIRECT.
7. 1n Protocol Settings: Signature Policy, select Always Sign Assertion.
8. In Credentials: Digital Signature Settings, select the PingFederate signing certificate.
4. Save the configuration.
5. Export the signing certificate.
6. Export and then open the metadata file and copy the values for the following:
o entitylD
° Location entry for SSO (https://your-value/idp/SS0O.saml2 )

° Location entry for SLO (https://your-value/idp/SLO.saml2 )

Add the PingFederate connection to Microsoft 365

1. Open an elevated Windows PowerShell Command Prompt window on any internet-connected computer and type:

Scred = Get-Credential

2. Enter the username and password of your Microsoft 365 administrator account in the pop-up.

>
plindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms Windows PowerShell credential request
PS C:\Windows\system32> $cred=Get-Credential

cmdlet Get-Credential at command pipeline position 1
Supply values for the following parameters:
Credential
Enter your credentials.

Username: ’ € user@mydomain.com v ‘

Password: [ LI

3. Connect with MsolService.

Connect-MsolService -Credential Scred
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4. List your domains.

Get-MsolDomain

5. Select the domain for which you would like to enable SSO.

Sdom = "your-0365-domain”

6. Set the uri parameter to the PingFederate entityID value.

Suri ="your-entityID"

7.Set the url parameter to the PingFederate Location for SSO value.

Surl="your-Passive-Log-0On-Uri"

8. Set the logouturl parameter to the PingFederate Location for SLO value.

Slogouturl="your-Log-Off-Uri"

9. Open the downloaded signing certificate in Notepad, copy the encoded contents, and paste them into the command
below to set the certificate parameter.

Scert="your-certificate-contents"

10. Run the following command to setup SAML SSO for your domain.

Set-MsolDomainAuthentication °
-DomainName Sdom °
-FederationBrandName $dom °
-Authentication Federated °
-PassivelogOnUri $url °
-SigningCertificate Scert °

-IssuerUri Suri °

-LogO0ffUri Slogouturl °
-PreferredAuthenticationProtocol SAMLP

11. Run the following command to see the completed SSO settings.

Get-MSolDomainFederationSettings -DomainName "your-0365-domain” | Format-List *
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Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO application endpoint for the Microsoft 365 SP connection.

2. Complete PingFederate authentication.

You're redirected to your Microsoft 365 domain.

Test the PingFederate SP-initiated SSO integration
1. Go to https://portal.office.com .
2. Enter your email address.

3. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to Microsoft 365.

Configuring SAML SSO with Microsoft 365 and PingOne for Enterprise

Learn how to enable Microsoft 365 sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct Microsoft
365 sign-on using PingOne for Enterprise (SP-initiated sign-on).

Before you begin

« Link PingOne for Enterprise to an identity repository containing the users requiring application access. Learn more in
Connecting to an identity repository( in the PingOne for Enterprise documentation.

* Make sure Microsoft 365 has a valid, non-default domain and is populated with at least one AD synced user in that domain
to test access.

* You must have administrative access to PingOne for Enterprise and Microsoft 365.

* You must have access to run the Microsoft Azure Active Directory Module for Windows PowerShell.

Obtain the PingOne for Enterprise values for the Microsoft 365 application

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.

2. Search for Microsoft 365.

3. Expand the Microsoft 365 entry and click the Setup icon.
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Applicatlon Catalog “ Applications Application Catalog

Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Request Form.

Office 365 Search

Application Name ~  Type

G Office 365 SAML with Provisioning (API) ’

4. Click Continue to Next Step.
5. Copy the Issuer URI, Passive Log On Uri, and Log Off Uri values.
6. Download the signing certificate.

Office 365 Federation Settings

While configuring federation for Office 365, you will need to provide the following details when running the PowerShell cmdlets.

Issuer URI

Passive Log On Uri

Active Log On Uri

Log Off Uri

Metadata Exchange URI

Signing Certificate

Set Up Provisioning

Add the PingOne for Enterprise IdP Connection to Microsoft 365

1. Open an elevated Windows PowerShell Command Prompt window on any internet-connected computer and type:

Scred = Get-Credential

2. Enter the username and password of your Microsoft 365 administrator account in the pop-up.
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plindows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

Try the new cross-platform PowerShell https://aka.ms Windows PowerShell credential request

PS C:\Windows\system32> $cred=Get-Credential
cmdlet Get-Credential at command pipeline position 1

Supply values for the following parameters:
Credential

Enter your credentials.

Username: \ ﬂ user @mydomain.com ‘

Password: [ooooooooooo l

[ o ] conce

3. Connect with MsolService.

Connect-MsolService -Credential Scred

4. List your domains.

Get-MsolDomain

5. Enter the domain for which you would like to enable SSO.

Sdom = "your-0365-domain"

6. Set the uri parameter to the PingOne for Enterprise Issuer URI value.

Suri ="your-Issuer-URI"

7.Set the url parameter to the PingOne for Enterprise Passive Log On Uri value.

Surl="your-Passive-Log-On-Uri"

8. Set the logouturl parameter to the PingOne for Enterprise Log Off Uri value.
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$logouturl="your-Log-0ff-Uri"

9. Open the downloaded signing certificate in Notepad, copy the encoded contents, and paste them into the command
below to set the certificate parameter.

Scert=your-certificate-contents

10. Run the following command to set up SAML SSO for your domain.

Set-MsolDomainAuthentication °
-DomainName $dom °
-FederationBrandName S$dom °
-Authentication Federated °
-PassivelLogOnUri Surl °
-SigningCertificate Scert °

-IssuerUri Suri °

-LogO0ffUri $logouturl °
-PreferredAuthenticationProtocol SAMLP

11. Run the following command to see the completed SSO settings.

Get-MSolDomainFederationSettings -DomainName "your-0365-domain" | Format-List *

Complete the Microsoft 365 setup in PingOne for Enterprise

1. Continue editing the Microsoft 365 entry in PingOne for Enterprise.

@ Note

If the session has timed out, complete the initial steps to the point of clicking Setup.

2. Click Continue to Next Step until you reach the Attribute mapping page.
3. Map subject to SAML_SUBJECT.

4. Map guid to your attribute containing the Microsoft 365 user objectGUID.
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4. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Description Identity Bridge Attribute or Literal

Attribute Value

SAML_SUBJECT

Active Directory Attribute:

{ TILEE userPrincipalName Oas Lite
Advanced
myGUID

Sy Active Directory Attribute: -

2 guid objectGUID Oae

Advanced

5. Click Continue to Next Step twice.
6. Click Add for all user groups that should have access to Microsoft 365.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add

7. Click Continue to Next Step.

8. Click Finish.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with Microsoft 365 access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup -» Dock - PingOne Dock URL.

2. Complete PingOne for Enterprise authentication.

You're redirected to your Microsoft 365 domain.
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Sign On

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to https://portal.office.com .
2. Enter your email address.

3. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.

Sign On

You're redirected back to Microsoft 365.
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Mimecast

Configuring SAML SSO with Mimecast and PingFederate

Learn how to enable Mimecast sign-on from PingFederate (IdP-initiated sign-on) and direct Mimecast sign-on using PingFederate
(SP-initiated sign-on).

Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* Populate Mimecast with at least one user to test access.

* You must have administrative access to PingFederate.

Create the Mimecast metadata

1. In PingFederate, create a service provider (SP) connection for Mimecast:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to your-Mimecast-account-hosting-location-api.mimecast.com.accountcode .
3. Enable the following SAML profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfilment, map the SAML_SUBJECT to
your email attribute.

5. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
your-Mimecast-account-hosting-location-api.mimecast.com/sign on/saml.

6. In Protocol Settings: Allowable SAML Bindings, enable POST.

7.In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.

@ Note

Note the metadata URL for the newly-created Mimecast SP connection.

Add the PingFederate connection to Mimecast

1. Sign on to the Mimecast console as an administrator.

Copyright © 2025 Ping Identity Corporation




Configuration Guides

Mimecast

2. Select Administration on the lefthand pane.
3. Click the Services tab.
4. Select Application Settings.

5. Select Authentication Profiles.

MiMmecast’ Administration Console

Account Gateway Services Archive Directories~  Stationery Monitoring
You are here: Services > App

Application Settings 0 Dashboard

New Application Seningi Authentication Profiles = [Registered Applications = View ~

Q

E Description Group

Reporting

6. Click New Authentication Profile.

7. Select the Enforce SAML Authentication for Administration Console option.
The page expands to reveal the SAML Settings.

8. Under Provider, select Other.

9. Enter the Metadata URL for the Mimecast SP Connector in PingFederate.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO Application Endpoint for the Mimecast SP connection.
2. Authenticate with PingFederate.

You're redirected to your Mimecast domain.

Test the PingFederate SP-initiated SSO integration
1. Sign on to Mimecast(Z.
2. After you're redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to Mimecast.
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Configuring SAML SSO with Mimecast and PingOne

Learn how to enable Mimecast sign-on from the PingOne console (IdP-initiated sign-on) and direct Mimecast sign-on using
PingOne (SP-initiated sign-on).

Before you begin
* Link PingOne to an identity repository containing the users requiring application access.
+ Populate Mimecast with at least one user to test access.

* You must have administrative access to PingOne and a Super Admin account for an Enterprise Organization on Mimecast.

Add the Mimecast application to PingOne

1.In PingOne, go to Connections - Applications and click the + icon.

Pingidentity.

Environments
Sandbox - Phil

Sandbox ApplICatlonS °

ES < Connections Q. Search | Filter 7::|

APPLICATIONS
3 Applications by Application Name

Applications

IDENTITY PROVIDERS PingOne Admin Console

External IDPs

PingOne Application Portal
Client ID: QD

PING PRODUCTS

PingFederate
PingOne Self-Service - MyAccount

Pingintelligence

2. When you're prompted to select an application type, select WEB APP and then click Configure next to SAML for the chosen
connection type.

3. Enter Mimecast as the application name.

4. Enter a suitable description.

5. Optional: Upload an icon.

6. Click Next.

7. For Provide App Metadata, select Enter Manually.

8. In the ACS URL field, enter https://account-hosting-location-api.mimecast.com/login/saml .

9. Select the Signing Key to use and then click Download Signing Certificate to download as X509 PEM (.crt).

Copyright © 2025 Ping Identity Corporation




Configuration Guides Mimecast

10. For Entity ID, enter https://account-hosting-location-api.mimecast.com.accountcode .
11. Leave SLO Endpoint and SLO Response Endpoint blank.
12. In the Subject NamelD Format list, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
13. Enter a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
14. Click Save and Continue.
15. Mimecast expects an email address to identify a user in the SSO security assertion:

o If you use an email address to sign on through PingOne, click Save and Close.

o If you sign on with a username, in the PingOne User Attribute list, select Email Address to map that to the
SAML_SUBJECT, then click Save and Close.

16. Click the toggle to enable the application.
17. On the Configuration tab of the newly-created Mimecast application, copy and save the IDP Metadata URL value.
You'll need this metadata when configuring SAML on Mimecast.

~ CONNECTION DETAILS

Download
https://auth.pingone.eu/ NG

https://auth.pingone.eu/f | - - 2 0/idp/slo

https://auth.pingone.eu/{ G - 2 0/idp/sso

https://auth.pingone.eu/{ I s - 20/ metadata/c6¢91962-45a9-4379-84bf-77576fa582f7
https://auth.pingone.eu/{ N < - 2 O/idp/startsso?spEntityld=https://xx-api.mimecast.com/login/saml

Add PingOne as identity provider (IdP) in Mimecast

1. Sign on to Mimecast with an Admin account for your Enterprise Organization.
2. Go to Administration — Services — Applications.
3. Select Authentication Profiles.
4. Select New Authentication Profile.
5. Enter a Description for the new profiled.
6. Select Enforce SAML Authentication for Administration Console.
7. For Provider, select Other.
8. In the Metadata URL field, enter the URL value that you copied previously.
9. Go to Administration — Services = Applications.
10. Click Lookup to find the authentication profile that you created.

11. Click Save and Exit.
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Test the PingOne IdP integration

1. Go to the PingOne Application Portal and sign on with a user account.

@ Note

In the Admin console, go to Dashboard = Environment Properties to find the PingOne Application Portal
URL.

2. Click the Mimecast icon.

You're redirected to the Mimecast website and logged in with SSO.

Test the PingOne SP integration

1. Go to login.mimecast.com(Z, and choose the option to sign on with SSO. Enter your email address only.

2. In the PingOne sign-on prompt, enter your PingOne username and password.

Sign On

You're redirected back to Mimecast and signed on.

Copyright © 2025 Ping Identity Corporation



https://login.mimecast.com/u/login/?gta=apps&_ga=2.197221231.1597895005.1652085427-1344334576.1645445521#/login
https://login.mimecast.com/u/login/?gta=apps&_ga=2.197221231.1597895005.1652085427-1344334576.1645445521#/login

Configuration Guides Namely

Namely

Configuring SAML SSO with Namely and PingFederate

Learn how to enable Namely sign-on from the PingFederate console (IdP-initiated sign-on) and direct Namely sign-on using
PingFederate (SP-initiated sign-on).

Before you begin

* PingFederate should be configured to authenticate against an identity provider (IdP) or datastore containing the users
requiring application access.

* Populate Namely with at least one user to test access.

* You must have administrative access to PingFederate.

Create the Namely metadata

1. In PingFederate, create a service provider (SP) connection for Namely:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://your-subdomain.namely.com/saml/metadata .
3. Enable the following SAML profiles:
m |dP-Initiated SSO
m SP-Initiated SSO

4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfilment, map the SAML_SUBJECT to
your email attribute.

5. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
your-subdomain.namely.com/saml/consume .

6. In Protocol Settings: Allowable SAML Bindings, enable POST.
7.In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.

8. Note the metadata URL for the newly-created Namely SP connection.

Add the PingFederate connection to Namely

1. Sign on to the Namely console as an administrator.

2. Select Company on the top navigation bar.
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3. Click the Settings tab.

4. In the left navigation pane, click Login Page.

5. In the Login Methods section, click SAML.

6. Enter the Identity Provider SSO URL from PingFederate.

7. Copy and paste the IdP Provider Certificate value into the Identity provider certificate.

8. Enter the SAML Metadata URL from PingFederate.

Company

Reports Goals

General )
Login methods

Company Info

Please determine which Logir

Home Page Updates

Notifications

Employee Data

SAML Metadata

9. Click Save.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO Application Endpoint for the Namely SP connection.
2. Authenticate with PingFederate.

You're redirected to your Namely domain.

Test the PingFederate SP-initiated SSO integration

1. Go to https://your-subdomain.namely.com/users/login.
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2. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to Namely.

Configuring SAML SSO with Namely and PingOne

Learn how to enable Namely sign-on from the PingOne console (IdP-initiated sign-on) and direct Namely sign-on using PingOne
(SP-initiated sign-on).

Before you begin
+ Link PingOne to an identity repository containing the users requiring application access.
+ Populate Namely with at least one user to test access.

* You must have administrative access to PingOne and an Admin account on Namely.

Add the Namely application to PingOne

1.In PingOne, go to Connections - Applications and click the + icon.

MPingidentity.

Environments
Sandbox - Phil

Sandbox Applications [+

B3 < Connections Q. Search '( Filter ,::'

APPLICATIONS
3 Applications by Application Name

Applications

IDENTITY PROVIDERS PingOne Admin Console

External IDPs

PING PRODUCTS

PingOne Application Portal

PingFederate

PingOne Self-Service - MyAccount

Pingintelligence

2. When you're prompted to select an application type, select WEB APP and then click Configure next to SAML for the chosen
connection type.

3. Enter Namely as the application name.
4. Enter a suitable description.
5. Optional: Upload an icon.

6. Click Next.
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7. For Provide App Metadata, select Enter Manually.

8. In the ACS URLS field, enter https://your-subdomain.namely.com/saml/consume .

9. In the Entity ID field, enter https://your-subdomain.namely.com/saml/consume .
10. Select the Signing Key to use and then click Download Signing Certificate to download as X509 PEM (.crt).
11. Leave SLO Endpoint and SLO Response Endpoint blank.
12.In the Subject NamelD Format list, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
13. Enter a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
14. Click Save and Continue.
15. Namely expects an email address to identify a user in the SSO security assertion:

o If you use an email address to sign on through PingOne, click Save and Close.

o If you sign on with a username, in the PingOne User Attribute list, select Email Address to map that to the
SAML_SUBJECT, then click Save and Close.

16. Click the toggle to enable the application.
17. On the Configuration tab of the newly-created Namely application, copy and save the IDP Metadata URL value.
You'll need this when configuring SAML on Namely.

~ CONNECTION DETAILS

Download

https://aumpingoneeu/_
https://auth.pingone.eu/f | - - 2 0/idp/slo

https://auth.pingone.eu/{ N < - 2 0/idp/sso

https://auth.pingone.eu/{| NG s - 20/ metadata/c6¢91962-45a9-4379-84bf-77576fa582f7
https://auth.pingone.eu/_samI20/|dp/startsso?spEntityld:https://xx—api.mimecast.com/login/saml

Enable SAML SSO in Namely

1. Sign on to the Namely console as an administrator.

2. Select Company on the top navigation bar.

3. Click the Settings tab.

4. In the left navigation pane, click Login Page.

5. In the Login Methods section, click SAML.

6. In the Identity Provider SSO URL field, enter the Initiate Single Sign-On URL value from PingOne.
7. Copy and paste the IdP Provider Certificate value into the Identity provider certificate field.

8. In the SAML Metadata field, enter the IdP Metadata URL value from PingOne.
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Company

Repons Goals

General )
Login methods
Company Info
Please determine whic will U ely. E
v 1Sing: eithe eir Nan nly the ent
SAML Settings

Employee Data

Sroups SAML MOtadata

9. Click Save.

Test the PingOne IdP integration

1. Go to the PingOne Application Portal and sign on with a user account.

@ Note

In the Admin console, go to Dashboard - Environment Properties to find the PingOne Application Portal
URL.

2. Click the Namely icon.

You're redirected to the Namely website and logged in with SSO.

Test the PingOne SP integration

1.Go to https://your-subdomain.namely.com/users/login and enter your email address only.

2. In the PingOne sign-on prompt, enter your PingOne username and password.
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Sign On

You're redirected back to Namely and signed on.
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Osano

Configuring SAML SSO with Osano and PingOne

Learn how to enable Osano sign-on from the PingOne console (IdP-initiated sign-on) and direct Osano sign-on using PingOne (SP-
initiated sign-on).

Before you begin
* Link PingOne to an identity repository containing the users requiring application access.
+ Populate Osano with at least one user to test access.

* You must have administrative access to PingOne and an Admin account for an Enterprise Organization on Osano.

Add the Osano application to PingOne

1.In PingOne, in the left menu, click Connections, then Applications.

2. To add a new application, click the + icon next to the Applications heading.

WPingldentity

Sandbox - Phil ; . .
Sandbor Applications @

< Connections Q Filter

3 Applications by

PingOne Admin Console

PingOne Application Portal

PingFederate
PingOne Self-Service - MyAccount

Pinginteligence

3. Select Web App when prompted to select an application type and click Configure next to SAML for the chosen connection
type.

4. Enter Osano as the application name.

5. Enter a suitable description.
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6. Upload an icon if desired.

7. Click Next.

8. For Provide App Metadata, select Manually Enter.

9. For ACS URL, enter the value: https://auth.osano.com/saml2/idpresponse .
10. Select the Signing Key to use and click Download Signing Certificate to download as X509 PEM ( .crt).
11. For Entity ID, enter the value: urn:amazon:cognito:sp:us-east-1_7GtagkRKw .

@ Note

Leave SLO Endpoint and SLO Response Endpoint blank. Osano does not support single logout (SLO).

12. In the Subject NamelD Format list, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
13. Set a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
14. Click Save and Continue.

15. Change the saml_subject attribute to Email Address.

@ Note

Osano expects an email address to identify a user in the SSO security assertion.

16. Select Add Attribute and Ping One Attribute and enter http://schemas.xmlsoap.org/ws/2805/85/identity/claims/
emailaddress as the Application Attribute.

Map this to the PingOne User Attribute for Email Address.

17. Select Add Attribute and Ping One Attribute and enter http://schemas.xmlsoap.org/ws/2805/85/identity/claims/
name as the Application Attribute.

Map this to the PingOne User Attribute for Name.
18. Click Save and Close.
19. Enable user access to this new application by moving the toggle to the right.

20. On the Configuration tab of the newly created Osano application, download the metadata.

~ CONNECTION DETAILS

https://

‘auth.pingone.e
https://auth.pingone.e [sam|20/idp/slo
https://auth.pingone.e 'sam|20/idp/sso
https://auth.pingone.e [sam|20/metadata/863db32b-5cfe-44d9-bf92-2f4a3de191c7

https://auth.pingone.e 'sam|20/idp/startsso?spEntityld=urn:amazon:cognito:sp:us-east-1_7GtagkRKw

Copyright © 2025 Ping Identity Corporation




Configuration Guides Osano

Add PingOne as the identity provider (IdP) to Osano

1. Open a Support request with your Osano Support Representative and supply the Metadata File exported in the previous
procedure. This file should contain the following:

o ldentity Provider Issuer
o ldentity Provider Single Sign-On URL
o X.509 Certificate

Osano configures these settings for your account, and the connection is established.

Test the PingOne IdP integration
1. Go to the PingOne SSO Application Endpoint for the Osano SP connection.
2. Complete the PingOne authentication.

You're redirected to your Osano domain.

Test the PingOne SP connection
1. Go to https://my.osano.comJ, select the option to sign on with SSO, and enter your email address only.
You're redirected and presented with a PingOne sign on prompt.

2. Enter your PingOne username and password.

Sign On

After successful authentication, you're redirected back to Osano and signed on.
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RingCentral

Configuring SAML SSO with RingCentral and PingFederate

Learn how to enable RingCentral sign-on for the PingFederate console (IdP-initiated sign-on) and direct RingCentral sign-on using
PingFederate (SP-initiated sign-on).

Before you begin
+ Configure PingFederate to authenticate against an IdP or datastore containing the users that need application access.
+ Populate RingCentral with at least one user for testing access.

* You must have administrative access to PingFederate and RingCentral.

Export the PingFederate metadata

1. In the PingFederate administrative console, go to System - Protocol Metadata -» Metadata Export.
2. Select | am the identity provider then click Next.
3. On the Metadata Mode tab, select Select information to include in metadata manually. Click Next.
4. On the Protocol tab, click Next.
5. On the Attribute Contract tab, click Next.
6. On the Signing Key tab, select a signing certificate. Click Next.
7. Optional: On the Metadata Signing tab, select a certificate to sign the metadata XML file. Click Next.
8. On the XML Encryption Certificate tab, click Next.
9. On the Export & Summary tab, click Export.

10. Save the metadata.xml file.

11. Click Done.

Configure RingCentral for SSO
1. In the RingCentral administrative console, go to More - Security and Compliance - Single Sign-on.
2. Select Set up SSO by yourself.
3. Upload the PingFederate metadata that you downloaded previously.

4. Select the email attributes to map.

Copyright © 2025 Ping Identity Corporation




Configuration Guides RingCentral

5. In the Certificate Management section, upload the certificate and set it as the primary.
6. Download the RingCentral SP metadata file.

7. Toggle Enable SSO and click Save.

Create a PingFederate SP connection for RingCentral

1. In the PingFederate administrative console, go to Applications = SP Connections = Create Connection.
2. Configure using Browser SSO profile SAML 2.0.
3. Import the RingCentral metadata file that you downloaded previously.
4. Enable the following SAML profiles:
° IdP-Initiated SSO
° SP-Initiated SSO

5. In Assertion Creation: Attribute Contract, next to SAML_SUBJECT, map the Subject Name Format to
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

6. In Assertion Creation: Authentication Policy Mapping: Attribute Contract Fulfillment, map SAML_SUBJECT to your email
attribute.

7. In Protocol Settings: Allowable SAML Bindings, enable POST and REDIRECT.
8. In Credentials: Digital Signature Settings, in the Signing Certificate list, select your signing certificate.

9. Note the SSO Application Endpoint for your newly-created SP connection.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the RingCentral SP connection.
2. Authenticate with PingFederate.

You're redirected to RingCentral.

Test the PingFederate SP-initiated SSO integration
1. Go to https://service.ringcentral.com/login/startupSSOLogin.html (2.
2. Enter your email address and click Submit.

3. After you're redirected to PingFederate, enter your PingFederate username and password. s+ You're redirected to
RingCentral.
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Salesforce Configuration Guides

Salesforce

Configuring SAML SSO with Salesforce and PingFederate

Enable Salesforce sign-on from a PingFederate URL (IdP-initiated sign-on) plus single logout (SLO).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate Salesforce with at least one user to test access.

* You must have administrative access to PingFederate and Salesforce.

Create a PingFederate SP connection for Salesforce

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for Salesforce in PingFederate:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to Entity ID.
m Enable the following SAML Profiles:
m IDP-Initiated SSO
m SP Initiated SSO
m IDP-Initiated SLO
m SP Initiated SLO

3. In Assertion Creation - Authentication Source Mapping - Attribute Contract Fulfillment, map the
SAML_SUBJECT to the attribute containing the Salesforce username.

4. In Protocol Settings = Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to ACS URL.
5. In Protocol Settings = SLO Service URLs, set Binding to POST and set Endpoint URL to SLO URL.

6. In Protocol Settings = Allowable SAML Bindings, enable POST.

7.In Credentials - Digital Signature Settings, select the PingFederate Signing Certificate.

8. In Credentials — Signature Verification, set Trust Model to Unanchored.

9. In Credentials - Signature Verification - Signature Verification Certificate, select the PingFederate Signing
Certificate.
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@ Note

This certificate is a placeholder and will be replaced with a Salesforce certificate.

3. Export the metadata for the newly created Salesforce SP connection.

4. Export the signing certificate.

Add the PingFederate IDP Connection to Salesforce

1. Sign on to your Salesforce domain as an administrator.

2. Click the Gear icon, then go to Setup - Identity = Single Sign-On Settings.
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Single Sign-On Settings
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b —a|
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) NotAcaicn Budser Single Sign-On Settings oo et oo @
SETTINGS Cavigpae sogie sz on 0 00 b K SAerie she Aars N SEEII € (O VR €W €T semerds Yous 00 3 cdhum Py he bofowneg (plons Sralatte by soage ser o
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3. On the Single Sign-On Settings page, click Edit.

SETUP

Single Sign-On Settings

Single Sign-On Settings

Configure single sign-on in order to authenticate users in salesforce.com from external environments.

« Delegated authentication Is a single sign-on method that uses a Web service call sent from salesfor
« Federated authentication, a single sign-on method that uses SAML assertions sent to a Salesforce ¢

SAML Assertion Validator

4. Select the SAML Enabled check box to enable the use of SAML single sign-on. Click Save.
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Single Sign-On Settings

Save | | Cancel

Delegated Authentication

Disable login with Salesforce credentials BIr

Federated Single Sign-On Using SAML

SAML Enabled
Cancel

5. Click New From Metadata File.

SAML Single Sign-On Settings New lNew from Metadata File !New from Metadata URL
No SAML Single Sign-On Settings

6. Click Choose File, select the metadata that you downloaded from PingFederate, and click Create.

SAML Single Sign-On Settings

Create configuration using an XML file (1 MB or smaller) containing SAML 2.0 settings

Create | | Cancel

Metadata File Choose File |[No file chosen

7. In the Identity Provider Certificate section, click Choose file and select the signing certificate that you downloaded from
PingFederate.

The summary screen opens.

8. Clear the Single Logout Enabled check box if you don't require single logout.
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The summary page opens.

SAML Single Sign-On Settings
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Custom Logeut URL
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Use Selected Request Signatere Method for
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9. Click Save.

10. On the summary page for the configuration that you saved in the previous step, click Edit.

SAML Single Sign-On Settings
Back to Single Sian-On Settings
Name -3 Sw W= WO
SAML Version 20

Delete | Clone  Download Metadata  SAML Assertion Validator

11. Click the link on the Request Signing Certificate line.

Identity Provider Certificate

Request Signing Certificate
Request Signature Method

SelfSignedCert_02Feb2021_175028

CN=Signing cert, O=PingTest, C=UK
Expiration: 19 Jan 2022 16:12:04 GMT

RSA-SHA256

12. Click Download Certificate.
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Certificates
Certificate and Key Detail Edit | Delete

Label  SelfSignedCert_02Feb2021_175028
Type  Self-Signed
Expiration Date  02/02/2022, 12:00
Key Size 2048

Import the Salesforce certificate into PingFederate

1. Sign on to the PingFederate administrative console.
2. Open the Salesforce SP connection and click Signature Verification Certificate.
3. Delete the placeholder certificate and upload the certificate that you downloaded from Salesforce.

4. Save the configuration.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO application endpoint for the Salesforce SP connection.
2. Complete PingFederate authentication.

You're redirected to your Salesforce domain.
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Configure direct Salesforce sign-on using PingFederate (SP-initiated sign-on) plus single logout (SLO)
Before you begin

* You must first enable IdP-initiated sign-on.
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Enable PingFederate authentication in Salesforce

1. Sign on to your Salesforce domain as an administrator.

2. Click the Gear icon, then go to Setup - Company Settings -» My Domain.

SETTINGS
v Company Settings
Business Hours
> Calendar Settings
Company Information
Critical Updates
Data Protection and Privacy
Fiscal Year
Holidays
Language Settings
Maps and Location Settings

My Domain

3. Make a note of your domain name, such as https://your-company.my.salesforce.com.

4. In the Authentication Configuration section, click Edit.
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Authentication Configuration

Login Page Type = Standard
Authentication Service  Login Form
Logo File
Background Color
Right Frame URL

Use the native browser for user
authentication on iOS

Use the native browser for user
authentication on Android

5.1n the Authentication Service list, select YourPingFederate. Click Save.

Authentication Configuration

Authentication Configuration | Save |} Cancel |Reset to Default

Login Page Type | Standard v |

Authentication Service
OJ Login Form

ourPingFederate

@ Note

The "YourPingFederate" entry was created as a result of the IdP-initiated login tasks above.

Configuration is complete.
Salesforce will now redirect to PingFederate for authentication of all new sessions.

You should also select the Login Form check box during the testing phase in case of authentication issues. Testers will be offered
the option of the standard Salesforce login form or PingFederate authentication. After you've successfully tested authentication
against PingFederate, you can clear the Login Form check box so that authentication automatically defaults to PingFederate.

Test the PingFederate SP-initiated SSO integration

1. Go to your Salesforce domain.
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@ Note

If the Login Form check box is still selected, the Salesforce sign on screen still displays, and you're offered a
choice of Salesforce sign on or PingFederate sign on, select PingFederate.
If you've cleared the Login Form check box, you're not offered a choice.

2. When you are redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to Salesforce.

Quarterly Performance Assistamt
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Configuring SAML SSO with Salesforce and PingOne for Enterprise

Enable Salesforce sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) plus single logout (SLO).
Before you begin

« Link PingOne for Enterprise to an identity repository containing the users requiring application access.

* Populate Salesforce with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and Salesforce.

Extract the PingOne for Enterprise metadata for Salesforce

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.

2. Search for Salesforce.
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My Applications Application Catalog PinglD SDK Applications OAuth Settings

Application Catalog "

Browse for the application you want fo add or search for 2 by name. Doa't see the appication you're looking foe? Fill out our A
o Y Y 9

salesforce Search

Appication Name

- Salesforce SAML with Provisioning (AP1) '
- Salesforce - With Just-in-time Provisioning SAML with Provisioning (JIT) ’
° Salestorce Communities SAML with Provisioning (API) [ 2
a Salesforce Communities Sandbox SAML with Provisioning (API) ’
- Salesforce Marketing Cloud SAML ’
ey Salesforce Marketing Clowd - Sandbox SAML [ 2
- Salesforce Sandbox SAML with Provisioning (AP1) >

3. Expand the Salesforce entry and click the Setup icon.

4. Click Continue to Next Step until you're on the Group Access page.

@ Note

You'll configure the application settings later through metadata.

5. Click Add for each user group that should have access to Salesforce.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

Search

Users@directory Remove

Domain Administrators@directory Add
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6. Click Continue to Next Step.
7. Download the PingOne for Enterprise signing certificate and SAML metadata.

8. Click Finish.

Single Logout Response Endpoint
Force Re-authentication @ false
Signing Certificate § Download
SAML Metadata | Download

Add the PingOne for Enterprise IdP Connection to Salesforce

1. Sign on to your Salesforce domain as an administrator.

2. Click the Gear icon (), then go to Setup - Identity - Single Sign-On Settings.
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3. On the Single Sign-On Settings page, click Edit.
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SETUP

Single Sign-On Settings

Single Sign-On Settings

Configure single sign-on in order to authenticate users in salesforce.com from external environments.

« Delegated authentication is a single sign-on method that uses a Web service call sent from salesfory
« Federated authentication, a single sign-on method that uses SAML assertions sent to a Salesforce ¢

SAML Assertion Validator

4. Select the SAML Enabled check box to enable the use of SAML SSO. Click Save.

Single Sign-On Settings

| Save | | Cancel |

Delegated Authentication

Disable login with Salesforce credentials O[3

Federated Single Sign-On Using SAML

SAML Enabled

M ' Cancel |

5. Click New From Metadata File.

SAML Single Sign-On Settings New |New from Metadata File !New from Metadata URL

No SAML Single Sign-On Settings

6. Click Choose File, select the SAML metadata file that you downloaded from PingOne for Enterprise, and click Create.
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SAML Single Sign-On Settings

Create configuration using an XML file (1 MB or smaller) containing SAML 2.0 settings

'Create | | Cancel

Metadata File Choose File |No file chosen

'Cancel |

The summary screen opens.

7. 0n the Identity Provider Certificate line, click Choose File and select the signing certificate that you downloaded from
PingOne for Enterprise.

8. Set Service Provider Initiated Request Binding to HTTP POST.
9. Set Single Logout Request Binding to HTTP POST.
10. Clear the Single Logout Enabled check box if you don't require single logout.

The summary screen will resemble the following:

SAML Single Sign-On Settings e v e Poge O
Laee Saww & New  Canent
[T |F"‘?°"' AP N lW"
AW weeveen 20
Wawer | hiaps ipingone comdpice-1 N T )
ertiny Proveter Coteste l o e | L (1) ea Corvent Cortleste g:..<-w'o~° cmngmo"-n Certicate (2021) O=Ping idestty LeOenver
Eepeation 21 Jan 2004 47 1452 GNIT

Wemorst Bgung Cotoate [ SqSignedCent_02F eb2021_175028 v
Meqaesl Lagrstare Ve oot ns“ sw“ -

Astartun Coiryphen Conbuste | Agsetion not encrypled )

Asterion contans T Federabon 1D bor he User ctpedt
Amarion contans T User © Som e User styect

SAVL isentey Locamon | i Moty 1 in e Nameteriter eloment of Be Subject statement
]

SAML Mesny Trpe |.a-umzmuu--sn-mm-u

Servics Prowicer intansed Request Dincng | @ HTTP POST

HTTP Redenit

WHTg The metacats fie 1Gecies mulighe Ladngs 4 Be oge LRL
ety Provider Logen USRS | htps 11550 connect pingidentity ComVssotdp/SSO sami2 idpid=60bEcc)d. 11,
Cumtom Logout URL
Contim frves USEL
Lnghe | ogrs Uaohied '
Use Setmrted Regurs! Lgnstre Wethod bor
Snge Lrgowt
Mdentity Prowider Single Logout URL | haps (1530 conmect pingidentity comissa'SLO samQ
Saghe Logint Roquest g @ HTTP POST
HITH Bedestt

Warrang The metadals e sgeciies raighe Lasings S Be e ket L1

11. Ignore the metadata file warnings and click Save.

12. Click Download Metadata to save the Salesforce metadata.
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Endpoints
View SAML endpoints for your organization, communities, or custom domains
Your Organization

Login URL  httpsi/jj «= +&= my.salesforce.com

Logout URL  https:/ « «&=" my salesforce com/services/auth/sp/sami2iogout
OAuth 2.0 Token Endpoint  hitps /) e 1d=" my salesforce com/services/oauth2/token

Edit | |Delete| | Clone | [Download Metadata | SAML Assertion Validator

Import the Salesforce metadata into PingOne.

1. Sign on to PingOne for Enterprise and go to Applications - My Applications.
2. Expand the Salesforce entry and click Edit.

3. Click Continue to Next Step.

4. Click Select File and select the metadata file that you downloaded from Salesforce.

Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @ Select File |JOr use URL

The ACS URL, Entity ID, Single Logout Endpoint, and Primary Verification Certificate fields should now be populated.
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Application Name

Salesforce

Type Status

SAML Active

Enabled

2. Connection Configuration

Assign the attribute values for single sign-on (SSO) to the application

Upload Metadata o

ACS URL

Entity ID

Target Resource @
Single Logout Endpoint @

Single Logout Response
Endpoint @

Primary Verification Certificate @

Secondary Verification Certificate
]

Force Re-authentication @

Encrypt Assertion @
Signing @

Signing Algorithm @

Uploaded file:SAMLSP-00D4L000000CzhM (2).xmi

Select File | Oruse URL

https:/prITd my.salesforce.com

https:/|n mM | my.salesforce.com

https /=™ T my.salesforce.com/servit

No file chosen

sami20metadata.cer
Choose File | No file chosen

(m]

[m]
@ Sign Assertion O Sign Response

RSA_SHA1 v

5. Click Continue to Next Step on the remaining pages then click Finish.

@ Note

This step assumes that your usernames in Salesforce match the ones in PingOne for Enterprise. If this is not
the case, then you must map the expected Salesforce username value on the third page.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with Salesforce access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup -» Dock = PingOne Dock URL.

2. Complete PingOne for Enterprise authentication.

You're redirected to your Sa

lesforce domain.
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Configure direct Salesforce sign on using PingOne (SP-initiated login) plus SLO
Before you begin

* You must first enable identity provider (IdP)-initiated sign-on.
Enable PingOne authentication in Salesforce

1. Sign on to your Salesforce domain as an administrator.

2. Click the Gear icon, then go to Setup - Company Settings -» My Domain.
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3. Make a note of your domain name, for example, https://your-company.my.salesforce.com

SETTINGS
v Company Settings
Business Hours
> Calendar Settings
Company Information
Critical Updates
Data Protection and Privacy
Fiscal Year
Holidays
Language Settings
Maps and Location Settings

My Domain

4. In the Authentication Configuration section, click Edit.

Authentication Configuration

Login Page Type  Standard
Authentication Service  Login Form
Logo File
Background Color
Right Frame URL

Use the native browser for user
authentication on i0OS

Use the native browser for user
authentication on Android

5. In the Authentication Service list, select PingOne. Click Save.
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SETUP

::} My Domain

Authentication Configuration Cancel Reset to Default

Login Page Type | Standard v

Authentication Service -
__ Login Form

@ Note

This entry was created as a result of the IdP-initiated sign-on task.

Configuration is complete.

@ Note

Salesforce will now redirect to PingOne for authentication of all new sessions. You should also select the Login Form
check box during the testing phase in case of authentication issues.

Testers will be offered the option of the standard Salesforce login form or PingOne authentication.

After you've successfully tested authentication, you can clear the Login Form check box so that authentication
automatically defaults to PingOne.

Test the PingOne SP-initiated SSO integration

1. Go to your Salesforce domain.

@ Note

If the Login Form check box is still selected, the Salesforce sign-on screen still displays, and you're offered a
choice of Salesforce sign on or PingOne sign, select PingOne.
If you've cleared the Login Form check box, you're not offered a choice.

2. When you are redirected to PingOne, enter your PingOne username and password.

After successful authentication, you're redirected back to Salesforce.
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SAP Netweaver

Configuring SAML SSO with SAP Netweaver and PingFederate

Learn how to configure SAML SSO with SAP Netweaver and PingFederate.
Before you begin
Refer to the vendor documentation and complete the following:
1. Ensure that HTTPS is enabled for your SAP system.
2. Activate Secure Session Management.
3. Enable SAML 2.0 support:
1. Create a local provider.
2. Export metadata for local provider.
About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional

SAML_SUBJECT Username Required

Create a PingFederate SP connection for SAP Netweaver

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

1. Sign on to the PingFederate administrative console.
2. Using the details retrieved from SAP Netweaver:
1. Configure using Browser SSO profile SAML 2.0.
2. Enable the following SAML Profiles:
m |dP-Initiated SSO

m SP-Initiated SSO
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3.

3. In Assertion Creation: Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:1.1:nameid-
format:unspecified.

4. In Assertion Creation: Attribute Contract Fulfilment, map the attribute SAML_SUBJECT to the attribute username.
This should match the username for the user in SAP Netweaver.
5. In Protocol Settings: Allowable SAML Bindings, enable Post and Redirect.

Export the metadata for the newly-created SP connection.

4. Export the signing certificate public key.

Configure the PingFederate IdP connection for SAP Netweaver

1.

2.

10.

11.

Sign on to SAP Netweaver as an administrator.

Go to Trusted Partners and select Identity Providers.

. Click Add.

. Click Upload Metadata File, select the file that you downloaded from PingFederate, and click Next.
. On the Provider Name page, verify the data populated. Click Next.

. On the Signature and Encryption page, verify the data populated. Click Next.

. On the Single Sign-On Endpoints page, verify the data populated. Click Next.

. On the Single Logout Endpoints screen, verify the data populated. Click Next.

. Select Binding as HTTP POST. Click Finish.

Enable the provider.

Configuration is completed.

After testing, you can enable SP-initiated SSO for SAP Netweaver by editing the configuration in sap/opu/odata/iwfnd/
catalogservice.

Configuring SAML SSO with SAP Netweaver and PingOne for Enterprise

Learn how to configure SAML SSO with SAP Netweaver and PingOne for Enterprise.

Before you begin

Refer to the vendor documentation and complete the following:

1.

Ensure that HTTPS is enabled for your SAP system.

2. Activate Secure Session Management.

3.
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2. Export metadata for local provider.
About this task
The following table details the required and optional attributes to be configured in the assertion attribute contract.
Attribute Name Description Required / Optional

SAML_SUBJECT Username Required

Create a PingOne for Enterprise application for SAP Netweaver

@ Note

The following configuration is untested and is provided as an example. Additional steps might be required.

1. Sign on to PingOne for Enterprise and click Applications.

2. 0On the SAML tab, click Add Application.

- §] X
@ PirgOne - My Applications x +
& C 8 admin.pingone.com/web-portal/cas/connections#/ T N e
-
SAML
—

Applications you've acded to your account are listed here. You can search by application name, description or entityld

« Acfive apphcations are enabled for single sign-on (SSO)
« Detaus displays the application details

Application Name Slatus Enabled

ﬂ BambooHR SAML Aclive Yes™ Remove ’
m Box SAML Aclive Tves Remove >
n Dropbox SAML Aclive "Yes~ Remove >

simpieSAMLphp SAML Aclive Yes~ Remave >
Splunk Cloud SAML Active e Remove ’

Acd Application ~ Pause All SSO @

Search Application Calalog
I New SAML Application I

Request Ping Identity add a new application to the application cataiog

3. Enter the following:
° A suitable Application Name, such as SAP Netweaver .

o A suitable Application Description.
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° A suitable Category, such as Information Technology .

° (Optional) Upload an icon to be used in the PingOne for Enterprise dock.

PingOne - My Applications x +

€& > C @& adminpingone.com/web-portal/cas/connections#/ w » e

New Application SAML Incomplete No

1. Application Details

Application Name | SAP Netweaver

Application Description | SAP Netweaver

Category | Information Technology v’

Graphics Application lcon

For use on the dock

4. Click Continue to Next Step.
5. Select | have the SAML configuration.
6. In the Signing Certificate list, select a suitable signing certificate.

7. For Protocol Version, click SAML v.2.0.
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= (m] X
PingOne - My Applications X +
&« > C @ admin.pingone.com/web-portal/cas/connections#/ b* g » e

You will need to download this SAML metadata to configure the application:

Signing Certificate @ @ PingOne Account Origination Certificate (2021) v
SAML Metadata Download

Provide SAML details about the application you are connecting to:

Protocol Version @ SAMLv20 (O SAMLV 1.1

Upload Metadata @ Uploaded file:sapnetweaver.xml

Select File | ©Oruse URL

Assertion Consumer Service (ACS)
(2]

Entity ID @ :
Application URL @
Single Logout Endpoint @
Single Logout Response Endpoint @

Single Logout Binding Type @ @ Redirect O Post

Primary Verification Certificate @

Secondary Verification Certificate @ Choose File | No file chosen

8. Upload the metadata from your SAP Netweaver local provider configuration.
9. Click Continue to Next Step.
10. In the SSO Attribute Mapping section, add the following mapping for the SAML_SUBJECT:

° For Identity Bridge Attribute or Literal Value, select the appropriate attribute. This should match the username for
the user in SAP Netweaver.

o Select the Required check box.
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- X
m PingOne - My Applications x + o
< C  # adminpingone.com/web-portal/cas/connections#/ T N e
simpleSAMLphp SAML Active Tves Remove > -
Splunk Cloud SAML Active "Yes~ Remove
New Application SAML Incomplete "NB!
3. SSO Attribute Mapping
Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).
Application Al leral \ . Required
1 SAML_SUBJECT W — *
Agvanced
Add new altribute
NEXT: Group Access e il
2003 - 2021 Ping Identity Corporation. All nghts reserved Privacy | Terms | About

11. Click Continue to Next Step.

12. Add the user groups for the application.
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- ] X
m PingOne - My Applications x +
< C  # adminpingone.com/web-portal/cas/connections#/ T N e
4. Group Access =

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

Search

Domain Administrators@directory Remove

Users@directory Remaove

13. Click Continue to Next Step.

14. Review the settings.
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@ PirgOne - My Applications x +

< C & admin,pingone.com/web-portal/cas/connections#/

New Application SAML Incompiete m

5. Review Setup

Test your connection to the application

con @
Name @ SAP Nelweaver

Descnption @ SAP Netweaver

Category @ Information Technology
Connection ID

nvite SAAS Admin

These parameters may be needed to configure your connection

saasid
Issuer https:/ipingone.comidpy
dpd
Protocol Version saMLv 20
ACSURL @
entityld @
Initiate Single Sign-On (SSO) URL @  hitps:/isso_connect pingidentity. com/sso/sp/initsso?saasid=

15. Copy the Single Sign-On (SSO) URL value to a temporary location.
This is the IdP-initiated SSO URL that you can use for testing.

16. Note the idpid and Issuer values.

17. On the Signing Certificate line, click Download.
You'll use this for the application configuration.

18. On the SAML Metadata line, click Download.
You'll use this for the application configuration.

19. Click Finish.

Configure the PingOne for Enterprise IdP connection for SAP Netweaver

1. Sign on to SAP Netweaver as an administrator.

2. Go to Trusted Partners and select Identity Providers.

3. Click Add.

4. Click Upload Metdata File, select the file that you downloaded from PingOne for Enterprise, and click Next.

5. 0On the Provider Name page, verify the data populated. Click Next.
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6. On the Signature and Encryption page, verify the data populated. Click Next.
7. 0n the Single Sign-On Enpoints page, verify the data populated. Click Next.
8. On the Single Logout Endpoints page, verify the data populated. Click Next.
9. Select Binding as HTTP POST. Click Finish.

10. Enable the provider.

After testing, you can enable SP-initiated SSO for SAP Netweaver by editing the configuration in sap/opu/odata/iwfnd/
catalogservice.
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ServiceNow

Configuring SAML SSO with ServiceNow and PingOne for Enterprise

Learn how to configure SAML SSO with ServiceNow and PingOne for Enterprise

About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Required / Optional

Attribute Name Description
NamelD NamelD and format is configurable in ServiceNow. This guide  Required
uses email.

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.
Reference Description

tenant The instance name for your ServiceNow tenant you want to integrate with PingOne for

Enterprise.

Create a PingOne for Enterprise application for ServiceNow

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.

2. Search for ServiceNow and then click the ServiceNow row.
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- X
m ingOne - Appication Catsicg X + Q

ioncatalog ¢ ’ e

T APPLICATIONS

- C & adminpingone.com/wess potal/cin /s

My Applications  Application Catalog  PinglD SDK Applcations  OAuth Sottings

Application Catalog A

Browso far the appication you wart 1o add or soarch for it by name  Don't cee the appication you'rs looking for? Fill out cur 7y

SEIVICRNOW Search

Applicaion Name

s ServiceNow SAMLWh Provisioning (AP1) | 3
- ServiceNow (Tufi) SAML with Provisioning (AP1) [ 3
——— ServiceNow - Staging SAML >
P ServiceNow - Testing SAML ’

3. Click Setup.

4. Review the steps and make a note of the PingOne SaaS ID, IdP ID, Single Sign-on URL, and Issuer values.
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- o X
m PingOne - Application Catalag X +
&« & | @ adminpingonecom/wet-partal/cas/applicationcatalog s loyuSUNHa50 @ BN e
Appicaticn Name -
- ServiceNow SAML weih Provisioning (AP1)
| 1. $S0 Instructions |
Signing Centificate PIngOne Ack t Ongination Certificate (2021) v
For reférénce, please note the following configuration parameters
SaaSID
|
dP1D |
nitiate Single Sign-On
(SSO)URL @
] Issuer
mngie Sign-On plug-in and select
please contact Serv customer
10 complete the
|
SAML 2 Single Sign-On -> Properties
|
Tiption
SAML 2.0 Single Sgn-On -
1 e >0 Sedect Yes for Enable external authentication
Properties

5. Click Continue to Next Step.
6. Verify the following:
°© ACSURL is setto https://tenant.service-now.com/navpage.do .

o Entity ID is set to https://tenant.service-now.com.

Copyright © 2025 Ping Identity Corporation




ServiceNow Configuration Guides

u PingOne - Application Catalog x -

- Y ] @ adminpingonecom/wet-portal/ca plicationcatalog?x = icyuSUNHa60 o » e

ICabon Name

- ServiceNow SAML with Provisioning (AP1)

2, Connection Configuration

Assign the attribute values for single sign-on (S50) to the application,

" . =
Upload Metadata o Select File

ACS URL I service-now cor | l

Entity I1D I Service-now cor | l

Terget Resource @
Single Logout Endpoint @
Single Logout Response Endpont @

Pnmary Verification Certificate ® [grooce File | No fhe chosen

Secondary Verification Certificate @ No e chosen

Force Re-authentication @ [

7. Click Continue to Next Step.

8. In the Attribute Mapping section, in the Identity Bridge Attribute or Literal Value column of the SAML_Subject row,
select a suitable attribute, such as SAML_SUBJECT.
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- o X
B PirgOne - Application Cataleg X +
< C & adminpingone.com/web-portal/cas/applicationcatalog?xs lcyuSUNHat T » e :
SArVICenaw Search
Application Name *  Type
- ServiceNow SAML with Provisioning (AR1)

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application,

Application Attribute  Description

SAML _SUBJECT SAML_SU
1 = - ientifies the authenticated principal
As Liera
AOd new aiinbute
* Indicates a required attribute
NEXT: PingOne App Customization - ServiceNow Cance Back Continue 10 Nex: Step

NamelD is configurable in ServiceNow.

@ Note

This guide assumes email is used and that SAML_SUBJECT contains the email address for the user in PingOne
for Enterprise.

9. Click Continue to Next Step.

10. Update the Name, Description, and Category fields as required.
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@] PagOne - pplication Cataleg X 4

¢ C

B adminpngone.com/web-portalcas/appl

Appication Name

SericeNow

4. PingOneApp Cu

kon®

Name @

Description @

Category @

NEXT: Group Access

Mioncatalogx=loyuSLUINH

SAML With Provtsioning (AR|

MO

Select wnage

eNow

SeniceNow is a kadirg provider of
clout-based senaces Nat automate
enerpase IT operations. Provisioning
5 suppoited for ServeaNow versions
Orlandd, New York and Maond

nionmabon Sysiems

Cancel Back

Confinue 10 Nex: Step

11. Click Continue to Next Step.

12. Add suitable user groups for the application.
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@ PingOne - Application Catalog X +

&« C @ admin.pingone.com/web-portal/cas/applicationcatalog * B e

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Grt

Search

Domain Administrators@directory Remove

Users@directory Remove

NEXT: Review Setup Continue to Next Step

13. Click Continue to Next Step.

14. Review the settings.
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B PingOre - Application Cataleg X + i 9 i
i C 8 admin.pingone.com/web-portal) lcationcatalog?x = icyuSUNHED o by e
6. Review Setup -
Test your connection to the application
lcon @
SO
Name @ ServiceNow
Description @ ServicaN( 3 lead
ary 31 automa
Provisioning is suppe
o New York a
Category @ Informahon Sysie
Connection ID
You may need to configure these connection parameters as well
saasid
idpid
Issuer hitps. /pingone comidp
Signing @ Asseior
Signing Algorithm @ RSA_SHA256
Encrypt Assertion @ fa <
- o x
ﬂ PingOse - Applicaton Cataleg X +
& C 8 admin.pingone.com/web-portal, pplicationcatalog?x=lcyuSUNHas0 T » e
Nl DK SIgi-un DOV UKL W naps S INNE ! poenony cor 7
Single Sign-On (SSO) Relay State @
Single Logout Endpoint
Single Logout Response Endpoint
Force Re-authentication @
Signing Certificate vnload
SAML Metadata
SAML Metadata URL
Identity Bridge
Application Attribute Description Allnbute or
Literal Value
AM !
1 SAML_SUBJECT * identfies the autheniicated prncipal iT et
* Indicates a required attnbute
=
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15. Copy the Single Sign-On (SSO) URL value to a temporary location.
This is the IdP-initiated SSO URL that you can use for testing.

@ Note

Make a note of the following values. You'll use them later in the ServiceNow configuration:
o PingOne for Enterprise Issuer
o PingOne for Enterprise idpid
16. On the SAML Metadata line, click Download.
You will use this later for the ServiceNow configuration.
17. On the Signing Certificate line, click Download.

You will use this later for the ServiceNow configuration.

18. Click Finish.

m PingQre - My Appicationt x +

“ C & sdminpingone.com/web-parta connectanes o e

APPECOICN2 YOUYC OGTICT 1IC yOour ACCOUNt ¢ Htd NCrC. You <an a¢aich by apgication namc. dcacnplion or eninyld

o Active appacatons ane enabled for singke sign-on (SSC)
« Delads displeys he applcation oetalis

Apphcation Name
A Atlassian Cloud SAML w Remove ’
E BaMbooHR SAML Active Y= Remaove »
B Box SAML Active Yes Remove >
Confuence SAML "Yes' Remove >
a Dropdox SAML Arthie "Yes Remove ’
- ServiceNow SAML Artive e remove P
simpleSAMLphp SAML Yes Remove ’
Snowtake SAML Acthe "Yes™ Remove ’
Splunk Cioue SAML AcIhe Yo Ramove '

Pausa AISSO_ @ :

Configure the PingOne for Enterprise IdP connection for ServiceNow

1. Sign on to ServiceNow as an administrator.
2. Activate SAML 2.0:

1. Go to System Applications.
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2. Click All Available Applications.
3. Click All.
4. Locate the Integration - Multiple Provider Single Sign-On Installer plugin.

@ Note

If you can't find the plugin, you can request it from ServiceNow customer support.

- (8} x
) Applications | ServiceNo x 4+
€ C = $0Nvice-nOw.com/nav_10 doluri = Sallappsmgmt 0% I sysparm search¥3Dsign-on o T N e :
B - -os
A2 Appiicatons G [ FidinSion Request Fugin
A
FLYERS ( sign-on
¥ Managing l
ntalled 2 results for "sign-on" Soitby A2 v
Mot iretatlod |
>datet
Integration - Multiple Provider Single Sign.On Enhanced Wi : |
Ihet
V Pricing
bree stalle
Getting Stasted rstalled |
Mo
$ comy ETUAEY Jn 0 raal e e oy erarelcw
Studio |
¥ Licensing
WV All Avallable Applications
Sadracription not sequred |
All e Integration - Multiple Provider Single Sign On Installor
esdaadin
v The maitple provider single sign-on plugm enables imtalled
Available To Obtaka Frosn Stom Indicators wgamentions to authenticate agasnst mwitiple 109s |
tont cotfied
v 8 O Ivhegy Son, S0 meul b y | Free By Serak pibow
ServicoNow Products Coooint wpived o ’ |
CONUacE oxpirng
My Company Applications
Oeactrzton rquestesd l

5. Check if the plugin is installed. If the plugin is not installed, click Install.
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- (8} x
Megration - Mulbple Provider x 4+
SRrVIce-novCom/nay Fe_pluging F %3 ATon mualt in sparm _stack Dialls n o 1o » e :
B - -0 s
= System Plugin .-
< = \tegration - Multiphe Provider Singe Sign-On instalies —
n COmINC Integration sso.mult o Proselces LT
Name nlegration - Multiple Provede Sa Ratus Actve |
Sk Manapesnent |
Viession 100 Knndemodata
Sabscription Managenert
Welp  japiinowivliconted doc wlMuliple Provider Siaghe Sign-0n [
Synbem Agplications
Requires I
Getting Stasted
Descripition The muluple provider single Sgn-00 plugin enables organizations 10 authenDcale agaenst madnpbs 1L
Studio Jdentity providerss using SANL |
% also supports authentication using multiple digest configurations.
WV All Avallable Applicstions |
Related Links
Al . e
terdalled
Plughn Activation Logs [17)  Pluge Fles (1) |
Available To Obtaka Froen Store
Servicotow Prodhcts E  Plugin Activation Logs I tonef12 £ |

= Creatd = St =log

My Company Applications

@ U

Info Plugn actvated upgraded successfuly

3. Configure a new identity provider:

1. In the left navigation pane, select Multi-Provider SSO.
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+

= mm%&@mn Nanw
T All> Nanve stas wit

= Name A = Active = External logout redirect = Single Sign-On Script = Dofait = Auto Redirect IdP
Mult-Proveder S50
rch Sead Search search Search
Cotting Started
Identity Providess No records to display
Hedeatons
i

¥ Aduninbst ration O

Propertics

00 CartiScate

frstallation Cxdts

Sorghe Shp-On Suigts

Configuraion

¥ Base Rems

Accessories

@

2. Click Identity Providers.
3. Click New.

4. Click SAML.
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I e ers | Servce x e = G
SONNCe-NOVLOM T Ay D1 - SPArM_ el Quen L o . e :
B 0o
< |deminy Providers Fot intorceplon
What kind of S50 are you Urying 1o create?
e
Mults-Proveder S50
o
Catting Started
mt

&
<

Identity Providers

Federatons

W Aduninbst ration

Propertics

00 CartiScate

frstallation Cxdts

Single Shpn-On Serpits

Configuralion

¥ Base Rems

Accessories

@

5. Click XML.

6. Paste the contents of the PingOne for Enterprise metadata file that you previously downloaded into the Enter the
XML field.
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) New fecord | identey Provider | X + = a %

&« C ] service-novccom/nav_to.doluri=N2Fzami2_update! propertierdoa3F

WIZARD-action®3Dfollow N 265ys id%3D-13

SErviCenOW servicManapment

3. Entanng metadata mansally by closng this popup.

®

usL @ XML

Enter the XML

5 T O P PR R Nt Ios
a5 X509Carcate
Multy-Provider S50 «/ds:X50aDaR>

Cotting Started

P5/ /550 canmect. pingidentity cony'sso/SLO. samiz”
o i Binding: *urn oasts.names. 1. SAML 2 0chindings. T TP-Redirect”/»
Federatons canmect.psngidentsty.comy'ssorSLD. sami”
S Imestc SAML 2 0chindings HT TRPOSTY />
¥ Adeninidt ration
Location - "hetps //sso. cenmect. pengidentaty.comy'ssoidp, SSO. sami2 hdpid
Properties Bmding= "urn oass namestc SAML 2 O:bindings:HT TRPOST />
md-SingheSpnOnService

A9 Curliicale Locathon =" ps / fsao conmoct gragidentsty comy ssoAdpSSO, sami? dpid
Snding="urnoasssnamestc SAML 2 Ocbindings:HTTR Redirect™ />

<sambAttribute NaneFormat="umomis namesbcSAML 2 O attrname format baric®
nstallation Cdts

Names"PiagOne Authorticating hotity*
e z 2.0 masetion” />

Singhe Spn-On Scrpts i B SAML 2.0 st i Sunoal bk
soamesAc: SAML 2. Cansertion® />
Configuraion

¥ Base Rems

Accossorion

@

7. Update the NamelD Policy to urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified.

8. Click Update.

9. Click Test.

A browser window opens to validate the configuration. It prompts you to authenticate at the IdP and then sign out
of the session. If successful, you can then activate the connection.

10. Click Activate.

If you receive an error stating that you must test the connection, something failed in the test. Validate the settings, and use
the Script Debugger - Debug log to re-run the test to determine the cause of the failure.
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ServiceNow
I - (8} X
prgonecom/ dpicd-Ta. X +
3OrVICe-NOVLCOmM/ I ay 12 update! Fs 3 3 g7 o o » e :

&= Identity Provider

—  htips/pingose com/idp/s ’ '\» 5 e 4\ ¢

tipdare wneears Metadaa Tect Connection Artisata
Mult-Proveder S50 =
* Naaw M/ fpingonecomAdp/od 760 Active
Cotting Started -
Detault Aato Redivect F
Identity Providers ‘
X Menuty hitpsy) fpingone.comAdpd
Provider URL
Hederabons
¥ Mentty M) fancon et piogidertity coen M/ SSO Lol Tdpid
V¥ Aduninistration Prowiden's
AuthnRaquest
dentsty Proveder's M) fanconnect pingidertity com/ssoySLO sami?
Singlet ogoat Boguest
08 Certicate
% ServiceNow ML) e 0E-nos Comy navpage do
rnstallation Cxts Homepags
F ity I nttos rvice o
. fagn-On 5 * En ,"L 1 Wrvice NOwW.CoMm
. ey
Configuraion N AlaBeoce URI MWS SEOVICE-NO%.COM
V Base & NameiD IO OASISIAMESn SANL 1 Inamed frmat sospecilied
Polcy
Accessoriens
External logout extornal_legoul_compiete d
redirect
ated -

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to the Single Sign-On (SSO) URL from the PingOne for Enterprise application configuration to perform IdP-initiated
SSO.

For example, https://sso.connect.pingidentity.com/sso/sp/initsso?saasid=saasid&idpid=idpid
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“ & [ sorvce- nowecon
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Help the Holp Desk

Vil Tank Roweds
Connect Chat
Incidents
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®

+
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Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to your ServiceNow URL.

For example, https://your-environment.service-now.com
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2. Click Use external login.
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) Seracedow x +

&« C & I ice-novwcom

SErviCeNOW servia Manapment

External login

UseriD

3. Click Submit.
4. Click Continue.
You're redirected to PingOne for Enterprise for authentication.

5. After you're redirected to PingOne for Enterprise, enter your PingOne username and password.
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Slack

Configuring SAML SSO with Slack and PingFederate

Enable Slack sign-on from a PingFederate URL (IdP-initiated sign-on) and direct Slack sign-on using PingFederate (SP-initiated sign-
on) with JIT provisioning.

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users that require application access.

* You must have administrative access to PingFederate and Slack.

Create a PingFederate SP connection for Slack

1. Sign on to the PingFederate administration console.
2. Create a service provider (SP) connection for Slack in PingFederate:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://slack.com.
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO
4. In Assertion Creation > Attribute Contract, extend the contract with the following attributes:
m SAML_NAME_FORMAT
m User.Email
m User.Username
m first_name
m last_name
Use the following attribute name format:
urn:oasis:names:tc:SAML:2.0:attrname-format:unspecified
5. In Assertion Creation - Authentication Source Mapping — Attribute Contract Fulfillment:
1. Map SAML_SUBJECT, User.Email, User.Username, first_name, and last_name.

2. Map SAML_NAME_FORMAT to a text value of urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.
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6. In Protocol Settings — Assertion Consumer Service URL, set the following properties:
m Set Binding to POST.
m Set Endpoint URL to https://your-slack-domain.slack.com/sso/saml.
7. In Protocol Settings = Allowable SAML Bindings, enable POST and REDIRECT.
8. In Protocol Settings — Signature Policy, select Always Sign Assertion.
9. In Credentials - Digital Signature Settings, select the PingFederate Signing Certificate.
3. Save the configuration.
4. Export the signing certificate.
5. Export the metadata file, open it in a text editor, and copy:
° The entitylD

° The Location entry, https://your-value/idp/SS0.saml2

Add the PingFederate connection to Slack
Choose from:

For Slack Standard or Plus, do the following
1. Sign on to your Slack Workspace as an administrator.

2. Go to Settings & Administration = Workspace Settings.
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10~ #sso-integration {;

Add a topic
LI 1 1 group.slack.com

Invite people to | ||| || |||}

Create a channel

| | 5:22 PM

Preferences

Settings

Settings & administration >

Workspace settings
Tools >

3. Click the Authentication tab.

joined #sso-integration.

Customize | || || 11:

Slack

4. In the Configure an authentication method section, on the SAML authentication line, click Configure.

Settings Permissions Authentication Attachments

Access Logs

Slack supports a number of single sign-on (S50) services, Get started with setting up your workspace's SSO

below, or learn more about using single sign-on with Slack.

Configure an authentication method

a Google Apps authentication

Let members sign in with a Google account.

SAML authentication
Get set up with Azure, Okta, and OneLogin, or your custom SAML 2.0 solution

5. If prompted, enter your password to continue.
6. In the SAML 2.0 Endpoint (HTTP) field, enter the PingFederate Location value.

7.In the Identity Provider Issuer field, enter the PingFederate entityID value.

8. In the Public Certificate field, paste in the contents of the PingFederate signing certificate.
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SAML 2.0 Endpoint (HTTP)

Enter your SAML 2.0 Endpoint.
This is where you go when you try
to login.

I https:/Eagieasiminsil /idp/SS0O.saml2 I

Custom SAML Instructions

Identity Provider Issuer

The IdP Entity ID for the service
you use.

Public Certificate

darren.scragg@proofid.com (), expiring January 21st, 2024 (edit)

Copy and paste your entire x.509

S st il |- BEGIN CERTIFICATE----- -
Certificate here. MUCHICLAALLALIDASIC AVADh IMANCCEaCCININACOCLLIAMAC OIS 1
i v

5 P

LAL R oL .2

9. Expand the Advanced Options section, and clear the Assertions Signed check box.

Advanced Options

O Sign AuthnrRequest

AuthnContextClassRef ’ urn:oasis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTransg ’

The regsestecauthncontext Slack will send in authentication requests to your

identity provider.

Service Provider Issuer
https:/slack.com

The SP Entity ID you would like us to send. By default, this is https://slack.com.
Choose how the SAML response from your IDP is signed. You must choose at least one option.

Responses Signed

[[J Assertions Signed

10. In the Settings section, select the It's optional radio button for the authentication setting.
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@ Note

You can change the authentication setting to your desired value after you have completed testing.

Authentication for your workspace must be used by:
) All workspace members
O All workspace members, except guest accounts

@ It's optional

11. Click Save Configuration.

Customize

Sign In Button Label Button Preview

Custom Label ’ & Sign in with Ping

Do you have a nickname for your SSO system? Add it to thz Sign In This is what your Sign In Button will look like.

12. When you're redirected to PingFederate, authenticate with PingFederate.

Button!

Your selection is confirmed against PingFederate and saved if successful.
For Slack Enterprise Grid, do the following
1. Sign on to your Slack Organization (not Workspace) as an administrator.

2. Go to Manage Organization = Security = SSO Settings = Configure SSO.
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.'." slack Workspace Directory Manage Organization o

Workspaces at Integration Company Grid

Q

What is a workspace?

jui
. : P L ® »
Workspaces are where you and your teammates 1 p-
communicate and get work done. To get started h ‘-\ ‘ P f 3

find your team’s workspace.

Your Workspaces
SO Space01-Open SB Space02-ByRequest S| Space03-InviteOnly
6 active members ] active members B active members
Space01-Open Space02-ByRequest Space03-InviteOnly

Launch in Slack Launch in Slack Launch in Slack

3.In the SAML 2.0 Endpoint (HTTP) field, enter the PingFederate Location value from the metadata file.
4. In the Service Provider Issuer URL, use the default value of https://slack.com.
5. In the Public (X.509) Certificate field, enter the contents of your PingFederate signing certificate.
6. Enable authentication request signing.
1. Select the Sign the AuthnRequest check box.
2. Copy the certificate text.
3. Create anew .crt file on your computer and paste the certificate text.

4. In PingFederate, import the .crt file as a trusted certificate authority. For help, see Manage Trusted
Certificate Authorities(Z in the PingFederate documentation.

7. Clear the Sign the Assertion check box.

SAML Response Signing
Choose how the SAML response from your identity provider is signed (you must choose at
least one option).
Sign the Response
Sign the Assertion

8. Click Test Configuration.

9. Sign out of Slack and then sign back on using SSO.
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Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO application endpoint for the Slack SP connection.

2. Complete the PingFederate authentication.

« /I © 7

Cov 5.3

Cemr=2m=1o
a z
You're redirected to your Slack domain.
Test the PingFederate SP-initiated SSO integration
1. Go to your Slack domain, https://your-domain.slack.com.
2. Click Sign in with Ping.
Customize
Sign In Button Label Button Preview
Do you have a nickname for your SSO system? Add it to thz Sign In This is what your Sign In Button will look like.
Button!

Save Configuration

3. After you're redirected, enter your PingFederate username and password.

After successful authentication, you're redirected back to Slack.

@ Note

If the user doesn't exist in Slack, you are prompted to accept the Slack terms.
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Cem>=m=1"0
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Configuring SAML SSO with Slack and PingOne for Enterprise

Enable Slack sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct Slack sign-on using PingOne for
Enterprise (SP-initiated sign-on) with JIT provisioning.

Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.

* You must have administrative access to PingOne for Enterprise and Slack.

Set up the Slack application in PingOne for Enterprise

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.

2. Search for Slack .

Application Catalog n

Browse for the application you want to add or search for t by name. Don't see the application you're looking for? Fill out our

slack Search

Application Name L

<D ‘.
‘¢

Slack SAML with Provisioning (API) ’

3. Expand the Slack entry and click the Setup icon.
4. Copy the Issuer and IdP ID values.

5. Download the signing certificate.
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1. SSO Instructions

Signing Certificate PingOne Account Origination Certificate (2021) w

For reference, please note the following configuration parameters

SaaSD WERETIRII NI N

dPD SRR LIRII ANl B
weeszeszes WHLIINIL DD 0 VARl
(SSO)URL e

6. Click Continue to Next Step.

7.Set ACS URL to https://your-slack-domain.slack.com/sso/saml .

8. Click Continue to Next Step.

9. In the Attribute Mapping section, map the attributes to the corresponding attributes in your userstore.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Attribute or Literal

Application Attribute  Description

Value
Map your email attribute {'mail’ in AD)
Q Q
SAML SUBJECT The NamelD format must be set to SAML_SUBJECT I
1 S urn:oasis:names:tc: SAML 2.0 nameid- LIS Leera)
format:persistent, in the Advanced R
2 3 Ardvanced
attribute section
I Email (Work) I
2 UserEmail Map your email attribute ('mail’ in AD) Ulas Literal i
Advanced
et . A % I Username I
m
3 UserUsemame e apPropnate sl L_TAs Literal
your user directory
Advanced
I First Name |
Map the appropriate attribute from
4 first_name P p? P LJAs Liseral
your user directory
Advanced
" I Last Name I
Map the appropriate attribute from
5 last_name . L_JAs Liseral
- your user directory

Advanced

10. In the SAML_SUBJECT row, click Advanced.

11. In the NamelD Format to send to SP field, enter urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.
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12. Click Save.

Advanced Attribute Options

Advanced Attribute Options for SAML_SUBJECT

Advanced Attribute Options

19

urn:oasis:names:tc:SAML 2 0:nameid-format persistent

Attribute Mapping

You can build an attribute mapping using multiple source attributes, literals and transformation functions

For example. SAML_SUBJECT can be (where each attribute value is a separate entry)

subject = firstName + °." + lastName + "@" + domainName

SAML_SUBJECT = SAML_SUBJECT

IDP Attribute Name or Literal Value As Literal Function
1 SAML_SUBJECT Oas L v |9
Add Attribute A

13. Click Continue to Next Step.
14. Click Add for each user group that should have access to Slack.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

Search

Users@directory Remove

Domain Administrators@directory Add

15. Click Continue to Next Step.

16. Click Finish.
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Add the PingOne for Enterprise IdP connection to Slack

1. Sign on to your Slack Admin account as an administrator.

2. Go to Settings & Administration - Workspace Settings.
Il” II lll 3 #sso-integration
Add a topic

L H 1 1 group.slack.com

Invite people to | ||| §| || |

Create a channel

I I 5:22 PM

joined #sso-integration.

Preferences

Settings

Settings & administration >

Workspace settings

Tools Customize | ||| Il /]

3. Click the Authentication tab.

4. In the Configure an authentication method section, on the SAML authentication line, click Configure.

Settings Permissions Authentication Attachments Access Logs

Slack supports a number of single sign-on (SSO) services. Get started with setting up your workspace’s SSO
below, or learn more about using single sign-on with Slack.

Configure an authentication method

a Google Apps authentication

Let members sign in with a Google account.

Configure
SAML authgnhcahon _ _ ) ‘
Get set up with Azure, Okta, and Onelogin, or your custom SAML 2.0 solution
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5. If prompted, enter your password to continue.

6. In the SAML 2.0 Endpoint (HTTP) field, enter https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?
idpid=PingOne-IdP-ID-value.

7.1n the Identity Provider Issuer field, enter PingOne-Issuer-value.

8. In the Public Certificate field, paste in the contents of the PingOne for Enterprise signing certificate.

SAML 2.0 Endpoint (HTTP)

Enter your SAML 2.0 Endpoint. 1
This is where you go when you try
to login.

https:/sso.connect.pingidentity.com/sso/idp/SSO.saml2?idpid:

Custom SAML Instructions

Identity Provider Issuer

The IdP Entity ID for the service
you use.

| https:/pingone.com/idp/EE IS eTIFTINNEISoNE

Public Certificate

Copy and paste your entire x.509 e e P T T P 2 o = e S eGP e ——
Certificate here.

B N L L L TR L L0 S T R L LR S T

9. Expand the Advanced Options section and clear the Responses Signed check box.
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Advanced Options

) Sign AuthnRequest

AuthnContextClassRef I urn:casis:names:tc:SAML:2.0:ac:classes:PasswordProtectedTrars

The raquestedauthncontext Slack will send in authentication requests to your

identity provider.

Service Provider Issuer
’ https:/slack.com

The SP Entity |D you would like us to send. By default, this is https://slack.com.

Choose how the SAML response from your IDP is signed. You must choose at least one option.

"] Responses Signed

Assertions Signed
10. In the Settings section, select the It's optional check box for the authentication setting.

@ Note

You can change the authentication setting to your desired value after testing has been completed.

Authentication for your workspace must be used by:
) All workspace members

O All workspace members, except guest accounts

@ It's optional

11. Click Save Configuration.
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Customize

Sign In Button Label Button Preview

Do you have a nickname for your SSO system? Add it to the Sign In This is what your Sign In Button will look like.
Button!

Save Configuration

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with Slack access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock - PingOne Dock URL.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your Slack domain.

@ Note

If the user doesn't exist in Slack, you are prompted to accept the Slack terms.

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to your Slack domain, https://your-domain.slack.com.

2. Click Sign in with PingOne.
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Signinto—=— B =— _—.slack.com

This workspace allows you to sign in with your
PingOne account.

I & Sign in with PingOne

Enter email and password

You can also sign in with your email and password.

3. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.

Sign Cn

After successful authentication, you're redirected back to Slack.

@ Note

If the user doesn't exist in Slack, you are prompted to accept the Slack terms.
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Next steps

After successful testing, you can change the Slack It's optional authentication setting as necessary.
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Splunk

Configuring SAML SSO with Splunk Cloud and PingFederate
Learn how to configure SAML SSO with Splunk Cloud and PingFederate.
About this task

@ Note

An error in configuration could cause users and administrators to be unable to sign on to Splunk Cloud.
The following Direct Login link can be used for local authentication:
https://tenant.splunkcloud.com/en-US/account/login?loginType=splunk .

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional
SAML_SUBJECT Required
Role User role as per SAML Groups. Attribute name is configurable in SAML Required

configuration for application.

Email User Email address. Attribute name is configurable in SAML configuration Optional
for application.

RealName User display name. Attribute name is configurable in SAML configuration Optional
for application.

The following table details the references that are used within this guide that are environment-specific. Replace these with the
suitable value for your environment.

Reference Description

tenant The instance name for the Splunk Cloud tenant.

@ Note

The following configuration is untested, and is provided as an example. Additional steps might be required.

Create a PingFederate SP connection for Splunk Cloud

1. Download the Splunk Cloud metadata from https://tenant.splunkcloud.com/en-US/saml/spmetadata .
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2. Sign on to the PingFederate administrative console.
3. Using the metadata that you downloaded, create an SP connection in PingFederate:
1. Configure using Browser SSO profile SAML 2.0.
2. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO
m |dP-Initiated SLO
m SP-Initiated SLO

3. In Assertion Creation: Attribute Contract, set the Subject Name Format to urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress.

4. Extend the contract:
m Attribute: Role
m Format: urn:oasis:names:tc:SAML:2.0:attrname-format-basic

5. In the Assertion Creation: Attribute Contract Fulfilment, map attribute SAML_SUBJECT to the attribute mail and
map attribute Role to the LDAP attribute containing the Splunk role.

6. In Protocol Settings: Allowable SAML Bindings, enable Redirect and POST.
4. Export the metadata for the newly-created SP connection.

5. Export the signing certificate public key.
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@ Profederase x 4

< C A Notsecure | pinglocaldomaind99/pingfederate/spp#/spConnections o e

AUTHENTICATION APPLICATIONS SEQRATY

< i
e SP Connections

Z] | SPComnections On this screen you €an Manage connections 1o your partner SPs

‘3 SP Adapters Search Clear Narrow By v
vy Target URI
E Py i Virtual
spping Connection Neme ~ Connection ID Protocol Enabled Action

SP Defaut URL i ) < Ace \
. - splunkE nnyld splunkEntityla ( ) Select Action v

Policy Contract
Adapter

Mapipinge
Create Connechon import Connechon

Adapter 10
Adapter
Mappings

Configure the PingFederate IdP-connection for Splunk Cloud
1. Sign on to Splunk Cloud as an administrator.
2. In the top navigation bar, click Settings.

3. Click Authentication Methods.
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5. On the SAML Configuration window, note the warning and save the Direct Login URL so that you can use it in the event of
integration errors.

6. In the Metadata XML File field, click Select File, and select the PingFederate metadata file that you exported.

| ¢ (¢ ] - splunkcloud com/en-US/manager/launcher/sam o~ e

SAML Configuration

d resutt in users and a0 ng locked cut of Splunk Cloud. Use this nk
None for suthenticatio

n?logirType=splunk [replace {na

2 safe place before closing this window

Apply

o m

7. Review the configuration loaded from the metadata.

8. Set the Entity ID to the one that you configured in PingFederate when creating the SP configuration, such as
splunkEntityId.

9. Set the Role alias to the value that you configured in PingFederate for the attribute contract, such as Role .

10. Set the Name ID Format to Email Address.
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B 5aM Groups | Sphunk 802006 X 4

< C " splunkcioud com/en-US/manager/launcher/sami# o e

SAML Configuration

Sign AuthnRequest

P Attribute Query Requests

¥ Alas

— m

11. Ensure the fully qualified domain name parameter and port parameter match that of your Splunk Cloud instance.
For example:
° Fully Qualified Domain Name: https://tenant.splunkcloud.com
o Port: 443
12. Click Save.
13. Go to Settings - Authentication Methods — SAML Settings.

14. Click New Group and configure the following settings.

Setting Value
Name samluser
® Note

This value should match the role you are passing from PingFederate in the SSO
Attribute Mapping.

Role user
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B 5L Groups | Sphunk BO2006 X -
< C " splunkcioud com/en-US/manager/Isuncher/ss ¢4 e

SAML Groups

BT s fom y AML 54 g 1 5¢ i "

Dnce mappe W sess the ole

Ik Sam * Aor 4 oy SAML p L B

1SAML Grow “ N
Name “ on Roles Status

15. Click Save.

16. Create additional groups as required to meet requirements.
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B 5aM Groups | Sphunk 802006 X -

<« C " splunkcioud com/en-US/manager/launcher/sami# o e

o §

The configuration is complete.

Configuring SAML SSO with Splunk Cloud and PingOne for Enterprise
Learn how to configure SAML SSO with Splunk Cloud and PingOne for Enterprise.
About this task

@ Note

An error in configuration could cause users and administrators to be unable to sign on to Splunk Cloud.
The following Direct Login link can be used for local authentication:
https://tenant.splunkcloud.com/en-US/account/login?loginType=splunk

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional
SAML_SUBJECT Required
Role User role as per SAML Groups. Attribute name is configurable in SAML Required

configuration for application.

Email User email address. Attribute name is configurable in SAML configuration Optional
for application.
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Attribute Name Description Required / Optional

RealName User display name. Attribute name is configurable in SAML configuration Optional
for application.

The following table details the references that are used within this guide that are environment-specific. Replace these with the
suitable value for your environment.
Reference Description

tenant The instance name for the Splunk Cloud tenant.

Create a PingOne for Enterprise Application for Splunk Cloud
1. Download the Splunk Cloud Metadata from https://tenant.splunkcloud.com/en-US/saml/spmetadata .
2. Sign on to PingOne for Enterprise and click Applications.

3. On the SAML tab, click Add Application.

PingOne - My Appications x +

< C @ admin.pingone.com/web-portal/cas/connections#, w e

PingOne

My Applications Applcation Catalog PinglD SDK Applications Qlutth Settings
My Applications

SAML
—~—

Appcanons you've acded 10 your account are isted here. You Can search Dy apphcation name, descrption of emityic

* Achve applications are enrabled for single sign-on (SS0)
* Defals asplays the appicaton detals

APPACAton Name

Use the button below 10 a0d your first appication

Pause AlSSO @

AOd Appacation ~

Search Appiication Catalo)
New SAML Apphication

Request Ping identity acd a naw appication 10 the application catalog

4. Click Search Application Catalog and search for Splunk .

The results should show Splunk Enterprise. This is suitable for both Splunk Cloud and Splunk Enterprise.

5. Click the Splunk Enterprise row.
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PingOne - Aoolication Catalos
u Ping0One - Applcation Catalog

x 4

< C 8 admingingone.com/web-portal/cas/applcaticncatalog -
g 9

AFVUCATIONS

My Applications  Applicaton Catalog  PinglD SDK Applicatons  OAuth Settings

Application Catalog "

Browse for the application you want %0 add or search for 1 by name. Don’t see the application you're looking for? Fill out our /

splunk Seacch
Splunk Emtenpise SamL ’

6. Click Setup.
7. Select the appropriate signing certificate.

8. Review the steps, and note the PingOne SaaS ID, IdP ID, Initiate Single Sign-on (SSO) URL, and Issuer values.
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Splunk
- o x
! m re - Appication Catalog x - ‘
- C & admin.pingone.com/web-port x5/ ag t atalog v e
-
Application Name
Splunk Enterprse SAML
1. SSO Instructions
Swning Certificate PingOne Account Ongination Certificate (2021) v
For reference, please nole the following configuration parameters
SaaS D
I
|
1SSU€
Splunk suppors self service SSO. Follow the Insiructions beldow 10 setup SSO
Settings > Access Controls > Authenbication Method
Descrption
1 Choose "Downioad File™ 1o save the Splunk metadala 10 your fike system
2 Choose “Select File” 10 upioad the Splunk metadata
Map the SAML attrdules 1o the app e values 1or this appiication from your Ioentity >

9. Click Continue to Next Step.
10. In the Upload Metadata section, click Select File, and upload the Splunk Cloud metadata file that you downloaded.
11. Make sure the following values are set:
o ACSURL to https://tenant.splunkcloud.com/saml/acs

o Single Logout Endpoint to https://tenant.splunkcloud.com/saml/logout
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- o X
PingOre - Appicaton Catalog X —
. » C & admin.pingone.com/web-portal/cas/apphcationcatalog v e
2. Connection Configuration -

Assign the attribute values for single sign-on ($S0O) to the application.

Upload Metadata @ Uploased fle splunkcioudSPisetacata xmi

Select File

ACS URL I Mps if splunkdioud com's I

Entty ID  splunkEratyia

Target Resource @

Single Logout Endpoint @ l nnps i b splunkcioud. comfs I

Single Logout Response Endpoint @

Primary Verification Certificate @  samizometadata cer

Secondary Verfication Certificate @ YT

Force Re-authenticaton @ |

Encrypt Assertion @ [

12. Click Continue to Next Step.

13. In the Attribute Mapping section, complete the attribute mapping for the Splunk role for the user.

@ Note

For this integration example, all PingOne for Enterprise authenticated users will be mapped to a role with the
literal value of samluser, and the Identity Bridge Attribute or Literal Value check box is selected. However,
this could also be retrieved from the user directory.

14. In the Attribute Mapping section, in the Identity Bridge Attribute or Literal Value column of the SAML_SUBJECT row,
select the attribute SAML_SUBJECT.
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m Pinglre - Application Catalog x -

<& C 8 adminpingonecom/meb-porta/cas/apphcat catalog ) 4 e
-
ADPRCEDOn Name
Splurk Emerpnse SAn

i
| 3. Attribute Mapping

Map your identity bricdge atiributes 10 the attridutes required dy the application.

dentity Bridge Atinbuse or Literal
APPACANOn Atnbene )ESCIPHon
Value
AML_SUBJECT
1 SAML_SUBJECT Splunk usemame - map
As Lieral
| . appropriate source anrbuse -
Acvanced
| sami
Map 10 afribute group attribute (ex
2 Role * e [ P
| MemberOf | Active Deeciony)
Atvaowd
Add new alinibute
* Indicaies a requirec aznbute
NEXT: PingOne App Customization - Splunk Enterprise Cance Dack Condnue 10 Next Step
i
v

15. Click Continue to Next Step.

16. Update the Name, Description, and Category fields as required.
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PingOre - Application Catalog X & - = *
€& > C @ adminpingonecom web-portal/cas/apphcationcatalog b 4 e
ﬂ Splunk Enterprise sanL -

4. PingOne App Customization - Splunk Enterprise

Icon @

Select image
Name © | Spuni Cloud

Description © Sphurk Enlerprise is the kading -
plationm fo¢ real.hme operational I
Intefigence. ITs the easy, fast anc
SeCure wary 10 seaich, analyze and
visualkze the massve streams of
MAChINE (213 generaned by your IT

Category @ = Engineenng v

NEXT: Group Access Cancel

17. Click Continue to Next Step.

18. Add suitable user groups for the application.
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Splunk

@ Prglee - bpplication Catalog X 4

<

c

8 adminpingone.com/web-portal/cas/apphca

—_— T o

5. Group Access

Salact 3l user groups that should have access 10 Tis applicalion. Users hat are members of e a0ded groups will be abie 10 SSO 10 this appiicaton and wil
see this application on ther personal dock

Search

Domain ACMiniSI A0S oreciony Remove

Usars@arectory

Remove

NEXT: Reveow Setup Conlinue 10 Next Slep

19. Click Continue to Next Step.

20. Review the settings.
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- x
@) PrgOre - Appicason Catalog X 4 o
. C @ admin.pingone.com/web-portal/cas/apphcationcatalog v e
| 6. Review Setup -
Test your connection to the application
icon®
Name @ Splunk )
Description @ Splunk Enterprise & the leading platform for real-time
1 e ar v ve
trear f mact ata g I
Y ms te 3y Infra ny
.,‘ r "
|
t Pf abion prot and Jale
ecurity minute : f 4
( { low . '
Category @ Engineenng
Connection ID
You may need o configure these connechon parameters as we
saasud
dped .
@ PrgOre - dppicasonCatalog X 4 - o &
- (¢} & admin.pingone.com/web cas/apphcationcatalog o« e
I Single Logout Endpoint ity plunkciou Tv'sar 1 -
Single Logout Response Endpoint
Force Re-authentication @
Syning Certificate
SAML Metadata
SAML Metadata URL
Identity Brdge
| Apphcation Attribute Description Allribute or
Lderal Value
1 SAML_SUBJECT * Splunk usemame - map 10 approprate source atinbese SAML_SUBJECT
samiuser
2 Roke * Map 10 ANNbute group Atinbute (ex ‘memberOr in Active Directory) A3 Loecal
* Indicates a required attnbute

21. Copy the Single Sign-On (SSO) URL value to a temporary location.

This is the IdP-initiated SSO URL that you can use for testing.
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22. On the Signing Certificate row, click Download.
You will use this for the Splunk Cloud configuration.
23. On the SAML Metadata row, click Download.
You will use this for the Splunk Cloud configuration.

24. Click Finish.

Configure the PingOne for Enterprise IdP connection for Splunk Cloud
1. Sign on to Splunk Cloud as an administrator.
2. From the top navigation bar, click Settings.

3. Click Authentication Methods.

4. Click SAML, and then click Configure Splunk to use SAML.
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5. Note the warning and save the Direct Login URL so that you can use it in the event of integration errors.

6. On the Metadata XML File row, click Select File, and select the PingOne for Enterprise metadata that you exported.
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| < C - splunkcioud com/en-US/manager/launcher/sam o~ o e

SAML Configuration

of Splunk Cloud. Use thes In

0ad the SPMetadat

SP Metacata File

mpon identty Provicer (IoP) met

Contents text box

Metagets XML File

Métadata Conterts
LApply

— m

7. Review the configuration you loaded from the metadata.

8. Set the Entity ID to the one that you configured in PingOne for Enterprise when you created the SP configuration, such as
splunkEntityId.

9. Set the Role alias to the value that you configured in PingOne for Enterprise for the SSO Attribute Mapping. For example,
Role.
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B 5aM Groups | Sphunk 802006 X 4

< C " splunkcioud com/en-US/manager/launcher/sami# o e

SAML Configuration

Sign AuthnRequest

P Attribute Query Requests

¥ Alas

— m

10. Set the Name ID Format to Email Address.
11. Ensure the fully qualified domain name parameter, and port parameter matches that of your Splunk Cloud instance.
For example:
° Fully Qualified Domain Name: https://tenant.splunkcloud.com
° Port: 443
12. Click Save.
13. Go to Settings = Authentication Methods = SAML Settings.

14. Click New Group and configure the following settings:

Setting Value
Name samluser
® Note

This value should match the role you're passing from PingOne for Enterprise in
the SSO Attribute Mapping.

Role user
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B 5L Groups | Sphunk BO2006 X -
< C " splunkcioud com/en-US/manager/Isuncher/ss ¢4 e

SAML Groups

BT s fom y AML 54 g 1 5¢ i "

Dnce mappe W sess the ole

Ik Sam * Aor 4 oy SAML p L B

1SAML Grow “ N
Name “ on Roles Status

15. Click Save.

16. Create additional groups as required to meet requirements.
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B 5aM Groups | Sphunk 802006 X 4

< C " splunkcioud com/en-US/manager/launcher/sami# o e

o §

The configuration is complete.

Test the PingOne for Enterprise IdP-Initiated SSO integration

1. Go to the Single Sign-On (SSO) URL in the PingOne for Enterprise application configuration and perform IDP initiated SSO.

https://sso.connect.pingidentity.com/sso/sp/initsso?saasid=saasid&idpid=idpid

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to the URL for your Splunk Cloud tenant, https://tenant.splunkcloud.com.

You're redirected to PingOne for Enterprise for authentication.
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P1  httpe/Sagin pingone com/idpy X

(~ c # loginpingone.com

Sign On

B Home | Spiuni 8

< C

sphunk

Explore Splunk Cloud

Search Manual 2 Pivot Manual 2 Dashboerds & Visualizations |
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Test PingOne for Enterprise SP-initiated SLO

1. Click the username in the top right corner.

2. Click Logout.

Explore Splunk Cloud

Search Manua! 2 Pivot Manuel 2 Deshboerds & Visualizations 12
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8]

O v/ o X+

€ > X & " kcioud com W ;@) incoqne

B Account Status | Sphunk X 4+

< » C & I o urkcloud com

splunk>cloud

User logoed out successiilly
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SuccessFactors

Configuring SAML SSO with SuccessFactors and PingFederate

Learn how to enable SuccessFactors sign-on from a PingFederate URL (IdP-initiated sign-on) and direct SuccessFactors sign-on
using PingFederate (SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate SuccessFactors with at least one user to test access.
* You must have administrative access to PingFederate.

* You must have access to either SuccessFactors Customer Support or the SuccessFactors Provisioning tool.

Create a PingFederate SP connection for SuccessFactors

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for SuccessFactors in PingFederate:
1. Configure usingBrowser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://www.successfactors.com.
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP-Initiated SSO
4. In Assertion Creation: Attribute Contract, extend the contract to add an attribute named SAML_NAME_FORMAT.

5. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map SAML_SUBJECT and
map SAML_NAME_FORMAT to urn:oasis:names:tc:SAML:2.0:nameid-format:persistent.

6. In Protocol Settings: Assertion Consumer Service URL, set binding to POST, and set Endpoint URL to http://
placeholder.

You will update this value later.
7. In Protocol Settings: Allowable SAML Bindings, enable POST.
8. In Credentials: Digital Signature Settings, select the PingFederate signing certificate.

3. Save the configuration.
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4. Export the signing certificate.

5. Export and then open the metadata file, and copy the following values:

° The entitylD

° The Location entry (https://your-value/idp/SSO.saml2 )

Add the PingFederate IdP Connection to SuccessFactors

1. Sign on to the SuccessFactors Provisioning application.

@ Note

If you do not have access to this application, you will need to contact SuccessFactors’ Customer Support.

2. Search for your company and click its name link.

SuccessFactors Business Execution Suite™ PROVISIONING

Companies

Upgrade Center Media
Content

Company New Clone Manage Manage WFA SAC configuration
Details Company Company Reports  Operations/Maintenance SMB  Provisioners URLs tool

List of Companies

Show License information Show License

SuccessStore

Company Name Company ID Total Seats Seat Enforcement Option Expiration Date Expiration Enforced DB Pool ID
Your Company 0

Edit Company Settings

SUCCESS )
FACTORS Company Settings
Edit Home Page Content

K = Kl
Single Sign-On (SSO) Settings

Modify Custom Pages

Extension Management Configuration
Application Security Settings

Instance Synchronization Company Permissions

Customer Instance Access

Log_ in to customer instance

Identity Provider Settings

Jobvite Settings

4. In the For SAML based SSO section, click SAML v2 SSO.
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5.In the SAML Asserting Parties (IdP) list, select Add a SAML Asserting Party, and enter the following values:

Field Value

SAML Asserting Party Name PingFederate

SAML Issuer The PingFederate Issuer value

Require Mandatory Signature Assertion

Enable SAML Flag Enabled

Login Requested Signature (SF Generated/SP/RP) Select No.

SAML Profile Browser/Post Profile

SAML Verifying Certificate Paste the PingFederate signing certificate contents.
s e s B

. ner Cosmm Lasv th e oy I SAML e clomn i ot e

SAML Asserting Party Name his is an identifier for your SAML issuer and cannot be modified later.
SAML Issuer =

Company Phone

Contact Name
Contact Phone
Relying Party Description

Require Mandatory Signature | | B |

Enable SAML Flag Enablec §

Login Request Signature(SF Generated/SP/RP): h-l

SAML Profile || Browser/pest profie ol |
Enforce Certificate Valid Period No @

SAML Verifying Certificate Valid Period
SAML Verifying Certificate Status
SAML Verifying Certificate

SSUENU CERTIFILATE <=~

6. In the SAML v2: SP-initiated login section, enter the following values:

Field Value
Enable sp initiated login (AuthnRequest) Select Yes.
Default issuer Selected.
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Field Value
single sign on redirect service location (to be provided https://sso.connect.pingidentity.com/sso/idp/
by idp) SS0.saml2?idpid=IdP-ID-value
Send request as Company-Wide issuer Select Yes.
SAML v2: NamelD Setting
Require sp must encrypt all NamelD elements  no [
NamelD Format persistent

SAML v2 : SP-initiated login
Enable sp initiated login (AuthnRequest)

Default issuer
single sign on redirect service location (to be provided by idp)
Send request as Company-Wide issuer

7. Click Add an asserting party to save the configuration.

or based SSO:
SAML v1.1 SSO © SAML v2 SSO

SAML Asserting Parties(IdP) Add a SAML Asserting Party |

8. In the SAML Asserting Parties (IdP) list, select the asserting party that you created.

SAML Asserting Parties(IdF v Add a SAML Asserting Party |

Add an asserting party

9. Go to Single Sign On Features.
10. In the Single Sign On Features section, enter any text value in the Reset Token field.
Avalue is required only to switch on SSO.

11. Click Save Token.

Single Sign On Features
Tc in is Off.

Reset Token Show Token Token is required for all SSO

12. Record the SuccessFactors Assertion Consumer Service URL value containing your SuccessFactors Hostname and
Company ID.

(https://your-hostname.successfactors.com/saml2/SAMLAssertionConsumer?company=your-company-1D)

Update the ACS URL values in PingFederate

1. Sign on to the PingFederate administrative console.
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2. Edit the SP connection for SuccessFactors.
3. Set Assertion Consumer Service URL = Endpoint URL to the SuccessFactors Assertion Consumer Service URL value.
(https://your-hostname.successfactors.com/saml2/SAMLAssertionConsumer?company=your-company-ID)

4. Save the changes.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO Application Endpoint for the SuccessFactors SP connection.

2. Complete PingFederate authentication.

You're redirected to your SuccessFactors domain.

Configuring SAML SSO with SuccessFactors and PingOne for Enterprise

Learn how to enable SuccessFactors sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct
SuccessFactors sign-on using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
+ Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate SuccessFactors with at least one user to test access.
* You must have administrative access to PingOne for Enterprise.

* You must have access to either SuccessFactors Customer Support or the SuccessFactors Provisioning tool.

Obtain the PingOne for Enterprise values for the SuccessFactors application

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.

2. Search for SuccessFactors.

Application Catalog .-
Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Request Forn
successfactors Search

Application Name *  Type
SuccessFactors SAML m

3. Expand the SuccessFactors entry and click the Setup icon.

4. Copy the Issuer and IdP ID values.
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5. Download the signing certificate.

1. SSO Instructions

Signing Certificate | PingOne Account Origination Certificate (2021)

For reference, please note the following configuration parameters:

SaaSiD W ERNIINII I B

= L LTI EAT e

(SS0) URL @

sseer (/MBI N DN 10 A1 B

Add the PingOne for Enterprise IdP connection to SuccessFactors

1. Sign on to the SuccessFactors Provisioning application.
@ Note
If you do not have access to this application, you will need to contact SuccessFactors’ Customer Support.

2. Search for your company and click its name link.

SuccessFactors Business Execution Suite™ PROVISIONING

Companies
Manage WFA SAC configuration Upgrade Center Media
URLs tool SuccessStore Content

Company New Clone Manage
Details Company Company Reports  Operations/Maintenance SMB  Provisioners

List of Companies

Show License information Show License

Company Name Company ID Total Seats Seat Enforcement Option Expiration Date Expiration Enforced

Your Company

3. Click Single Sign-On (SSO) Settings.
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Edit Company Settings

Company Settings
Edit Home Page Content
Pick a Compan kin
Single Sign-On (SSO) Settings

U e Languages

Maodify Custom Pages

Extension Management Configuration
Application Security Settings

Instance Synchronization Company Permissions

Customer Instance Access

Log in to customer instance

Identity Provider Settings

Jobvite Settings

4. In the For SAML based SSO section, click SAML v2 SSO.

5. In the SAML Asserting Parties (IdP) list, select Add a SAML Asserting Party, and enter the following.

Field

SAML Asserting Party Name
SAML Issuer

Require Mandatory Signature

Enable SAML Flag

Login Request Signature (SF Generated/SP/RP)

SAML Profile

SAML Verifying Certificate

Value

PingOne for Enterprise

The PingOne for Enterprise Issuer value.
Assertion

Enabled

Select No.

Browser/Post Profile

Paste the PingOne for Enterprise signing certificate
contents.
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or 3
SAML v1.1 SSO D SAML v2 SSO

s s rrere [ ]

Acd an asserting party

SAML User Column

Leave this field empty if SAML user column is not used.

SAML Asserting Party Name
SAML Issuer

I Ihxs is an identifier for your SAML issuer and cannot be modified later,

Company Phone

Contact Name

Contact Phone

Relying Party Description

Require Mandatory Signature | |

Enable SAML Flag
Login Request Signature(SF Generated/SP/RP):

Enabiec §

SAML Profile

Browser/Post Profie

Enforce Certificate Valid Period

SAML Verifying Certificate Valid Period
SAML Verifying Certificate Status
SAML Verifying Certificate

No ¢

----- ENU CERTIFILATE -~~~ *
B ——

6. In the SAML v2: SP-initiated login section, enter the following.

Field
Enable sp initiated login (AuthnRequest)
Default Issuer

single sign on redirect service location (to be provided
by idp)

Send request as Company-Wide issuer

Value
Select Yes.
Selected.

https://sso.connect.pingidentity.com/sso/idp/
$S0.sam12?idpid=J1dP-ID-value

Select Yes.

SAML v2: NamelD Setting
Require sp must encrypt all NamelD elements  no [

NamelD Format persistent |

SAML v2 : SP-initiated login

Enable sp initiated login (AuthnRequest)

Default issuer

single sign on redirect service location (to be provided by idp)
Send request as Company-Wide issuer

7. Click Add an asserting party to save the configuration.
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or based SS0:
SAML v1.1 SSO © SAML v2 SSO

SAML Asserting Parties(IdP) Add a SAML Asserting Party B

8. In the SAML Asserting Parties (IdP) list, select the asserting party that you created.

SAML Asserting Parties(IdF v Add a SAML Asserting Party |

Add an asserting party

9. In the Single Sign On Features section, enter any text value in the Reset Token field.
Avalue is required only to switch on SSO.

10. Click Save Token.

Single Sign On Features

Token-based login is Off.
Reset Token Show Token Token is required for all SSO

11. Record the SuccessFactors Assertion Consumer Service URL value containing your SuccessFactors Hostname and
Company ID.

(‘https://your-hostname.successfactors.com/saml2/SAMLAssertionConsumer?company=your-company-ID)

Complete the SuccessFactors setup in PingOne for Enterprise
1. Continue editing the SuccessFactors entry in PingOne for Enterprise for Enterprise.

@ Note

If the session has timed out, complete the initial steps to the point of clicking Setup.

2. Click Continue to Next Step.

3. Set the ACS URL to be the SuccessFactors Assertion Consumer Service URL value.
(https://your-hostname.successfactors.com/saml2/SAMLAssertionConsumer?company=your-company-ID)

4. Leave the preset Entity ID.

5.In the Target Resource field, replace ${sfdatacenter} with the hostname from the ACS URL value.
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Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @ Select File | Or use URL

ACS URL I https://${sfdatacenter} successfactors.c I

Entity ID I https:/iwww.successfactors.com I

Target Resource @ I https://${sfdatacenter}.successfactors.c I

6. Click Continue to Next Step.

7. Map the SAML_SUBJECT attribute to the similar attribute names in your environment and click Advanced.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Atiribute ~ Description Identity Bridge Attribute or Literal

Value

Please map the appropriate SAML SUBJECT
SAML_SUBJECT directory attribute that contains the =
* values for your Successfactors
userids

8. Set the Name ID Format to send to SP to urn:oasis:names:tc:SAML:2.0:nameid-format:persistent. Click Save.
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Advanced Attribute Options

Advanced Attribute Options
NameldFormat @

Advanced Attribute Options for SAML_SUBJECT

Configuration Guides

me ID Format to send to SP

urn:oasis:names:tc:SAML:2.0:nameid-format:persistent

Attribute Mapping

SAML_SUBJECT = SAML_SUBJECT

1 SAML_SUBJECT

Add Attribute

9. Click Continue to Next Step twice.

For example, SAML_SUBJECT can be (where each attribute value is a separate entry):

subject = firstName + "." + lastName + "@" + domainName

IDP Attribute Name or Literal Value As Literal Function

10. Click Add for all user groups that should have access to SuccessFactors.

5. Group Access

You can build an attribute mapping using multiple source attributes, literals and transformation functions.

Close Save |

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will

see this application on their personal dock.

Search

Users@directory

Domain Administrators@directory

11. Click Continue to Next Step.

12. Click Finish.

Remove

Add
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Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with SuccessFactors access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock - PingOne Dock URL.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your SuccessFactors account.

Sign ©n

Test the PingOne SP-initiated SSO integration

1. Go to your SuccessFactors URL.

2. When you're redirected to PingOne for Enterprise, enter your PingOne username and password.
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Sign On

You're redirected back to SuccessFactors.
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Sumologic

Configuring SAML SSO with SumoLogic and PingFederate

Learn

how to enable SumoLogic sign-on from a PingFederate URL (IdP-initiated sign-on) and direct SumoLogic sign-on using

PingFederate (SP-initiated sign-on).

Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* PingFederate’s X.509 certificate should be exchanged to verify the signature in SAML assertions.

+ An email attribute is required in the assertion, either the SAML Subject or another SAML attribute per the SAML
configuration. The value of the email attribute must be a valid email address. It is used to uniquely identify the user in the
organization.

* Populate SumoLogic with at least one user to test access.

Create a PingFederate service provider (SP) connection for SumoLogic

1.

2.

10.

11.
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Sign on to the PingFederate admin console.
Configure using Browser SSO profile SAML 2.0.
. Set Partner’s Entity ID to https://service.eu.sumologic.com/ .
. Enable the following SAML Profiles:
o IdP-Initiated SSO
° SP-Initiated SSO
. In Assertion Creation: Attribute Contract, select urn:oasis:names:tc:SAML:1.1:nameid-format:unspecified.

. In Assertion Creation: Authentication Source Mapping: Authentication Source Mapping, map a new Adapter Instance -
HTML Form.

. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfilment, map SAML_SUBJECT .

. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
service.eu.sumologic.com/sumo/saml/consume/596910108 . This value is received and updated from SumolLogic.

. In Protocol Settings: Allowable SAML Bindings, enable POST.
In Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.

Save the configuration.




Sumologic

12. Export the signing certificate.
13. Export and then open the metadata file and copy the value of:
° The entitylD

° The Location entry (https://your-value/idp/SSO.saml2 )

Add the PingFederate IdP Connection to SumoLogic

1. Sign on to the SumoLogic application.

@ Note

In this example, we have registered and logged in using trial mode.

B Home | Sumo Logic x +

(3 C @ service.eusumologic.com.

sumo logic # | &= S secuy £ Users and Roles £ Account

[0) * B Home Learr ertification

B E E a
Recently Opened Dashboards Recently Run Searches
Recommended Dashboards @ Pinned Searches

22 App Catalog
Manage Data

& Administration
Help

2. Seshadri Vasu Addanki (ProofiD)

Configuration Guides

r % Incognito

2. Go to Administration = Security -» SAML.

c

w
o
s
i

sumo logic £ security

(0] * B SAML

Recently Opened By Me Configuration List

3. Click Add Configuration.

(-]

% @ incognito ((Upaate i)

+ Add Configuration
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= °
< c ¥ @ incogrito
sumo logic £ security £ Users and Roles £ Account

[} * B SAML

Recently Opened By Me ¢ Add Configuration

[ oebug Mode

O use saML subject

QO use samL attribute

[ sPnitiated Login Configuration
[J Roles attribute
[J on pemand Provisioning

[ vogout Page

%5 App Catalog

Manage Data
4 Administration
Account
Users and Roles

Security

@ Hep m
2 Seshadri Vasu Addanki (ProofiD) 9

4. Add the following values:

o Configuration Name : pingfed

o Select the Debug Mode check box

o Issuer: The PingFederate Issuer value

o X.509 Certificate: Copy PingFederate’'s X.509 certificate here for verifying the signature
o Attribute Mapping: Select Use SAML Subject

o Optional Settings: Leave the default settings

o Click Add

o Enable Require SAML Sign In.

Copyright © 2025 Ping Identity Corporation




Sumologic Configuration Guides

-3 < d °
<« C @ senviceeusumologic.com ¥ @ incognito

sumo logic B S security £ Users and Roles £ Account

[0} * B A A SAML

— Configuraton List

pingfed vasu-ping

@ Require SAML Sign In All users must log in using one of the SAML integrations unless they are allowed to bypass SAML and use password-based sign-in.

Allow these users to sign in using passwords in addition to SAML

25 App Catalog

S Manage Data

i+ Administration
PR Seshadri Vasu Addanki seshadri vasuaddanki@proofid com Yes 8/24/2110:04 AM

Users and Roles

Security

Help

S, SeshadriVasu Addanki (ProofiD) 9

£ security £ Users and Roles £ Account

o Pa P ervice e ess Ke Policie SAML

X
Recently Opened By Me Configuration List + Add Configuration pingfed
|
https://servi u.sumologic. 1l

@ Require SAML Sign In All users must log in using one of the SAML integrations unless they are allowed to bypass SAML and use password-based sign-in.

6. To enable SP-initiated SSO, select the pingfed configuration and click the Pencil icon above the ACS URL.
7. Select the SP Initiated Login Configuration check box and enter the following values:

° Login Path: enter a unique identifier for your organization. You can specify any alphanumeric string (with no
embedded spaces), provided that it is unique to your organization. (You can't configure a Login Path that another
Sumo customer has already configured).
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o Authn Request URL: enter the URL that the IdP has assigned for SumoLogic to submit SAML authentication
requests to the IdP. For example, https://idp-server-hostname:9031/sso/idp/SS0.saml2

o Select Binding Type: Post.

B8 Security | Sumo Logic x  +

= C @ serviceeusumologic.com,
sumo logic # | = S secuity € Users and Roles £ Account

) * B P P ervice e ess Key Policie: SAML alla e

Recently Opened By Me & Edit pingfed

b2NhbGhvc3QwggE 1MABGCSqGSIb3DQEBAQUAAATBDWAWGGEKAOTBAQC+j xrSrXHnAyQArkbzi 1w
aQjm759ht90J2L216qq3hvr6b+DIwj /WvbYAiTRZBADMX59hao7 rwXghBwy tUdMNbP39xapF YEQE

(® use SAML Subject

O use saML Attribute

SP Initiated Login Configuration

pingfed

https://192.168.1.192:9031/idp/$S0.saml2

[[] oisable Requested Authentication Context

[ sign Authn Request

@® Post
QO Redirect
[ Roles attribute
[ on bemand Provisioning
% AppCatalog
[ vLogoutPage
S Manage Data
i+ Administration

© Help

Seshadri Vasu Addanki (ProofiD)

8. Click Save.

Sumologic
(-] = X

¥ @ incognito (Up

9. Click the saved pingfed configuration again and make a note of the Authentication Request and EntitylD URLs.

B security +

= C @ senviceeusumologic.com,
sumo logic # = | S seculy £ Users and Roles £ Account

[0} * (2] P P S P SAML T

Recently Opened By Me Configuration List

@ Require SAML Sign In All users must log in using one of the SAML integrations unless they are allowed to bypass SAML and use password-based sign-in.

The SumoLogic connection configuration is now complete.
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Update the ACS URL values in PingFederate

1. Sign on to the PingFederate administrative console.

2. Edit the SP connection for SumoLogic.

3. Set the Partner’s Entity ID (Connection ID) value to SumoLogic's Entity ID that you copied previously.

4. Set Assertion Consumer Service URL : Endpoint URL to SumolLogic’'s Assertion Consumer Service URL value.

5. Click Save.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the SumoLogic SP connection.
2. Authenticate with PingFederate.

You're redirected to your SumoLogic domain.

Test the PingFederate SP-initiated SSO integration

1. Go to your SumoLogic Authentication Request URL.
2. After you're redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you're redirected back to SumoLogic.
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Tableau

Configuring SAML SSO with Tableau and PingOne

Learn how to enable Tableau SSO in PingOne (IdP and SP-initiated).
Before you begin
« Configure PingOne to authenticate against an identity repository containing the users requiring application access.

« An Email Attribute is required in the assertion, either the SAML Subject or another SAML attribute per the SAML
configuration. The value of the Email Attribute must be a valid email address. This attribute is used to uniquely identify the
user in the organization.

Export the metadata from Tableau

1. Sign on to Tableau with an administration account.

2. Go to Settings = Authentication.

3. Select the Enable an additional authentication method check box.
4. Select the SAML authentication method.

5. Expand the Edit Connection section.

6. Click Export Metadata.
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Create the Tableau SP connection

—_

10.

General

Authentication Bridge Extensions Integrations

Authentication types

sign-in options for users accessing Tableau Online. Learn more

This is the default authentication type for Tableau Sites and is always enabled.

Enable an additional authentication method

O Google
Lets you set OpenlD as your users' authentication method.
O Salesforce
Redirects users to login.salesforce.com for authentication.
Edit My Domain...
@ pingone.eu (SAML)
Lets you set up an identity provider such as Okta or OneLogin with Tableau
Online.

v Edit Connection...
Follow the steps below to use SAML for single sign-on.

1 Export metadata from Tableau Online

Select an option for obtaining metadata required by the Identity Provider (IdP):

e Export an XML file that contains the metadata. Export metadata

or
e Copy the Tableau Online entity ID and ACS URL individually, and download the
X.509 certificate and save it as a CER file.

Tableau Online entity ID | https://sso.online.tableau.com/public/sp.

Assertion Consumer . i
s https://sso.online.tableau.com/public/sp.

ervice URL (ACS)

Download certificate

. In the PingOne admin portal, go to Connections = Applications.

. Create an SP connection for Tableau by selecting Add application.

. When you're prompted to select an application type, select WEB APP and then click Configure next to SAML for the chosen

connection type.

. Enter a unique name for the application.

. Import the Tableau metadata.

. Select the signing certificate.

. Confirm that the EntitylD and endpoints are correct.

. Enter a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.

. Click Save and Continue.

Define the Tableau assertion requirements.
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APPLICATION ATTRIBUTE OUTGOING VALUE

saml_subject « Email Address REQUIRED Test Output
FirstName « Given Name Test Output
LastName « Family Name Test Output

11. Click the toggle to enable the application.

12. On the Configuration tab for the Tableau application, on the Download Metadata line, click Download.

Profile  Configuration  Attribute Mappings  Policies  Access

~ CONNECTION DETAILS

DOWNLOAD METADATA: Download

Import the metadata in Tableau
1. Upload the PingOne metadata file and click Apply.
2. Confirm that the IdP, entitylD, and SSO service URL are correct.
3. Test the connection.

4. Match the Tableau attributes to the assertion attributes and click Apply.
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5 Match attributes

Match the attribute names (assertions) in the IdP’s SAML configuration to the
corresponding attribute names on Tableau Online. Click Test Connection to fetch
available attributes.

Tableau Online Attribute Identity Provider (IdP) Assertion Name

Email

Enter the name of the IdP assertion that

contains the email address sent from the

IdP to Tableau Online during the

authentication process. The user is NamelD
authenticated if the IdP email address is

an exact match for the user's email

address as stored in Tableau.

Display Name

Enter an assertion name for either the first name and last name, or for the full
name. depending on how the IdP stores this information. Tableau Online uses
these attributes to set the display name.

(® First and last name O Full name

First name FirstName
Last name LastName
Full name

Apply

Test the IdP-initiated SSO integration

1. Go to the PingOne Application Portal and sign on with a user account.

@ Note

In the Admin console, go to Dashboard - Environment Properties to find the PingOne Application Portal
URL.

2. Click the Tableau icon.

You're redirected to the Tableau website and logged in with SSO.

Test the SP-initiated SSO integration
1. Go to the Tableau sign on page and enter the email address that will redirect to PingOne.
2. In the PingOne sign-on prompt, enter your PingOne username and password.

You're redirected back to Tableau and signed on with SSO.
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Configuring SAML SSO with Tableau and PingFederate

Learn how to enable Tableau SSO in PingFederate (IdP and SP-initiated).
Before you begin
« Configure PingFederate to authenticate against an identity repository containing the users requiring application access.

« An Email Attribute is required in the assertion, either the SAML Subject or another SAML attribute per the SAML
configuration. The value of the Email Attribute must be a valid email address. This attribute is used to uniquely identify the
user in the organization.

Export the metadata from Tableau

1. Sign on to Tableau with an administration account.

2. Go to Settings = Authentication.

3. Select the Enable an additional authentication method check box.
4. Select the SAML authentication method.

5. Expand the Edit Connection section.

6. Click Export Metadata.
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General Authentication Bridge Extensions Integrations

Authentication types

Set sign-in options for users accessing Tableau Online. Learn more
v
This is the default authentication type for Tableau Sites and is always enabled.
Enable an additional authentication method
O Google
Lets you set OpenlD as your users' authentication method.
O Salesforce
Redirects users to login.salesforce.com for authentication.
Edit My Domain...
@ pingone.eu (SAML)
Lets you set up an identity provider such as Okta or OneLogin with Tableau
Online.

v Edit Connection...
Follow the steps below to use SAML for single sign-on.

1 Export metadata from Tableau Online

Select an option for obtaining metadata required by the Identity Provider (IdP):

e Export an XML file that contains the metadata. Export metadata

or

e Copy the Tableau Online entity ID and ACS URL individually, and download the
X.509 certificate and save it as a CER file.

Tableau Online entity ID | https://sso.online.tableau.com/public/sp.

Assertion Consumer

Service URL (ACS) https://sso.online.tableau.com/public/sp.

Download certificate

Create a Tableau SP Connection

1. In PingFederate, create a service provider (SP) connection for Tableau.
2. Configure using Browser SSO profile SAML 2.0.
3. Upload the metadata file from Tableau.
4. Enable the following SAML profiles.
o ldP-Initiated SSO
° SP-Initiated SSO
5. Configure the assertion:
o Select the source mappings.

o Define the contract fulfillment.
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Tableau

Mapping Method
Adapter

Mapping Method

FirstName
LastName

SAML_SUBJECT

Attribute Contract Fulfillment

HTML Form IdP Adapter

Use only the Adapter Contract values in the mapping

givenname (Adapter)
sn (Adapter)

mail (Adapter)

6. In protocol settings: Allowable SAML Bindings, enable POST.
7.Goto https://PingFederate-url/pf/federation_metadata.ping?PartnerSpId=Tableau-EntityId and download the

metadata file from PingFederate.

Import the metadata in Tableau
1. Upload the PingFederate metadata file and click Apply.
2. Confirm that the IdP entityID and SSO service URL are correct.
3. Test the connection.

4. Match the Tableau attributes to the assertion attributes and click Apply.

5 Match attributes

Match the attribute names (assertions) in the IdP's SAML configuration to the
corresponding attribute names on Tableau Online. Click Test Connection to fetch
available attributes.

Tableau Online Attribute Identity Provider (IdP) Assertion Name

Email

Enter the name of the IdP assertion that
contains the email address sent from the
IdP to Tableau Online during the
authentication process. The user is
authenticated if the IdP email address is
an exact match for the user's email
address as stored in Tableau.

NamelD

Display Name

Enter an assertion name for either the first name and last name, or for the full
name, depending on how the IdP stores this information. Tableau Online uses
these attributes to set the display name.

(® First and last name O Full name
First name FirstName
Last name LastName

Full name

Apply
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Test the IdP-initiated SSO integration

1. Go to the PingFederate SSO application endpoint for Tableau, https://PingFederate-url/idp/startSS0.ping?
PartnerSpId=Tableau-EntityId.

https://127.0.0.1:9031/idp/startSS0.ping?PartnerSpId=https://sso.online.tableau.com/public/sp/metadata/
5c142f94-8889-491a-816c-e61aebdc84ch

2. Authenticate with PingFederate.

You're redirected to Tableau.

Test the SP-initiated SSO integration

1. Go to the Tableau sign on page.
2. Enter the email address that will redirect to PingFederate.
3. Authenticate with PingFederate.

You're redirected back to Tableau.

Configuring SCIM 2.0 provisioning with Tableau and PingFederate
Learn how to enable Tableau SCIM 2.0 Provisioning in PingFederate.
Before you begin

+ Configure PingFederate to authenticate against an LDAP identity repository containing the users requiring application
access.

+ Configure PingFederate with the SCIM provisioning connector to support the SCIM 2.0 protocol.
« Configure PingFederate with the Tableau SP connection.

« Configure the PingFederate run.properties file to support provisioning.

Enable SCIM provisioning in Tableau
1. Sign on to Tableau with an administration account.
2. Go to Settings = Authentication.

3. In the Automatic Provisioning and Group Synchronisation (SCIM) section, select the Enable SCIM check box.

4. Click Generate New Secret.

This will generate a new API secret that PingFederate will use to authenticate to the Tableau SCIM endpoint.
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Tableau

Enable SCIM

Automatic Provisioning and Group Synchronisation (SCIM)

Allow a third-party identity provider to manage users on this site. Learn more

Base URL |https://scimAonline.tableau.com/pods/prod-uk-a/s

| Generate New Secret |

Enable SCIM provisioning in the SP connection

1. In the PingFederate administrative console, select the Tableau SP connector.

2. 0On the Connection Type tab, select the Outbound Provisioning check box and in the Type list, select SCIM Connector.

SP Connections | SP Connection

CONNECTION TEMPLATE

¥| BROWSER SSO PROFILES

WS-TRUST

w

TS

¥ | OUTBOUND PROVISIONING

Connection Type Connection Options Metadata URL General Info Browser SSO Credentials Outbound Provisioning

Select the type of connection needed for this SP: Browser SSO Profiles (for Browser SSO), WS-Trust STS (for access to identity-enabled Web Services),

No Template

PROTOCOL
SAML 2.0

TYPE

SCIM Connector

3. On the Outbound Provisioning tab, select Configure Provisioning.

4. On the Target tab, in the SCIM Version list, select 2.0 and enter the SCIM URL and OAuth 2 Bearer Token obtained from

Tableau.
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SP Connections | SP Connection | Configure Channels

Manage Channels

Specify credentials and/or other connection details that PingFederate will use to access the target service provider for outbound provisioning.

Provisioning Target SCIM Connector

SCIM URL https://scim.online_tableau.com/pods/prod-uk
SCIM VERSION 20 v

AUTHENTICATION METHOD OAuth 2 Bearer Token v

BASIC AUTHENTICATION

USERNAME

PASSWORD

OAUTH 2 BEARER TOKEN

ACCESS TOKEN

ANILITII A AL ICAT

5. Define a channel to obtain the user details:

1. Add the LDAP source and source location according to your user data source.

SP Connections | SP Connection | Configure Channels | Channel

Channel Info Source Settings Source Location Attribute Mapping Activation & Summary

Choose the data store that serves as the local repository for user accounts requiring provisioning.

ACTIVE DATA STORE PingDirectory v

DATA STORE TYPE LDAP

Manage Data Stores
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Tableau

SP Connections | SP Connection | Configure Channels | Channel

Channel Info Source Settings Source Location Attribute Mapping Activation & Summary

settings can be used.

Data Source

DATA SOURCE

DATA SOURCE DESCRIPTION
LDAP TYPE

Identity

ENTRY GUID ATTRIBUTE

GUID TYPE

Group Membership Detection

MEMBER OF GROUP ATTRIBUTE

GROUP MEMBER ATTRIBUTE
Change Detection

USER OBJECTCLASS

GROUP OBJECTCLASS

CHANGED USERS/GROUPS ALGORITHM
USN ATTRIBUTE

TIMESTAMP ATTRIBUTE

Enter or modify LDAP settings that apply to the source user-data store, as needed. Note that these fields are preconfigured with default settings based on the LDAP Type, when specified (;

127.0.01
PingDirectory

PingDirectory

entryUUID

Text v

uniqueMember

inetOrgPerson

groupOfUniqueNames

Timestamp No Negation v

modifyTimestamp

SP Connections | SP Connection | Configure Channels | Channel

BASE DN ou=SS0,ou=People,dc=example,dc=com
Users

GROUP DN

FILTER objectClass=inetOrgPerson
Groups

GROUP DN

FILTER objectClass=group

Source Settings Attribute Mapping Activation & Summary

Enter the Base DN where user records are located in the data store, and specify either an LDAP Filter or Group DN.
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2. Configure attribute mappings.

@ Note

The SCIM userName field must map to an email address.
+image::ixz1640220648501.png[alt="Screen capture of PingFederate SP Connection channel attribute
mapping page.",role="border-no-padding"]

3. Enable the channel.
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Terraform

Configuring SAML SSO with Terraform and PingOne

Learn how to enable Terraform sign-on from the PingOne SSO console (IdP-initiated sign-on) and direct Terraform login using
PingOne SSO (SP-initiated sign-on).

Before you begin
* Link PingOne to an identity repository containing the users requiring application access.
* Populate Terraform with at least one user to test access.
* You must have administrative access to PingOne and an administrative account with site-admin permission on Terraform.

@ Note

Whenever TFE-HOSTNAME is specified throughout this document, replace it with the actual value of your Terraform
instance hostname.

Add the Terraform application to PingOne

1. In PingOne, go to Connections - Applications and click + to add a new application.

WPingldentity

Sandbox - Phil ' "
Sandbor Applications @

< Connections Q Filter

3 Applications by

PingOne Admin Console

PingOne Application Portal

PingOne Self-Service - MyAccount

2. In Select an Application Type, click Web App.
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3. In Choose Connection Type, click Configure next to SAML.

New Application

SELECT AN APPLICATION TYPE

browser.

Web applications that are accessed within a

Applications that are stored and run from a
device or desktop

« iOS and Android apps

Adding a new application to your environment allows your customers controlled access to it. There are several different application technologies to choose from that accommodate the majority of applications.

A front-end application that uses an API.

+ NET web apps « Desktop apps « Angular « Client Credentials w/Rolej
« Java apps « Push Authentication * Node. js « Interactive admin consolg
WEB APP NATIVE APP SINGLE PAGE APP WORKER

Management APl integrations
perform actions using Roles.

+ Non-interactive service in

CHOOSE CONNECTION TYPE

SAML
Apps that utilize an Identity Provider (IDP) to authenticate users and provides Service Providers an Authentication Assertion.

Configure

oIDC
Employs Universal Login and redirect users to the login page.

Configure

4. Enter Terraform as the application name.

5. Optional: Enter a suitable description.

6. Optional: Upload an icon.

7. Click Next.

8. For Provide App Metadata, select Manually Enter.

9. For ACS URLs, enter https://TFE-HOSTNAME /users/saml/auth
10. Choose the Signing Key to use and then click Download Signing Certificate to download it as X509 PEM ( .crt).
11. For Entity ID, enter https://TFE-HOSTNAME/users/saml/metadata
12. Leave SLO Endpoint and SLO Response Endpoint blank. Terraform does not support single logout (SLO).
13. In the Subject NamelD Format list, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
14. Set a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
15. Click Save and Continue.

@ Note

By default, Terraform generates a Username when an account is first created upon initial SSO. This is based on
the user email address.
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16. Optional: If you want to dictate the Username created for a user, you can include the Username attribute in the security
assertion.

You can include the MemberOF attribute to automatically add users to specific Teams in the Terraform platform.
Configure which PingOne User Attribute to map to each of these Terraform attributes.

APPLICATION NAME TYPE

Terraform Web App

Attribute Mapping

Map your PingOne user defined attributes to the corresponding Application attribute for accessibility between users and this app.

SAML ATTRIBUTES

PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE

Email Address v = sam|_subject v Required
PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE

Email Address v = Username v Required (@)
PINGONE USER ATTRIBUTE APPLICATION ATTRIBUTE

Group Names v = MemberOf ¢ Required (@)
+ ADD ATTRIBUTE

17. Click Save and Close.
18. Enable user access to this new application by moving the toggle to the right.

19. On the Configuration tab of the newly created Terraform application, copy and save the Issuer ID and Initiate Single Sign-
On URL values. You will use these for configuring SAML on Terraform.

~ CONNECTION DETAILS

DOWNLOAD METADATA:

Download
ISSUER ID: https://auth.pingone.eu/AEEEENNENEARINEESRRRENE
SINGLE LOGOUT SERVICE: https://auth.pingone.e /NGRS /s - m 2 0/idp/slo
SINGLE SIGNON SERVICE: https://auth.pingone.eu/ SR niSStESANINESSRRRINNES < - |2 0/idp/sso
IDP METADATA URL: https://auth.pingone.eu/ A ENNNENNRNRNNNNNNNN < 2|2 0/metadata/bcfd5b29-59e9-4fab-b00a-3b8400537823

INITIATE SINGLE SIGN-ON URL: _https:/fauth.pingone.eu/ S NENENRNEDRERNNNNNNNEY < - 1 2 0/idp/startsso?spEntityld=https://app.asana.com
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Add PingOne as an identity provider (IdP) to Terraform

1. Go to https://TFE-HOSTNAME/app/admin/saml and sign on with an administrator account that has site-admin
permissions.

2. Paste the Initiate Single Sign-On URL value that you saved previously into the Single Sign-On URL field.

3. Openthe .crt file that downloaded previously in a text editor and copy and paste the entire contents into the IDP
Certificate field.

4. Click Save SAML settings.

Test the PingOne IdP integration

1. Go to the PingOne application portal and sign on with a user account.

@ Note

You can find the PingOne Application Portal URL in Dashboard = Environment Properties.

2. Click the Terraform icon.
You're redirected and presented with a PingOne sign on prompt.

3. Enter your PingOne username and password.

After successful authentication, you're redirected back to Terraform as a signed-on user.
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UltiPro

Configuring SAML SSO with UltiPro and PingFederate

Learn how to enable UltiPro sign-on from the PingFederate console (IdP-initiated sign-on) and direct UltiPro sign-on using
PingFederate (SP-initiated sign-on).

Before you begin
« Configure PingFederate to authenticate against an IdP or datastore containing the users requiring application access.
+ Populate UltiPro with at least one user to test access.

* You must have administrative access to PingFederate.

Create a PingFederate SP connection for UltiPro

1. Sign on to the PingFederate administrative console.
2. Create an SP connection for UltiPro in Ping Federate:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to placeholder .
You'll change this later.
3. Enable the following SAML Profiles:
m |dP-Initiated SSO
m SP Initiated SSO
4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfillment, map the SAML_SUBJECT.

5. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST, and set Endpoint URL to https://
placeholder.

You'll change the Endpoint URL later.
6. In Protocol Settings: Allowable SAML Bindings, enable POST.
7.1n Credentials: Digital Signature Settings, select the PingFederate signing certificate.
3. Export the metadata for the newly created UltiPro SP connection.

4. Export the signing certificate.
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Add the PingFederate connection to UltiPro

1. Contact UltiPro Customer Support and request that SAML 2 be enabled for your organization.
2. Provide them with the downloaded PingFederate signing certificate and metadata.

3. Request their ACS URL and EntitylID values.

Update the ACS URL values in PingFederate

1. Sign on to the PingFederate administrative console.
2. Edit the SP connection for UltiPro.
3. Set Partner’s Entity ID to the UltiPro Entity ID value.

4. In Protocol Settings: Assertion Consumer Service URL, set Endpoint URL to the UltiPro Assertion Consumer Service URL
value.

5. Save the changes.

Test the PingFederate IdP-initiated SSO integration
1. Go to the PingFederate SSO application endpoint for the UltiPro SP connection.
2. Complete the PingFederate authentication.

You're redirected to your UltiPro domain.

Test the PingFederate SP-initiated SSO integration
1. Go to your UltiPro application.
2. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to UltiPro.

Configuring SAML SSO with UltiPro and PingOne for Enterprise

Learn how to enable UltiPro sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct UltiPro sign-on
using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
* Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate UltiPro with at least one user to test access.

* You must have administrative access to PingOne for Enterprise.
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Add the UltiPro application to PingOne for Enterprise

1. Sign on to PingOne for Enterprise and go to Applications - My Applications.

2. 0n the SAML tab, click Add Application.

APPLUICATIONS USERS SETUP ACCOUNT

My Applications  Application Catalog  PIngID SDK Applications  OAuth Settings

My Applications

SAML
—

Applications you've added to your account are listed here. You can search by application name, description or entityld

« Active applications are enabled for single sign-on (SS0).
« Details displays the application details

Application Name Type Status Enabled

Add Application ~ Pause AllSSO @

Search Application Catalog

Request Ping Identity add a new application to the application cataleg

3. Enter UltiPro as the application name.

4. Enter a suitable description.

5. For the category, select Human Resources.

6. Click Continue to Next Step.

7. Set Assertion Consumer Service (ACS) to https://placeholder and set Entity ID to placeholder .
You'll update these values later.

8. Click Continue to Next Step.

9. Click Add new attribute.

3. SSO Attribute Mapping

Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Attribute Identity Bridge Atiribute or Literal Value Required

I Add new attribute

10. Add the SAML_SUBJECT attribute and map it to the value required by UltiPro.
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Map the necessary application provider (AP) attributes to attributes used by your identity provider (IdP).

Application Atiribute Identity Bridge Atiribute or Literal Value
SAML_SUBJECT

1 SAML_SUBJECT | O v O s

Required

11. Click Continue to Next Step.
12. Click Add for all user groups that should have access to UltiPro.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search

Users@directory Remove

Domain Administrators@directory Add

13. Click Continue to Next Step.
14. Download the PingOne for Enterprise signing certificate and metadata.
Signing Certificate @

SAML Metadata

15. Click Finish.

Add the PingOne for Enterprise connection to UltiPro

1. Contact UltiPro Customer Support and request that SAML 2 be enabled for your organization.
2. Provide them with the downloaded PingOne for Enterprise signing certificate and metadata.

3. Request their ACS URL and EntityID values.

Complete the UltiPro PingOne for Enterprise setup in UltiPro

1. Continue editing the UltiPro entry in PingOne for Enterprise for Enterprise.
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@ Note

If the session has timed out, complete the initial steps to the point of clicking Setup.

2. Click Continue to Next Step.
3. Set the ACS URL to the UltiPro ACS URL value.
4. Set the Entity ID to the UltiPro Entity ID value.

5. Click Continue to Next Step until you reach the final page, then click Finish.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with UltiPro access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup = Dock - PingOne Dock URL.

2. Complete the PingOne for Enterprise authentication.

You're redirected to your UltiPro application.

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to your UltiPro application.

2. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.

Copyright © 2025 Ping Identity Corporation




UltiPro Configuration Guides

Sign On

You're redirected back to UltiPro.
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Workato

Configuring SAML SSO with Workato and PingFederate

Learn how to enable Workato sign-on from the PingFederate console (IdP-initiated sign-on) and direct Workato sign-on using
PingFederate (SP-initiated sign-on).

Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* Populate Workato with at least one user to test access.

* You must have administrative access to PingFederate.

Create the Workato metadata
1. In PingFederate, create a service provider (SP) connection for Workato:
1. Configure using Browser SSO profile SAML 2.0.
2. Set Partner’s Entity ID to https://www.workato.com/saml/metadata?id=Workato ID.

@ Note

This value is provided by Workato on the Tools = Team - Settings tab.

3. Enable the following SAML profiles.
m |dP-Initiated SSO
m SP-Initiated SSO

4. In Assertion Creation: Authentication Source Mapping: Attribute Contract Fulfilment, map the SAML_SUBJECT to
your email attribute.

5. In Protocol Settings: Assertion Consumer Service URL, set Binding to POST and set Endpoint URL to https://
www.workato.com/saml/consume/ .

6. In Protocol Settings: Allowable SAML Bindings, enable POST.

7.1n Credentials: Digital Signature Settings, select the PingFederate Signing Certificate.

@ Note

Note the metadata URL for the newly-created Workato SP connection.
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Add the PingFederate connection to Workato

1. Sign on to the Workato console as an administrator.
2. Select Tools in the left navigation pane.

3. Click the Members tab.

4. Select Team.

5. Select the Settings tab.

Enables multiple users to collaborate on recipes in a shared workspace. Learn more

c Pending Invitati Settings Roles

Team name (Required)

Authentication method (Required)
SAML based SSO

Members accessing the team will have to re-authenticate using this method

Team ID (Required)

Maximum 20 characters

SAML provider (Required)

Select your dentity provider. f you don't see it, contact support
Do you have your identity provider metadata URL? (Required)
® Yes
O o

Not sure how to get it, learn more here

Metadata URL (Required)

We will import your SAML settings from this file

Do you want to enable SAML JIT provisioning? (Required)
Yes

New users will be automatically added to the team after identity provider authentication. New users are assigned
the Operator role by default.

Validate settings

6. Enter a Team name for the team or company.
7. In the Authentication method list, select SAML based SSO.
8. In the SAML_provider list, select Other.

9. Enter the Metadata URL value for the Workato SP connector in PingFederate.

Test the PingFederate IdP-initiated SSO integration

1. Go to the PingFederate SSO Application Endpoint for the Workato SP connection.
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2. Authenticate with PingFederate.

You're redirected to your Workato domain.

Test the PingFederate SP-initiated SSO integration
1. Go to https://app.workato.com/users/sign_in (2.

2. After you're redirected to PingFederate, enter your PingFederate username and password.

You're redirected back to Workato.

Configuring SAML SSO with Workato and PingOne

Learn how to enable Workato sign-on from the PingOne console (IdP-initiated sign-on) and direct Workato sign-on using PingOne
(SP-initiated sign-on).

Before you begin
« Link PingOne to an identity repository containing the users requiring application access.
* Populate Workato with at least one user to test access.

* You must have administrative access to PingOne and an Admin account on Workato.

Add the Workato application to PingOne

1.In PingOne, go to Connections - Applications and click the + icon.

Pingldentity.

Environments
Sandbox - Phil

Sandbosx Applications @

< Connections Q. Search '( Filter j:'

APPLICATIONS

w
=
©
=
=
@
=
S
5
7
o
-~
I>
O
=2
b
=
=
=
QO
3
1]

Applications
IDENTITY PROVIDERS PingOne Admin Console

External IDPs

PingOne Application Portal
e Client ID: D
PingFederate

PingOne Self-Service - MyAccount

Pingintelligence

2. When you're prompted to select an application type, select WEB APP and then click Configure next to SAML for the chosen
connection type.
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3. Enter Workato as the application name.

4. Enter a suitable description.

5. Optional: Upload an icon.

6. For Provide App Metadata, select Enter from URL.

7.1n the Import URL field, enter https://www.workato.com/saml/metadata?id=your-Workato-ID.

@ Note

your-Workato-ID is a unique value to your Workato account and can be found in the Workato Portal.

8. In the ACS URLS field, enter https://www.workato.com/saml/consume .

9. Select the Signing Key to use and then click Download Signing Certificate to download as X509 PEM (.crt).
10. Leave SLO Endpoint and SLO Response Endpoint blank.
11. In the Subject NamelD Format list, select urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
12. Enter a suitable value for Assertion Validity Duration (in seconds). A value of 300 seconds is typical.
13. Click Save and Continue.
14. Workato expects an email address to identify a user in the SSO security assertion:

o If you use an email address to sign on through PingOne, click Save and Close.

o If you sign on with a username, in the PingOne User Attribute list, select Email Address to map that to the
SAML_SUBJECT, then click Save and Close.

15. Click the toggle to enable the application.
16. On the Configuration tab of the newly-created Workato application, copy and save the IDP Metadata URL value.
You'll need this when configuring SAML on Workato.

~ CONNECTION DETAILS

Download

https://aumpingoneeu/_
https://auth.pingone.eu/f | - - 2 0/idp/slo

https://auth.pingone.eu/{ N < - 2 0/idp/sso

https://auth.pingone.eu/{| NG s - 20/ metadata/c6¢91962-45a9-4379-84bf-77576fa582f7
https://auth.pingone.eu/{ | I < - 1 O/idp/startsso?spEntityld=https://xx-api.mimecast.com/login/saml

Add PingOne as an identity provider (IdP) to Workato

1. Sign on to the Workato console as an administrator.
2. In the left navigation pane, click Tools.

3. Click the Members tab.
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4. Select Team.

5. Click the Settings tab.

Enables multiple users to collaborate on recipes in a shared workspace. Learn more

c Pending Invi Settings Roles

Team name (Required)

Authentication method (Required)
SAML based SSO

Members accessing the team will have to re-authenticate using this method

Team ID (Required)

Maximum 20 characters

SAML provider (Required)

Select your identity provider. f you don't see it, contact support.

Do you have your identity provider metadata URL? (Required)
N

@ Yes

O nNo

Not sure how to get it learn more here

Metadata URL (Required)

We will import your SAML settings from this file

Do you want to enable SAML JIT provisioning? (Required)
Yes

New users will be automatically added to the team after identity provider authentication. New users are assigned
the Operator role by default

Validate settings

6. Enter a Team name for the team or company.
7.1n the Authentication method list, select SAML based SSO.
8. In the SAML_provider list, select Other.

9. Enter the Metadata URL for the Workato SP Connector in PingOne.

Test the PingOne IdP integration

1. Go to the PingOne Application Portal and sign on with a user account.

@ Note

In the Admin console, go to Dashboard - Environment Properties to find the PingOne Application Portal
URL.

2. Click the Workato icon.

You're redirected to Workato and signed on with SSO.
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Test the PingOne SP integration

1. Go to https://app.workato.com/users/sign_in(Z and enter your email address only.

2. In the PingOne sign-on prompt, enter your PingOne username and password.

Sign On

You're redirected back to Workato and signed on.
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Workday

Configuring SAML SSO with Workday and PingFederate

Enable Workday sign-on from a PingFederate URL (IdP-initiated sign-on) and direct Workday sign-on using PingFederate (SP-
initiated sign-on), with single logout (SLO).

Before you begin

« Configure PingFederate to authenticate against an identity provider (IdP) or datastore containing the users requiring
application access.

* Populate Workday with at least one user to test access.

* You must have administrative access to PingFederate and Workday.

Create a PingFederate service provider (SP) connection for Workday

1. Sign on to the PingFederate administrative console.

2. Create an SP connection for Workday in PingFederate.

3. Set Partner’s Entity ID to http://www.workday.com(J .

4. Enable the IdP-Initiated SSO and SP Initiated SSO SAML profiles.

5. In Assertion Creation - Authentication Source Mapping — Attribute Contract Fulfillment, map SAML_SUBJECT.

6. In Protocol Settings = Assertion Consumer Service URL:
1. Set Binding to POST.
2.In the Endpoint URL field, enter https://your-environment.workday.com/your-tenant-name/login-saml.flex
3. In Protocol Settings = Allowable SAML Bindings, enable POST.

4. In Credentials — Digital Signature Settings, select the PingFederate Signing Certificate.

7. Click Save.
8. Export the signing certificate.
9. Export the metadata file, open it in a text editor, and copy:
o The entitylD
° The SSO Location entry https://your value/idp/SSO.saml2

° The SLO Location entry https://your value/idp/SLO.saml2
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Add the PingFederate IdP Connection to Workday

1. Sign on to Workday as an administrator and click Account Administration.

Welcome, Ping

e r—
& & i3
2
Reporting & Integrations Deplay e
Anslytics Processes
Go to Inbes E E X
Account Utilities Security & Audit
Adeninistration
2. Click Edit Tenant Setup - Security.
Audit View
Signons and Attempted Signons All Workday Accounts
Workday Accounts Currently Locked Out By Exces... Workday Accounts
Workday Accounts with Expired Passwords View Security Groups for User
View implementers
Actions
I Edit Tenant Setup - Security
Disable Workday Accounts
Enable/Disable Account Data Masking
Create Workday Account for Supplier Contact
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3. In the Single Sign On section, click the + icon under Redirection URLs.

4. Configure the redirection URLs:

Redirect Type Single URL

Login Redirect URL https://your-environment.workday.com/your-tenant-name/login-
saml2.flex

Logout Redirect URL Single logout (SLO) location from previous procedure https://your value/

idp/SLO.saml2

Mobile App Login Redirect URL https://your-environment.workday.com/your-tenant-name/login-
saml2.flex

Mobile Browser Login Redirect URL https://your-environment.workday.com/your-tenant-name/login-
saml2.flex

Environment Select environment

5. In the SAML Setup section, select the Enable SAML Authentication check box.

v SAML Setup
Enable SAML Authentication

Enable Native Multi-Factor Authentication lj

SAML identity Providers

6. Click the +icon.

SAML Identity Providers

\1 ld:em_ny Disabled *dentity Provider Name “lssuer *x509 Certificate
Provider

7. Set the Identity Provider Name to PingFederate, and in the Issuer field, enter the entity ID value that you copied from
PingFederate.

8. For SLO, in the x509 certificate section, click Create x509 Public Key.
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*x509 Certificate

Bearch o
By Type )
All )

Create x509 Public Key

9. In the Name field, enter a name for your PingFederate signing certificate, such as PingFederateCert .

10. Open the PingFederate signing certificate in a text editor, copy the contents, and paste them into the Certificate field.

Create x509 Public Key

Name *I PingOneCert l

Valid From 01/21/2021

Valid To 01/21/2024

BEGIN CERTIFICATE I

AAUD LAOALE LA IDA IS AV IO AAAANOCOO  O0ILADAOCDA LA AL O A 1D ANMAVTANITA A0 .. OOV

Certificate *

v

11. Click OK.

12. Use the following configuration.
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Enable IdP Initiated Logout

Logout Response URL

Enable Workday Initiated Logout

Logout Request URL

Service Provider ID

SP Initiated

Do Not Deflate SP-initiated Authentication Request

IdP SSO Service URL

13. Click OK.

Selected

Enter the SLO location that you copied from
PingFederate. For example, https://your value/idp/
SLO.saml2 .

Selected

Enter the SLO location that you copied from
PingFederate. For example, https://your value/idp/
SLO.saml2.

Enter http://www.workday.com.

Selected

Selected

Enter the SLO location you copied from PingFederate. For
example, https://your-value/idp/SLO.saml2 .

14. For SLO, in the x509 Private Key Pair menu, select Create x509 Private Key Pair.

x509 Private Key Pair

Enable Mobile Browser SSO for Native Apps

"~ L.~ f A A eseves

Bcarch

All >

Create »509 Private Key Pair

15. In the Name field, enter a name for the key pair.

Create x509 Private Key Pair

Name *I workday I

Description

Do Not Allow Regeneration

16. Click OK.

17. Hover next to the key pair name and click the ... icon.
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x509 Private Key Pair wodtdayE

Enable Mobile Browser SSO for Native Apps

18. In x509 Private Key Pair, select View Key Pair.

@ e X

x509 Private Key Pair > View Key Pair

Audits N Edit Key Pair
Regenerate Key Pair
Irtegration IDs -2 W—

19. Copy the contents of the public key and save them in a text editor.

Description (empty)

Valid From 11/30/2018

Valid To 11/30/2021

Public Key —BEGIN CERTIFICATE— 1

—END CERTIFICATE—

20. Set the Authentication Request Signature Method to SHA-256.

@ Note

Leave all the other values in this section blank.

21. Click Done.
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Update the PingFederate Workday IdP for SLO

1. Sign on to the PingFederate administrative console.
2. Edit the SP connection for Workday and add the following extra SAML profiles:
° IDP-Initiated SLO
° SP Initiated SLO
3. In Protocol Settings — SLO Service URL:
1. Set Binding to POST
2. Set Endpoint URL to https://your-environment.workday.com/your-tenant-name/logout-saml.htmld .
3. Set Response URL to https://your-environment.workday.com/your-tenant-name/logout-saml.htmld .

4. In Credentials — Signature Verification Settings, select the saved Workday public key.

Test the PingFederate IdP-initiated SSO

1. Go to the PingFederate SSO Application Endpoint for the Workday SP connection.

2. Complete the PingFederate authentication.

You are redirected to your Workday domain.
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Buprting & g ahan
Destyns

At Luzes Seasty & Ade

3. Click Sign Out.

Ping
View Protile

My Account >
Workbench
Favorites

My Reports

w0 % 8 I

Documentation [A

G)

Recovery Assistant >

Test the PingFederate SP-initiated SSO integration

1. Go to your Workday URL.
2. After you're redirected to PingFederate, enter your PingFederate username and password.

After successful authentication, you are redirected back to Workday.
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150

Beparting & g wans
Mestyns

=
& % B

At Luzes Seasty & Ade

Precessns

3. Click Sign Out.

Ping
View Protile

My Account >
Workbench
Favorites

My Reports

N 0 % B8 Ik

Documentation [A

G)

Recovery Assistant >

You are signed out.

Configuring SAML SSO with Workday and PingOne for Enterprise

Enable Workday sign-on from the PingOne for Enterprise console (IdP-initiated sign-on) and direct WorkDay sign-on using
PingOne for Enterprise (SP-initiated sign-on), with single logout (SLO).
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Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.
* Populate Workday with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and Workday.

Setup the Workday application in PingOne for Enterprise
1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.
2. In the Application Catalog, search for Workday .

Application Catalog "

Browse for the application you want to adJ or search for t by name. Don't see the applicason you're looking for? Fill cut our ~pplicaton Raguest 7

workday Search

Applicatiocn Name * Type
= - sann =]

3. Expand the Workday entry and click Setup.
4. Copy the Issuer and IdP ID values.
5. Download the signing certificate.

1. SSO Instructions

Signing Certificate | PingOne Account Origination Certificate (2021)

For reference, please note the following configuration parameters

SaaSD WERETIRII NI B
dPiD SR R R LIN LI Al B

s I EINT T l R R i
(SSO) URL @

Issuer

6. Click Continue to Next Step.

7. Enter the following values.
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Field Entry

ACS URL https://your-environment.workday.com/your-tenant-name/login-saml.flex
Entity ID http://www.workday.com

Target Resource https://your-tenant-name/fx/home.flex

Single Logout Endpoint https://your-environment.workday.com/your-tenant-name/logout-saml.htmld
Single Logout Response https://your-environment.workday.com/your-tenant-name/logout-saml.htmld
Endpoint

8. Click Continue to Next Step.

9. Map the SAML_SUBJECT attribute.

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

T Identity Bridge Atiribute or Literal
Description s

SAML_SUBJECT

Application Atfribute

SA .
r«ML_SUBJECT Gt i

10. Click Continue to Next Step twice.
11. Click Add for each user group that should have access to Workday.

5 Group Accass

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock

Search
Group Name
Users@diractory Remove
Domain Administratora@directory Add

12. Click Continue to Next Step.

13. Click Finish.
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Add the PingOne for Enterprise identity provider (IdP) connection to Workday

1. Sign on to Workday as an administrator and click Account Administration.

Welcome, Ping

@ Inbox g} Applications
0 Nams 7 iteens

Reporting & integrations Deployment Dusiness

Anslytics Processes
Go to Inbes g } X
Account Utilities Security & Audit
Adeninistration
2. Click Edit Tenant Setup - Security.
Audit View
Signons and Attempted Signons All Workday Accounts
Workday Accounts Currently Locked Out By Exces... Workday Accounts
Workday Accounts with Expired Passwords View Security Groups for User

View implementers

Actions

I Edit Tenant Setup - Security

Disable Workday Accounts

Enable/Disable Account Data Masking

Create Workday Account for Supplier Contact
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3. In the Single Sign On section, click the + icon under Redirection URLs.

4. Set the following properties:

Field Entry
*Redirect Type Single URL
Login Redirect URL https://your-environment.workday.com/your-tenant-

name/login-saml2.flex

Logout Redirect URL https://sso.connect.pingidentity.com/sso/
SLO.saml2.workday.com/your-tenant-name/login-
saml2.flex

Mobile App Login Redirect URL https://your-environment.workday.com/your-tenant-

name/logout-saml.htmld

Mobile Browser Login Redirect URL https://your-environment.workday.com/your-tenant-
name/logout-saml.htmld

Environment Select your environment.

5. In the SAML Setup section, select the Enable SAML Authentication check box.

v SAML Setup
Enable SAML Authentication

Enable Native Multi-Factor Authentication lj

SAML identity Providers

6. Click the + icon.

SAML Identity Providers

' 1denthty  isabled  *identity Provider Name “lssuer *x509 Certificate
Provider

7. Set the Identity Provider Name to PingOne and enter the Issuer value you copied previously.
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8. In the x509 Certificate section, click Create x509 Public Key.

*x509 Certificate

Bearch o

By Type )

All )

Create x509 Public Key

9. Enter a name for your PingOne for Enterprise signing certificate, such as PingOneCert .

10. Open the PingOne for Enterprise signing certificate in a text editor and paste the contents of the certificate into the
Certificate field.

Create x509 Public Key

Name *I PingOneCert l

Valid From 01/21/2021

Valid To 01/21/2024

BEGIN CERTIFICATE

AAUD LAOALE LA IDA IS AV IO AAAANOCOO  O0ILADAOCDA LA AL O A 1D ANMAVTANITA A0 .. OOV

Certificate *

11. Click OK.

12. Set the following properties.
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Property Value

Enable IdP Initiated Logout Selected

Logout Response URL https://sso.connect.pingidentity.com/sso/
SLO.saml2

Enable Workday Initiated Logout Selected

Logout Request URL https://sso.connect.pingidentity.com/sso/
SLO.saml2

Service Provider ID http://www.workday.com

SP Initiated Selected

Do Not Deflate SP-initiated Authentication Request Selected

IdP SSO Service URL https://sso.connect.pingidentity.com/sso/idp/

SS0.saml2?idpid=IdP-ID-value-from-PingOne

13. Click OK.

14. For SLO, in the x509 Private Key Pair menu, select Create x509 Private Key Pair.

x509 Private Key Pair *

Bcarch

All >
Enable Mobile Browser SSO for Native Apps

Create »509 Private Key Pair

[ o 3 I SN AN . NSRS W .Y .Y .

15. Enter a name for the key pair.

Create x509 Private Key Pair

Name *I workday I

Description

Do Not Allow Regeneration

16. Click OK.

17. Hover next to the key pair name and click the Menu icon.
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x509 Private Key Pair wodtdayE

Enable Mobile Browser SSO for Native Apps

18. Click View Key Pair.

x509 Private Key Pair > View Key Pair

Audits N Edit Key Pair
Regenerate Key Pair
Irtegration IDs S .

19. Copy the contents of the public key and save them in a text editor.

Description (empty)
Valid From 11/30/2018
Valid To 11/30/2021

Public Key

—END CERTIFICATE—

20. Set Authentication Request Signature Method to SHA-256.

@ Note

Leave all other values in this section blank.

21. Click Done.
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Complete the Workday SLO setup in PingOne

1. Go to PingOne for Enterprise and continue editing the Workday entry.

@ Note

If the session has timed out, complete the initial steps to the point of clicking Setup.

2. Click Continue to Next Step.

3. Click Choose File, and select the saved Workday public key file.
Primary Verification Certificate @ Jo fle chosen

Secondary Verification Certificate

d

No file chosen

4. Click Continue to Next Step until the final screen. Click Finish.

Test the PingOne for Enterprise IdP-initiated SSO integration

1. Go to your Ping desktop as a user with Workday access.

@ Note

To find the Ping desktop URL in the admin console, go to Setup - Dock - PingOne Dock URL.

2. Complete the PingOne authentication.
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3. Click Sign Out.

You are signed out.
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Ping
View Protile

My Account >
Workbench

Favorites

My Reports

Documentation 2

N 0 % &8 Ik

®

Recovery Assistant )

Test the PingOne for Enterprise SP-initiated SSO integration
1. Go to your Workday URL.
For example:
https://your-environment.workday.com/Your tenant/login-saml2.flex

2. After you're redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.
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3. Click Sign Out.
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~, Ping
W View Protile

My Account >

Workbench

My Reports

a
&
¢  Favorites
O
?

Documentation 2

€9  Recovery Assistant >

You are signed out.

Sign Off

Sign Off Complete

Single sign-off is complete.
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Workplace by Facebook

Configuring SAML SSO with Workplace by Facebook and PingOne for Enterprise

Learn how to enable Workplace by Facebook sign-on from the PingOne for Enterprise console (IdP initiated sign-on) and direct
Workplace by Facebook sign-on using PingOne for Enterprise (SP-initiated sign-on).

Before you begin
« Link PingOne for Enterprise to an identity repository containing the users requiring application access.
+ Populate Workplace by Facebook with at least one user to test access.

* You must have administrative access to PingOne for Enterprise and Workplace by Facebook.

Set up the supplied Workplace by Facebook Application in PingOne for Enterprise

1. Make a note of your Workplace by Facebook Organization ID and subdomain, for example, https://my-

org.workplace.com.
2. Sign on to PingOne for Enterprise and go to Applications = Application Catalog.
3. Search for Workplace by Facebook .

4. Expand the Workplace by Facebook entry and click the Setup icon.

Application Catalog f | Applications
Browse for the application you want to add or search for it by name. Don't see the application you're looking for? Fill out our Application Request Form.
workplace by Search

Application Name “  Type
@ Workplace by Facebook SAML '

5. Copy the Issuer and IdP ID values.

6. Download the signing certificate.
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1. SSO Instructions

Signing Certificate = PingOne Account Origination Certificate (2021)

For reference, please note the following configuration parameters:

SaaSD WEERIINIT NN B

S TN T PP

sser MM N DN 1] NI B

7. Click Continue to Next Step.
8. Set ACS URL to https://your-subdomain.facebook.com/work/saml.php .
Set EntitylD to https://www.facebook.com/company/your-organization-ID.

Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @

Select File | Oruse URL

ACS URL | https://myorg.facebook.com/work/saml

Entity ID || //iwww.facebook.com/company/123456|

9. Click Continue to Next Step.
10. Map SAML_SUBJECT to the attribute containing the Facebook username value (an email address).

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Application Atiribute  Description Identity Bridge Attribute or Literal

Value

Identifies the authenticated principal.
This value must match the userName
value of the user being signed in. For IEmaiI (Work)

SAML_SUBJECT this attribute make sure to click on the ™=

* ‘Advanced’ button and change the Ulas Litera
‘Name ID Format to send to SP" to
‘'urn:oasis:names:tc:SAML:1.1:nameid-
format:emailAddress’.

11. Click Advanced.

12. Set Name ID Format to urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
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Advanced Attribute Options

Advanced Attribute Options for SAML_SUBJECT

Advanced Attribute Options
NameldFormat @
Name ID Format to send to SP

urn:oasis:names:tc:SAML:1.1:nameid-format.emailAddress I

Attribute Mapping
You can build an attribute mapping using multiple source attributes, literals and transformation functions.

For example, SAML_SUBJECT can be (where each attribute value is a separate entry):

subject = firstName + "." + lastName + "@" + domainName

SAML_SUBJECT = Email (Work)

IDP Attribute Name or Literal Value As Literal Function
1 Email (Work) Oas Liters v 0
Add Attribute =
Close Save
13. Click Save.

14. Click Continue to Next Step twice.
15. Click Add for all user groups that should have access to Workplace by Facebook.

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Group2, etc Search
Users@directory Remove
Domain Administrators@directory Add

16. Click Continue to Next Step.

17. Download the signing certificate.
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Signing Certificate

SAML Metadata Download
18. Click Finish.

Add the PingOne for Enterprise IdP connection to Workplace by Facebook
1. Sign on to your Workplace by Facebook console as an administrator.
2. Go to Admin Panel - Security.
3. Click the Authentication tab.
4. For Log in, select Single Sign-On (SSO).
5. Click Add New SSO Provider.

6. Set the following field values:

Field Setting
Allow users to login via SSO only
SAML URL https://sso.connect.pingidentity.com/sso/idp/

SS0.saml2?idpid=IdP-ID-value (from Set up the
supplied Workplace by Facebook Application in PingOne
for Enterprise)

SAML Issuer URL Issuer-value (from Set up the supplied Workplace by
Facebook Application in PingOne for Enterprise)

SAML Certificate Paste in the contents of the signing certificate that you
downloaded.
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SSO settings

SAML Authentication  Allow users to login via

In web browsers, check SAML again after:  1day v
v Require SAML in mobile apps [?]

Log people out of mobile apps after:  Never v

Require SAML authentication for all users now

SAML URL | <insert SamL URL> |8
SAML Issuer URI I <insert SAML Issuer URI> Ij]
SAML certificate  J____| BEGIN CERTIFICATE-----

W——
Expired certificate

SAML configuration Audience URL

https://www.facebook.com/company/<company_id>
Recipient URL
https://<company_domain>.facebook.com/work/saml.php
ACS (Assertion Consumer Service) URL

https://<company_domain>.facebook.com/work/saml.php

Test SSO

7. Click Test SSO.
8. After a successful test, save the changes.
9. Go to Admin panel = People and search for the user to use SSO.

10. Edit the user and select SSO for Log in with.

@ Note

See Workplace documentation for setting this value on users in bulk.

Test the PingOne for Enterprise IdP-Initiated SSO integration

1. Go to your Ping desktop as a user with Workplace by Facebook access.

@ Note

To find the Ping desktop URL in the Admin console, go to Setup -» Dock = PingOne Dock URL.

2. Complete PingOne for Enterprise authentication.

You are redirected to your Workplace by Facebook domain.
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Sign ©n

Test the PingOne for Enterprise SP-initiated SSO integration

1. Go to https://your subdomain.workplace.com.
2. Enter your email address.

3. When you are redirected to PingOne for Enterprise, enter your PingOne for Enterprise username and password.

Sign On

After successful authentication, you're redirected back to Workplace by Facebook.
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Wrike

Configuring SAML SSO with Wrike and PingOne

Learn how to configure SAML SSO with Wrike and PingOne.

Before you begin

You must have Business Level permissions to configure SAML.

About this task

Learn more about Wrike and SSO in the SAML SSO: Implementation Guide(Z in the Wrike documentation.

@ Note

This is a tested integration

Download the Wrike metadata

1. Sign on to your Wrike admin account and in the upper right-hand corner, select your name and then Settings.
2. Go to Security = Setup SAML SSO.
3. In the Set up your identity provider list, select Other.
4. Download the service provider (SP) metadata:
Choose from:
o Click Download XML file.
o Copy the metadata link.

5. Click Next.

Import the metadata into PingOne

1.In a new tab, sign on to your PingOne SSO admin account and go to Connections = Applications and click the + icon.
2. 0n the New Application page, click Advanced Configuration, and on the SAML line, click Configure.
3. On the Create App Profile page, enter the following information:

o Application Name

o Optional: Description
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o Optional: Icon

4. Click Save and Continue.

5. The Configure SAML Connection page allows for a few options to configure the SP metadata in PingOne. Only one of the

6.

7.

10.

11.

12.
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following is required to import the metadata:

Choose from:
° Click Import Metadata to import the metadata file that you downloaded in the previous procedure.
o Click Import from URL to upload the copied link from the previous procedure.

o If you know the Wrike SP metadata details, manually enter the required information.

@ Important

All required information is filled out if you choose Import Metadata or Import From URL except for the
SUBJECT NAMEID FORMAT.

You must update the SUBJECT NAMEID FORMAT to urn:oasis:nams:tc:SAML:1.1:nameid-
format:emailAddress . If you set this to something else, you'll get a connection error.

Click Save and Continue.

On the Attribute mapping page, add the following attributes and mark all as Required.
o firstName
o lastName

> NamelD

@ Note

The PingOne User Attribute for the saml_subject must be updated to Email Address and not User ID.

. Click Save and Close.

. On the Applications page, click the Configuration tab and copy the URL on the IDP METADATA URL line.

On your Wrike tab, paste the URL that you copied in the previous step into the Use URL to provide XML field and click
Next.

Click Enable SAML settings to finalize the configuration of the SAML connection.
You'll receive a verification email providing you with a 6-digit code.

Copy and paste the 6-digit code into the confirmation box to verify the connection and then click Confirm to finalize set
up.

A page with information on testing opens.

@ Note

Although this page provides you with information on testing the SAML SSO set up, follow Test the integration
to test your integration.
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13. Click Save.

Create and assign identities in PingOne

@ Note

If you've already assigned identities and groups in PingOne, go to Test the integration.

1. In PingOne, go to ldentities =» Groups and click the + icon next to Groups.
2. 0n the Create New Group page, enter values for the following:
o Group Name (Required)
o Description (Optional)
° Population (Optional)
3. Click Finish & Save.
4. To add identities to the group, on the Identities tab, go to Users = + Add User.

5. 0On the Add User page, enter the necessary information for a user.

@ Important

Verify the first name, last name, and email address are correct, as these are values passed in the SAML
assertion.

6. Click Save.
7. Assign the user that you created to the group that you created previously.
Locate the user you created and:
1. Expand the section for the user.
2. Select the Groups tab.
3. Click + Add.

8. In the Available Groups section, select the group that you created and click the + icon to add it to the user’s group
memberships. Click Save.

9. On the Connections tab, for the Wrike application:
o Click the Access tab
o Click the Pencil icon to edit the configuration
10. Select the group that you created and add it to the Applied Groups section. Click Save.

You're now ready to test the integration.
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Test the integration
1. In the PingOne admin console, go to Dashboard - Environment Properties.
2. Right-click on the Application Portal URL and open it in a private browser session.
3. Sign on as the test user that you created and click the Wrike tile.

You're signed on to the user’'s Wrike account using SSO and testing is complete.
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Zendesk

Configuring SAML SSO with Zendesk and PingFederate

Learn how to configure SAML SSO with Zendesk and PingFederate.
About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional

SAML-SUBJECT Email Address Required

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.

Reference Description

tenant Zendesk Tenant name

Create the PingFederate service provider (SP) connection for Zendesk

1. Sign on to the PingFederate administrative console.
2. Using the following information, create an SP connection in PingFederate:
1. Set Partner’s Entity ID to https://tenant.zendesk.com.
2. Configure using Browser SSO profile SAML 2.0.
3. Enable the following SAML Profiles.
m |dP-Initiated SSO
m SP-Initiated SSO

4. In Assertion Creation — Attribute Contract Fulfillment, set the Subject Name Format to
urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.

5. In Assertion Creation = Attribute Contract Fulfillment, map the attribute SAML_SUBJECT to the attribute mail.
6. In Protocol Settings = Assertion Consumer Service URL, enter https://tenant.zendesk.com/access/saml .

7. In Protocol Settings = Allowable SAML Bindings, enable Redirect.
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8. In Credentials, choose a suitable signing certificate and make sure the Include the certificate in the signature
<KEYINFO> element check box is selected.

3. Export the metadata for the newly-created SP connection.

4. Export the signing certificate public key.

m Dirgfeceate x +

&« C A Norsecure | pinglocaldomain9339/pingfedarzta/app®/spConnactions b+ 4 » e

PingFederate AUTHENTICATION APPLICATIONS SECURITY SYSTEM

|
§ Mingreson SP Connections

= - s
44 | SP Connections O this scroon you can manage connections 1o your partnet SP.
g SP Adagpiten Search Cioar Narrow By v
'.' Targoet URL Vi i
/ ¢ ua .
Mapping Connection Name ~  Connection ID s Protocol Enabled Action
P Default UR A { : A

S ault URLs ®; Zorxdosk " Rowcidusk ciiin SAML 20 ( Selact Action v

Policy Contact

Adapter

Mappings =

Create Connection Imgport Connection

Adaptarto

Adapter

Mappings

Configure the PingFederate IdP connection for Zendesk
1. Sign on to Zendesk as an administrator.
2. Click on the Products icon.

3. Click Admin Centre.
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) X +
C = zendesk.com/
2 The Customer x + Add

2L Welcome to Zendesk

Connect with customers
Set ua your team

Create a help centre

&P Explare more

Total progress: (/3

zendeskcom/admin

hetpa/f
| hRp

= O X ‘
* 0 :
Conversations 0 [ FA
|
f#e Support b Suite
A Gude
Connect with customers (5 min)
‘ Gathe
O Get your built-in support email address and phons
4> Ot
Yo we a sport emanl acdress anc customer
becomes a ticket in your account autom
‘. alk
Your support address is support@ zendes
- A.
Your support phone number is G
r chaoose 3 \ S
N s«
o0t it ‘
‘ ) ) amm entre
-
»

4. Click the Security icon.

5. Click Single sign-on.
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Single sign-on

6. In the SAML SSO URL field, enter the SSO URL for your PingFederate environment configuration.

For example:
https://pinghostname/idp/SS0O.saml2

7. Open the Signing certificate you downloaded in the PingFederate SP configuration and copy the thumbprint to the
Certificate fingerprint.
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wh Certificate X

General Details Certification Path

Show: | <All> vl
Field Value A
[ 1ssuer —
[:=]valid from 21 January 2021 11:25:20
[=]valid to 21 January 2024 11::5:20
[ subject
| Public key RSA (2048 Bits)
= |Public key parameters 0500
E'Ihmbpr‘nt

8. Select the Enabled check box.
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CAN
Single sign-on SAML

£ Enabled

SAML 550 URL*

Certificate fingerprint*

Remote logout URL

9. Click Save.

10. Enable external authentication for Staff members or End users as required.

@ Note

The following example enables it for Staff members only.

o

Click the Security icon.

o

Click Staff members.

o

Select the External Authentication check box.

o

Click Single sign-on.

o Click Save.

Copyright © 2025 Ping Identity Corporation




Zendesk

Configuration Guides

Statt morrbers

|[ xternal authenticatron

Test the integration
For PingFederate IdP-initiated SSO

Go to the SSO Application Endpoint from the PingFederate application configuration to perform IdP-initiated SSO.

For example, https://PingFederateHostname:PingFederatePort/idp/startSS0.ping?PartnerSpId=Zendesk .
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Pt SignOn X +

& C A Notsecure | ping.localdomain w @ Incognito

by Pingldentity

For PingOne SP-initiated SSO

1. Go to the URL for your Zendesk tenant. For example, https://tenant.zendesk.com.

@ Note

Because SSO is only enabled for Staff, you should see a sign on form.

2. Click I am an Agent to initiate SSO.
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x -+

& -endeskcom

zendesk

Signin to

Email

Password

Pt Sign On X -+

<« C A Norsecure  ping.localdomain

oy Ping ity
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Configuring SAML SSO with Zendesk and PingOne

Learn how to configure SAML SSO with ZenDesk and PingOne.
About this task

The following table details the required and optional attributes to be configured in the assertion attribute contract.

Attribute Name Description Required / Optional

SAML-SUBJECT Email Address Required

The following table details the references that are used within this guide that are environment specific. Replace these with the
suitable value for your environment.

Reference Description

tenant Zendesk Tenant name

Create a PingOne Application for Zendesk

1. Sign on to PingOne for Enterprise and go to Applications - Application Catalog.
2. Search for Zendesk .

3. Click the Zendesk row.
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@ PirgOne - Application Catalog X = 4

& C & adminpingone.com/web-portal/cas/applicationcatalog T B e :

My Applications  Application Catalog  PingID SDK Applications OAuth Settings

Application Catalog ' sication Catalog

Browse for the application you want to add or search for it by name. Don't see the appication you're looking for? Fill out our App

zendesk Search

lication Name

LL.J Zendesk SAML with Provisioning (API) ’ ‘

4. Click Setup.

5. In the Signing Certificate list, select the appropriate signing certificate.
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Zendesk

@ PingOne - Application Catalog X +

& c @ admin.pingone.com/web-portal/cas/applicationcatalog h*¢
1. SSO Instructions

Signing Certificate | PingOne Account Origination Certificate (2021) v| pownload

For reference, please note the following configuration parameters:
SaaS ID

IdP ID

Initiate Single Sign-On  https://sso_connect pingidentity.com/sso/sp/initsso?saasid3
(SSO) URL @

Issuer https://pingone.com/idp

In order to set up SSO to Zendeck, please follow the instructions below:

SETTINGS > SECURITY > Authentication

Label Description

1 Configure SSO parameters Check Single Sign On

2 Configure SSO parameters  Mode: SAML

SAML SSO URL: https://sso.connect.pingidentity.com/sso/idp/SSO.sami2?idpid={Enter your
3 Configure SSO parameters p plngldentity. so/idp pid={Enter y

IDP 1D}

https://sso.connect. pingidentity.com/sso/terminatesession?page=https://{enter a URL to
4 Configure SSO parameters p ping 1y pag Bl

redirect users to}
5 Configure SSO parameters IP ranges (optional): Leave blank for all IPs to use SSO.

6. Review the steps, and make a note of the PingOne SaaS ID, IdP ID, Single Sign-On URL, and Issuer values shown.

7. Click Continue to Next Step.
8. Make sure that ACS URL is set to https://tenant.zendesk.com/access/saml.

9. Make sure that Entity ID is set to https://tenant.zendesk.com.
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PingOne - Application Catalog X +

& — C & admin.pingone.com/web-portal/cas/applicationcatalog * B e
2. Connection Configuration

Assign the attribute values for single sign-on (SSO) to the application.

Upload Metadata @ Select File | Or use URL

zendesk.com/access, |

parameter(s) S{acountname] aliove

ACS URL

your configuration information

Entity ID

ion information

Target Resource @
Single Logout Endpoint @ | example com/slo.endpoint

Single Logout Response Endpoint @ | example com/sloresponse endpoint

Primary Verification Certificate ® 515060 File | No file chosen

Secondary Verification Certificate @ - -~ = | \o file chosen

Force Re-authentication e [

Encrypt Assertion @ ([

Signing @ @ sign Assertion O Sign Response

10. Click Continue to Next Step.

11. In the Attribute Mapping section, in the Identity Bridge Attribute or Literal Value column of the SAML_SUBJECTrow,
enter SAML_SUBJECT .
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Zendesk

| @ PingCne - Agplicaton Catalog X =

& C # admin.pingone.com/web-portal/cas/applicationcatalog b4
Application Name * Type
IR
L‘U‘J Zendesk SAML with Provisioning (AP1)

3. Attribute Mapping

Map your identity bridge attributes to the attributes required by the application.

Identity Bridge Atribute or Literal

Description
Value

SAML_SUBJECT

mail (CJaAs Laeral

Advanaeg

The user's name to be used for
2 displayName R S L As Lasral
display puposes

Agvanced
A phone numbes, specified as a
3 phone P 28 . L_As Lenl
siring.
Aavancea
Rl email The user's primary emall address As Lseral
Advanzed
9 name The user's formatted name L_As Leeral
Advanced

12. Enter the values for the other attributes as required.
13. Click Continue to Next Step.

14. Update the Name, Description, and Category fields as required.
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m PingCne - Applicaton Cataleg X -+

& C & admin.pingone.com/web-portal/cas/applicationcatalog T B e :

Application Name

A |
La Zendesk SAML with Provisioning (AP1)

4. PingOne App Customization - Zendesk

lcon @ '\Y

Select image

Name @ Zendesk
Description ® Zendesk simplfies your support
team's workfiow with custom
automatic actions, meaningful
organization, and streamlined systems
for managing support content

Category @ CRM v

NLXT: Group Access Cancel L 0 0 Next Step

15. Click Continue to Next Step.

16. Add the user groups for the application.
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@ PingOne - Application Catalog X +

&« C @ admin.pingone.com/web-portal/cas/applicationcatalog * B e

5. Group Access

Select all user groups that should have access to this application. Users that are members of the added groups will be able to SSO to this application and will
see this application on their personal dock.

Group1, Grt

Search

Domain Administrators@directory Remove

Users@directory Remove

NEXT: Review Setup Continue to Next Step

17. Click Continue to Next Step.

18. Review the settings.
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m PingOne - Application Catalog X e

&« c & adminpingone.com/web-portal/cas/apphcationcatalog

Apphcation Name

u‘d Zendesk SAML with Pravisioning (API)

8. Review Setup

Test your cor ion to the app

lcone Y g

Name @ Zendesk

Description @ Zendesk simplifies your support team’s workflow wit!
Ccu m automatic actions, meaningful organizat:on
and streamlined systems for ma

content
Category @ CRM
Connection ID
You may need to configure these connection parameters as well.
saasid

idpid

19. Copy the Single Sign-On (SSO) URL value to a temporary location.
This is the IdP-initiated SSO URL that you can use for testing.
1. On the Signing Certificate line, click Download.
You'll use this in the Zendesk configuration.
20. On the SAML Metadata line, click Download.
You'll use this in the Zendesk configuration.

21. Click Finish.
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PirgOne « My Applications x |+

< C & adminpingone.com/wet-portal/cas/connections®/ &« » e

DASHBOARD  APPLICATIONS

My Applications ~ Application Catalog  PinglD SDK Applications QAuth Settings

My Applications

SAML
—

Applications you've added to youraccount are listed here You can search by apphcation name, description or enbtyld

« Active apphcations are enabled for single sign-on (SSO)
« Detais displays the application detalis

Search

Application Name Stat Enabled

IR ,
Zendesk SAML Active Tres” Remove ’

4y

Configure the PingOne IdP connection for Zendesk
1. Sign on to Zendesk as an administrator.
2. Click the Products icon.

3. Click Admin Centre.
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) X +
C = zendesk.com/
2 The Customer x + Add

2L Welcome to Zendesk

Connect with customers
Set ua your team

Create a help centre

&P Explare more

Total progress: (/3

zendeskcom/admin

hetpa/f
| hRp

= O X ‘
* 0 :
Conversations 0 [ FA
|
f#e Support b Suite
A Gude
Connect with customers (5 min)
‘ Gathe
O Get your built-in support email address and phons
4> Ot
Yo we a sport emanl acdress anc customer
becomes a ticket in your account autom
‘. alk
Your support address is support@ zendes
- A.
Your support phone number is G
r chaoose 3 \ S
N s«
o0t it ‘
‘ ) ) amm entre
-
»

4. Click the Security icon.
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Single sign-on

5. Click Single sign-on.

6. In the SSO Login URL field, enter the URL Location for the SingleSignOnService Location from the PingOne SP metadata
that you downloaded from the Zendesk configuration.

For example:
https://sso.connect.pingidentity.com/sso/idp/SS0.saml2?idpid=idpid

7. Open the signing certificate that you downloaded in the PingOne SP configuration and paste the thumbprint into the
Certificate fingerprint section.
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wh Certificate X

General Detais | Certfication Path

Show: | <All> v)
Field Value A
[ 1ssuer —
[=]valid from 21 January 2021 11::5:20
[=]valid to 21 January 2024 11::5:20
[ subject
| Public key RSA (2048 Bits)
E’I% Public key parameters 0500
| Thumbprint

8. Click Enabled.
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CAN
Single sign-on SAML

£ Enabled

SAML 550 URL*

Certificate fingerprint*

Remote logout URL

9. Click Save.

10. Enable external authentication for Staff members or End users as required.

@ Note

The following example enables it for Staff members only.

o

Click the Security icon.

o

Click Staff members.

o

Select the External Authentication check box.

o

Click Single sign-on. + Click Save.
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min Contre x +

< CcC = zendesk.com/admin/security/staff members

Staff members

Must be at ‘east 5 characters

10 attempts allow

Test the integration

Choose from:
For PingFederate IdP-Initiated SSO

Go to the Single Sign-On (SSO) URL in the PingOne Application configuration to perform IdP initiated SSO.

For example, https://PingFederateHostname:PingFederatePort__/idp/startSSO.ping?PartnerSpId=Zendesk .
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P1 https//login.pingoecom/fidp/c X +

& C # login.pingone.com

Ping

dentity

Sign On

x T

ndesk.com

Dashboard

Updates to your tickets Open Tickets (current Ticket Statistics (this wees
Nao recent Lpdates 1 1 0 0 0
DU GROUPS GOOD BAD SOLVED
Tickets requiring your attention (1) What is this? Play
5 ID  Subject Requester Requester updated Group  Assignee
Pronty: Normal

B) #1 Sample ticket: Meet the ticket  The Customer Today 10:58 Support
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For PingOne SP Initiated SSO

1. Go to the URL for your Zendesk tenant. For example, https://tenant.zendesk.com.

@ Note

Because SSO is only enabled for Staff, you should see a sign on form.

2. Click I am an Agent to initiate SSO.

x +

. -endesk.com

zendesk

Sign in to

Email

Password
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Zoho

Configuring SAML SSO with Zoho and PingOne

Learn how to configure SAML SSO using Zoho and PingOne.

Configue SAML in PingOne

1.In PingOne, go to Connections - Applications and click the + icon.

B Pingldentity.

Environments

Ackiniairetorns Applications @

Production

Q, Search I\ ~ Filter )
< Connections -

27 Applications by Application Name ~

Applications

Aha Labs
I

Aha! (.. p.
Application Catalog

‘) AppDynamics

Client ID:

External IDPs
r‘ Datadog
wd  Cilient ID:

PING PRODUCTS

PingFederate ESRI

Client ID:

Pingintelligence

< Freshworks
frashworks Cllent ID

2. 0On the New Application page, click Advanced Configuration.

3. On the SAML line, click Configure.
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New Application

Adding a new application to your environment aliows your customers controlled access to it. There different

SELECT AN APPLICATION TYPE

Web applications that are accessed within a
browser.

+ .NET web apps
+ Java apps

WEB APP

v
4
Applications that are stored and run from a
device or desktop.

+ 108 and Android apps
+ Desktop apps
« Push Authentication

NATIVE APP

to choose from that

]

A front-end application that uses an APl

+ Angular
- Node.js

SINGLE PAGE APP

CHOOSE CONNECTION TYPE

SAML
Apps that utilize an Identity Provider (IDF) to authenticate users and provides Service Providers an Authentication Assertion.

oIDC

Empioys Universal Login and redirect users o the login page.

the majority of

Management API integrations that can
perform actions using Roles.

* Non-interactive service integrations
« Client Cradentials w/Role Assignment
« Interactive admin consoles & portas

WORKER

(2

Apps configured by advanced users from
the ground up.

+ Your choice
* No barriers
+ Complete flexibility

ADVANCED CONFIGURATION

Configure

o Application Name (Required)

o Description (Optional)

° lcon (Optional)

4. On the Create App Profile page, enter the following details:
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Create App Profile

Personalize your application by creating a unigue profile. The description

APPLICATION NAME

Zoho Directory

DESCRIPTION

Zoho SSO Configuration

ICON

28\ 0

Remove Image

5. Click Save and Continue.

6. On the Configure SAML Connection page, in the Provide App Metadata section, select Manually Enter.

Configure SAML Connection

SAML is an authentication protocol that acts as a service provider (SP) to PingOne (the identity provider, or IdP).

PROVIDE APP METADATA
Import Metadata Import From URL E Manually Enter

Set up SAML in Zoho

1. In a separate browser tab, sign on to your Zoho Directory admin account (directory.zoho.com).

2. Go to Security = Custom Authentication, select Setup Now, and note the ACS URL value.
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N .
Z2'OWA@ Directo Security Policies Custom Authentication

S User Home Setup Custom Authentication

I74) Dashboard
SAML based Custom Authentication enables your users to authenticate themselves with your identity provider.

[2  Organization ACS URL:

https://accounts.zoho.com/signin/samisp/

SS  Applications Use this value to set up SAML at your 1dP
ch Users Sign-in URL *
http://
a . URL to sign in to Zoho account
) Admins
Sign-out URL
0
N Grops http://

URL to redirect when users sign out.

L)

Domains

Change Password URL

Security http:/
URL for your organization users can change their
passwords.
(&  Active Directory
Verification Certificate *
#\  Reports

Browse

The certificate file must contain the public key for Zoho to
verify sign-in request.

3. Copy the ACS URL value from the previous step.

4. Go to your PingOne SSO browser tab and paste this value into the ACS URLS field.
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Zoho

Configure SAML Connection

PROVIDE APP METADATA

Import Metadata Import From URL

ENTER METADATA FOR YOUR APPLICATION
ACS URLS

https://accounts.zoho.com/signin/samlsp

SAML is an authentication protocol that acts as a service provider (SP) to PingOne (the identity provider, or |dP).

® Manually Enter

Input the service provider (SP) data

1. Enter the ENTITY ID in PingOne.

@ Note

This configuration example uses https://directory.zoho.com. Refer to the following table for instructions
on which Entity ID to use, based on your location.

Zoho Directory account Identifier (Entity ID)
DC

us zoho.com

EU zoho.eu

IN zoho.in

AU zoho.com.au

CN zoho.com.cn

Relay state

https://directory.zoho.com
https://directory.zoho.eu
https://directory.zoho.in
https://directory.zoho.com.au

https://directory.zoho.com.cn

2. Update the SUBJECT NAMEID FORMAT to urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress.
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3. In the Assertion Validity Duration (In Seconds) field, enter a value, for example 3660 .

ENTITY ID

I https://directory.zoho.com I

SLO ENDPOINT

SLO RESPONSE ENDPOINT

SLO BINDING
® HTTPPOST HTTP Redirect

SUBJECT NAMEID FORMAT

urn:oasis:names:tc:SAML:11:nameid-format.emailAddress Vv

ASSERTION VALIDITY
DURATION (IN SECONDS)

3600

TARGET APPLICATION URL

4. In the Signing Key, click Download Signing Certificate and select X509 PEM (.crt)for the format.

You'll need the signing certificate later.

SIGNING KEY

PingOne SSO Certificate for Administrators environme... v

Download Signing Certificate

’ign Response Sign Assertion & Response

Select format...

B X509 PEM (crt)

RS
" PKCS#7 DER (.p7b)

5. On the Attribute Mapping tab, in the SAML Attributes section, map the Outgoing Value for saml_subject to Email
Address.

Copyright © 2025 Ping Identity Corporation




Configuration Guides Zoho

@ Note

This is the only required attribute for a successful connection.

Attribute Mapping

Map your PingOne user defined attributes to the corresponding Application attribute for accessibility between users and this app.

SAML ATTRIBUTES

OUTGOING VALUE

saml_subject ‘—I Email Address v I v

Advanced Expression

+ ADD ATTRIBUTE

6. Click Save and Close.

7. 0n the Applications page, next to Zoho Directory, click the toggle to enable the connection.

Zoho Directory .
W Ciient Ip: @ X

Profile  Configuration  Attribute Mappings Policies  Access

App Type
Advanced Configuration (SAML)

Description
Zoho SSO Configuration

Client ID

Home Page URL
No Home Page Configured

Signon URL
Default Signon Page

8. On the Configuration tab, in the Configuration Details section, note the Single Logout Service and Single SignOn Service
values.

You'll need these to complete the next procedure.
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Zoho Directory .
W0 Giient ID: @@ : X

Profile  Configuration  Attribute Mappings Policies  Access

~ CONNECTION DETAILS

DOWNLOAD METADATA ( Download )

ISSUER ID: https://auth.pingone.com/
SINGLE LOGOUT SERVICE https://auth.pingone.com/
SINGLE SIGNON SERVICE: https://auth.pingone.com/
IDP METADATA URL https://auth.pingone.com/ 3

INITIATE SINGLE SIGN-ON URL: https://auth.pingone.com/

v SAML SETTINGS

Configure Zoho for SSO

1.In Zoho, on the Custom Authentication page, paste the Single SignOn Service value from PingOne into the Sign-in URL.

2. Optional: Paste the Single Logout Service value from PingOne into the Sign-out URL field.

ACS URL:

https://accounts.zoho.com/signin/samlsp/

Use this value to set up SAML at your IdP

Sign-in URL *

https://auth.pingone.com/

URL to sign in to Zoho account

Sign-out URL

https://auth.pingone.com/

URL to redirect when users sign out.

Change Password URL
http://

URL for your organization users can change their
passwords.

3. Optional: If required, enter your site’s password change URL in the Change Password URL field.

4. In the Verification Certificate section, click Browse and upload the X509 certificate that you downloaded previously.
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Verification Certificate *

Browse bc2c88bd-e619-46fc-ab0c-0bf2...

The certificate file must contain the public key for Zoho to
verify sign-in request.

. .

5. Click Save to save the connection and complete the setup.

Create and assign identities in PingOne

If you've already assigned identities and groups in PingOne, move on to Test the integration.
1. In PingOne, go to Identities Groups and click the + icon next to Groups.
2. 0On the Create New Group page, enter values for the following:
o Group Name (Required)
o Description (Optional)
° Population (Optional)

3. Click Finish & Save.

Groups @ 288 Create New Group

Administrators can manage their groups including creating groups, updating group membership manually or dynamically and more. Learr
Groups provide application access for users.
Q Search Groups

Name Enter Profile Data

Group Name
40, APPS
<@ Agministrators Population

Description
o 5
A28 Admin
Population

I Administrators Population x

Finish & Save

4. To add identities to the group, on the ldentities tab, go to Users = + Add User.
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WPingldentity. @ - ® Explore + 2 Ryan Schafer -
Administrators
Rxctosd Users

Example SCIM Queries

4 users by Family Name -

Al

Al

Test, Adam

AARA A
4l

Test, Joe

Il

5. 0On the Add User page, enter the required information for a user.

@ Important

Verify that the email address is correct, as this is the value passed in the SAML assertion.

6. Click Save.

Add User

COUNTRY CODE LOCALITY REGION

ZIP CODE

COMPANY INFORMATION

ACCOUNT ID POPULATION @

Administrators Population "

USERNAME @
TYPE

TITLE

PREFERENCES

PREFERRED LANGUAGE @ LOCALE @

None v None v

TIMEZONE
Select a timezone v

D -

7. Assign the user that you created to the group that you created previously. Locate the user and do the following:

1. Expand their section.
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2. Select the Groups tab.

3. Click + Add.
Test, Adam ( b =
Jest A ( ResetPassword ) « T
[ Profile ‘ Roles ‘ Authentication | Groups | Consent ‘ API ‘ Sync Status Credentials
Group Memberships 1 Vs
Apps
juj

8. In the Available Groups section, select the group you created and click the 4 icon to add it to the user’s group
memberships. Click Save.

< Back to Users

Adam Test

l Profile | Roles ‘ Authentication ‘ Groups

i) Groups define a collection of users using membership or by dynamic filtering criteria. Groups can be used to assign application access to users.

Q, Search Available Groups

AVAILABLE GROUPS ‘GROUP MEMBERSHIPS

: Admin ° i ADpS &)
i Administrators Population )

9. On the Connections tab, for the Zoho Directory application, do the following:
1. Click the Access tab.

2. Click the Pencil icon to edit the configuration.

Zoho Directorv :

V.o Client ID: ¢ c 4 X
Profile  Configuration  Attribute Mappings  Policies

/

GROUP MEMBERSHIP POLICY

No Restrictions

3. Select the group that you created and add it to the Applied Groups section. Click Save.
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W m@ Zoho Directory > Edit Access X
Admin Only Access
Must have admin role
Group Membership Policy

Groups can be added to control user access to the application. All users have access when no groups are listed.
The following selections determine groups that have access to the application.

Q Search Groups

ALL GROUPS APPLIED GROUPS | i\
Admin ©) i Apps
~— **  Administrators Population

Test the integration

1. In the PingOne admin console, go to Dashboard - Environment Properties.

2. Right-click on the Application Portal URL and open it in a private browser session.
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WPingldentity.

; Environment

Administrators
Production
ORGANIZATION NAME

< Environment
NAME

Properties Administrators

This is the administrator environment

created when the organization was

provisioned. 4
LICENSE

ADMIN v

ENVIRONMENT ID
ta65de53-8841-4006-b907- | N
ORGANIZATION ID

2a02a4bf-54da-424¢-830c- | NG

TYPE

Production

CREATED

E Open Link in New Tab
2021-07-27T21:10:14.313Z Open Link in New Window
Open Link in Incognito Window

CONSOLE LOGINURL @
https://console.pingone.com/?env=fd65de 53-8841-4{SCEVCR T, 9 -3

Copy Link Address
SELF-SERVICE URL @

https://apps.pingone.com/fd65de53-8841-4006-b90{il& 9

APPLICATION PORTAL URL @
https://apps.pingone.com/fd65de53-8841-4006-b90

Prin

Inspect

3. Sign on as the test user that you created and click the Zoho Directory tile.

Ryan Schafer @

ALL APPLICATIONS

Aha! V3 K O - @ A - .m0

Aha Labs Datadog Freshworks Heap PagerDuty Ping Identity QuickBase Wiike Zoho Directory

You're signed on to the user’s Zoho Directory account.
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