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ICF provides a common interface to allow identity services access to the resources that contain user information. IDM loads the
ICF API as one of its OSGi modules. ICF uses connectors to separate the IDM implementation from the dependencies of the
resource to which IDM is connecting. A specific connector is required for each remote resource. Connectors can run locally (on the
IDM host) or remotely.

Local connectors are loaded by ICF as regular bundles in the OSGi container. Most connectors run locally. Remote connectors
must be executed on a remote connector server. If a resource requires access libraries that cannot be included as part of the IDM
process, you must use a connector server. For example, ICF connects to Microsoft Active Directory through a remote connector
server that is implemented as a .NET service.

Connections to remote connector servers are configured in a single connector info provider configuration file, located in your
project's conf/ directory.

Connectors themselves are configured through provisioner files. One provisioner file must exist for each connector. Provisioner
files are named provisioner.openicf-name where name corresponds to the name of the connector, and are also located in the
conf/ directory.

A number of sample connector configurations are available in the openidm/samples/example-configurations/provisioners
directory. To use these connectors, edit the configuration files as required, and copy them to your project's conf/ directory.

The following figure shows how IDM connects to resources by using connectors and remote connector servers. The figure shows
one local connector (LDAP) and two remote connectors (Scripted SQL and PowerShell). In this example, the remote Scripted SQL
connector uses a remote Java connector server. The remote PowerShell connector always requires a remote .NET connector
server.

Copyright © 2025 Ping Identity Corporation
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Figure 1. How IDM Uses the ICF Framework and Connectors

Connectors that use the .NET framework must run remotely. Java connectors can be run locally or remotely. You might
run a Java connector remotely for security reasons (firewall constraints), for geographical reasons, or if the JVM version
that is required by the connector conflicts with the JVM version that is required by IDM.

ICF configuration properties used by IDM

Use the following properties (in resolver/boot.properties) to specify how ICF should manage operations on external resources:

openidm.icf.retry.enabled

Specifies whether ICF operations should be retried, if network connectivity is lost. False by default.

openidm.icf.retry.delaySeconds

Delay, in seconds, between ICF retry operations. 1@ by default.

openidm.icf.retry.updates.enabled

Specifies whether ICF update operations should be retried, if network connectivity is lost. False by default.

Copyright © 2025 Ping Identity Corporation n
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openidm.icf.retry.maxRetries

If openidm.icf.retry.enabled=true, specifies the maximum number of ICF operation retry attempts when network
connectivity is lost. 12 by default.

Configure connectors

You configure connectors through the ICF provisioner service, and access them over REST at the openidm/conf endpoint.

Connector configurations are stored in files in your project’s conf/ directory, and are named project-dir/conf/
provisioner.openicf-name where name corresponds to the name of the connector. If you are creating your own connector
configuration files, do not include additional dash characters ( - ) in the connector name, as this can cause problems with the OSGi
parser. For example, provisioner.openicf-hrdb.json is acceptable, and provisioner.openicf-hr-db.json is not.

You can create a connector configuration in the following ways:

« Start with the sample provisioner files in the /path/to/openidm/samples/example-configurations/provisioners
directory. Learn more in the Sample Provisioner Files.

+ Configure connectors in the admin Ul. Sign on to the admin Ul at https://localhost:8443/admin(J, then continue with
the process described in Configure Connectors With the admin UI.

+ Use the service that IDM exposes through the REST interface to create basic connector configuration files. Learn more in
Configure Connectors Over REST.

+ Use the cli.sh or cli.bat scripts to generate a basic connector configuration. Learn more in the configureconnector
4 documentation.

Sample provisioner files

A number of sample connector configurations are available in the openidm/samples/example-configurations/provisioners
directory. To use these connector configurations, edit the configuration files as required, and copy them to your project’s conf
directory.

The following example shows a high-level connector configuration. The individual configuration objects are described in detail
later in this section:

{
"connectorRef" : connector-ref-object,
"producerBufferSize" . integer,
"poolConfigOption” : pool-config-option-object,
"operationTimeout” . operation-timeout-object,
"operationRatelLimits" : operation-rate-limits-object,
"configurationProperties" : configuration-properties-object,
"syncFailureHandler" : sync-failure-handler-object,
"resultsHandlerConfig" : results-handler-config-object,
"excludeUnmodified" . boolean, true/false,
"objectTypes" : object-types-object,
"operationOptions” . operation-options-object

}

Copyright © 2025 Ping Identity Corporation



https://localhost:8443/admin
https://localhost:8443/admin
https://docs.pingidentity.com/pingidm/8/setup-guide/chap-cli.html#cli-configureconnector
https://docs.pingidentity.com/pingidm/8/setup-guide/chap-cli.html#cli-configureconnector
https://docs.pingidentity.com/pingidm/8/setup-guide/chap-cli.html#cli-configureconnector
https://docs.pingidentity.com/pingidm/8/setup-guide/chap-cli.html#cli-configureconnector

ICF 1.5.20.31 Identity Connector Framework (OpenlICF)

Configure connectors with the admin Ul

To configure connectors in the admin Ul, select Configure > Connector.

If your project has an existing connector configuration (for example, if you have started IDM with one of the sample
configurations), click on that connector to edit it. If you're starting with a new project, click New Connector to configure a new
connector.

The connectors displayed on the Connectors page reflect the provisioner files in your project’s conf/ directory. To add a new
connector configuration, you can also copy a provisioner file from the /path/to/openidm/samples/example-configurations/
provisioners directory, then edit it to fit your deployment.

When you add a new connector, the Connector Type dropdown list reflects the connector .jar files that are in the /path/to/
openidm/connectors directory. You can have more than one connector configuration for a specific connector type. For example,
you might use the LDAP connector to set up two connector configurations—one to an Active Directory server and one to a PingDS
(DS) instance.

The Connector Types listed here do not include all supported connectors. The scripted connectors (such as scripted Groovy,
scripted REST, scripted SQL, and PowerShell) are not available in the list of connector types. In general, the scripted connectors
require extensive custom configuration changes, and a single HTML template to cover all possible permutations is not feasible. To
add a scripted connector configuration, configure the connector over REST.

Alternatively, copy one of the example provisioner files in /path/to/openidm/samples/example-configurations/provisioners
into your project’s conf directory and edit the configuration directly in the provisioner file.

Additional connectors are available from the BackStage download sited site. For connectors that are not bundled with IDM, the
Ul displays a generic template, based on the schema provided by the connector.

The tabs on the connector configuration screens correspond to the objects and properties described in the remaining sections of
this chapter.

When a connector configuration is complete, and IDM is able to establish the connection to the remote resource, the Data tab
displays the objects in that remote resource. For example, the following image shows the contents of a connected LDAP resource:

LDAP CONNECTOR - [1.4.0.0,1.5.0.0) + New Mapping E]

Details Object Types Sync Advanced Data
Group < Reload Grid H % Clear Filters H Y Advanced Filter
Filter... Filter... Filter... Filter... Filter...
| DN OBJECTCLASS CN SN uip USERPASSWORD LDAPGROUPS
uid=jdoe,ou=People,dc=example,d... inetuser,top,kbalnfoContainer,inet...  John Doe Doe jdoe cn=openidm,ou=Groups,
uid=bjensen,ou=People,dc=examp... top,inetOrgPerson,organizationalP...  Barbara Jensen Jensen bjensen cn=openidm2,ou=Groups

Figure 1. Data Tab For a Connected LDAP Resource
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You can search through these objects with either the Basic Filter shown in each column, or the Advanced Filter option, which lets
you build many of the queries shown in Define and call data queries(.

Configure connectors over REST

To create a new connector configuration over REST, follow these steps:
1. List the available connectors.
2. Generate the core configuration.
3. Add the target system properties, then connect to the target system to generate the final configuration.
4. Submit the final configuration to IDM.
This procedure walks you through creating a connector configuration over REST, for a CSV file connector.
1. List the available connectors.

In a default IDM installation, the available connectors are installed in the openidm/connectors directory. If you are using a
remote connector server, additional connectors might be available in the openicf/connectors directory on the remote
server.

Run the following command to list the available connectors:

curl \

--header "X-OpenIDM-Username: openidm-admin" \

--header "X-OpenIDM-Password: openidm-admin" \

--header "Accept-API-Version: resource=1.0" \

--request POST \
"http://localhost:8080/openidm/system?_action=availableConnectors’

On a default IDM installation, this command returns the following output:

Sample output

Copyright © 2025 Ping Identity Corporation
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"connectorRef": [

{

"displayName": "SSH Connector"”,
"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",

"bundleName": "org.forgerock.openicf.connectors.ssh-connector",

"connectorName": "org.forgerock.openicf.connectors.ssh.SSHConnector"
"displayName": "ServiceNow Connector",

"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",

"bundleName": "org.forgerock.openicf.connectors.servicenow-connector",
"connectorName": "org.forgerock.openicf.connectors.servicenow.ServiceNowConnector"

"displayName": "Scripted SQL Connector"”,
"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.scriptedsql-connector",
"connectorName": "org.forgerock.openicf.connectors.scriptedsql.ScriptedSQLConnector"

"displayName": "Scripted REST Connector"”,
"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.scriptedrest-connector",
"connectorName": "org.forgerock.openicf.connectors.scriptedrest.ScriptedRESTConnector"

"displayName": "SCIM Connector",
"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.scim-connector",
"connectorName": "org.forgerock.openicf.connectors.scim.ScimConnector"

"displayName" :"Salesforce Connector",

"bundleVersion":"1.5.20.31",

"systemType" :"provisioner.openicf",

"bundleName" :"org.forgerock.openicf.connectors.salesforce-connector"”,
"connectorName" :"org.forgerock.openicf.connectors.salesforce.SalesforceConnector"

"displayName" :"MSGraphAPI Connector",

"bundleVersion":"1.5.20.31",

"systemType" :"provisioner.openicf",

"bundleName" :"org.forgerock.openicf.connectors.msgraphapi-connector"”,
"connectorName" :"org.forgerock.openicf.connectors.msgraphapi.MSGraphAPIConnector"

"displayName": "MongoDB Connector",

"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",

"bundleName": "org.forgerock.openicf.connectors.mongodb-connector",
"connectorName": "org.forgerock.openicf.connectors.mongodb.MongoDBConnector"
"displayName": "Marketo Connector"
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"bundleVersion": "1.5.20.31",

"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.marketo-connector",
"connectorName": "org.forgerock.openicf.connectors.marketo.MarketoConnector"
B
{
"displayName": "LDAP Connector",
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.ldap-connector",
"connectorName": "org.identityconnectors.ldap.LdapConnector"
b
{
"displayName": "Kerberos Connector",
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.kerberos-connector",
"connectorName": "org.forgerock.openicf.connectors.kerberos.KerberosConnector"
B
{
"displayName": "Scripted Poolable Groovy Connector"”,
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.groovy-connector",
"connectorName": "org.forgerock.openicf.connectors.groovy.ScriptedPoolableConnector"
B
{
"displayName": "Scripted Groovy Connector",
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.groovy-connector",
"connectorName": "org.forgerock.openicf.connectors.groovy.ScriptedConnector"
B
{
"displayName": "GoogleApps Connector",
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.googleapps-connector",
"connectorName": "org.forgerock.openicf.connectors.googleapps.GoogleAppsConnector"
b
{
"displayName": "Database Table Connector"
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.databasetable-connector"”,
"connectorName": "org.identityconnectors.databasetable.DatabaseTableConnector"
b
{
"displayName": "CSV File Connector",
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.csvfile-connector",
"connectorName": "org.forgerock.openicf.csvfile.CSVFileConnector"
b
{

"displayName": "Adobe Marketing Cloud Connector",
"bundleVersion": "1.5.20.31",
"systemType": "provisioner.openicf",
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"bundleName": "org.forgerock.openicf.connectors.adobecm-connector",
"connectorName": "org.forgerock.openicf.acm.ACMConnector"

}

2. Generate a core configuration.

Locate the connector to configure from the previous step’s output, and copy the JSON object to insert as the value of the
"connectorRef" property in the data payload of the following command.

This example generates a core configuration for the CSV file connector:

curl \

--header "X-OpenIDM-Username: openidm-admin" \
--header "X-OpenIDM-Password: openidm-admin" \
--header "Accept-API-Version: resource=1.0" \
--header "Content-Type: application/json" \
--request POST \

--data '{
"connectorRef": {
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.csvfile-connector",
"connectorName": "org.forgerock.openicf.csvfile.CSVFileConnector",

"displayName": "CSV File Connector",
"bundleVersion": "1.5.20.31"
}
P
"http://localhost:8080/openidm/system?_action=createCoreConfig"

The command returns a connector configuration, similar to the following

Copyright © 2025 Ping Identity Corporation




Identity Connector Framework (OpenlICF) ICF 1.5.20.31

"connectorRef": {
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.csvfile-connector",
"connectorName": "org.forgerock.openicf.csvfile.CSVFileConnector",
"displayName": "CSV File Connector"”,
"bundleVersion": "1.5.20.31"

B

"resultsHandlerConfig": {
"enableNormalizingResultsHandler": false,
"enableFilteredResultsHandler": false,
"enableCaseInsensitiveFilter": false,
"enableAttributesToGetSearchResultsHandler": true

Vo

"operationTimeout": {
"CREATE": -1,
"UPDATE": -1,
"DELETE": -1,
"TEST": -1,
"SCRIPT_ON_CONNECTOR": -1,
"SCRIPT_ON_RESOURCE": -1,
"GET": -1,
"RESOLVEUSERNAME" : -1,
"AUTHENTICATE": -1,
"SEARCH": -1,
"VALIDATE": -1,
"SYNC": -1,
"SCHEMA" : -1

Yo

"configurationProperties": {
"headerPassword": "password",
"spaceReplacementString": "_",
"csvFile": null,
"newlineString": "\n",
"headeruid": "uid",
"quoteCharacter": "\"",
"escapeCharacter”: "\\",
"fieldDelimiter": ",",
"syncFileRetentionCount": 3

3. Connect to the target system to generate the final configuration.

The configuration returned in the previous step is not functional. It does not include the required
configurationProperties that are specific to the target system (such as the host name and port number of the target
system, or the csvFile for a CSV file connector). It also doesn't include the complete list of objectTypes and

operationOptions.

To connect to the target system, add values for the required configurationProperties, and submit the updated
configuration in the data payload of the following command.

This example connects to the specified CSV file:
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curl \

--header "X-OpenIDM-Username: openidm-admin" \
--header "X-OpenIDM-Password: openidm-admin" \
--header "Accept-API-Version: resource=1.0" \
--header "Content-Type: application/json" \
--request POST \

--data '{

"configurationProperties": {
"headerPassword": "password"”,
"spaceReplacementString": "_",
"csvFile": "&{idm.instance.dir}/data/csvConnectorData.csv",
"newlineString": "\n",
"headerUid": "uid",
"quoteCharacter": "\"",
"fieldDelimiter": ",",
"syncFileRetentionCount": 3

H

"connectorRef": {
"systemType": "provisioner.openicf",
"bundleName": "org.forgerock.openicf.connectors.csvfile-connector",
"connectorName": "org.forgerock.openicf.csvfile.CSVFileConnector",
"displayName": "CSV File Connector",
"bundleVersion": "1.5.20.31"

H

"resultsHandlerConfig": ({
"enableNormalizingResultsHandler": true,
"enableFilteredResultsHandler": true,
"enableCaseInsensitiveFilter": false,
"enableAttributesToGetSearchResultsHandler": true

H

"operationTimeout": {

"CREATE": -1,

"UPDATE": -1,

"DELETE": -1,

"TEST": -1,
"SCRIPT_ON_CONNECTOR": -1,
"SCRIPT_ON_RESOURCE": -1,
"GET": -1,
"RESOLVEUSERNAME" : -1,
"AUTHENTICATE": -1,
"SEARCH": -1,
"VALIDATE": -1,

"SYNC": -1,

"SCHEMA" : -1

}

P
"http://localhost:8080/openidm/system?_action=createFullConfig"

@ Note

The single quotes around the JSON object in the --data parameter prevent the command from being executed
when a new line is encountered in the content. You can therefore include line feeds for readability.
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With this command, IDM connects to the target resource, and attempts to read the schema, if it is available. It then iterates
through the schema objects and attributes, and creates JSON representations of the supported objects and operations.
The command output includes the JSON payload that you submitted, along with the operationOptions and
objectTypes.

@ Important

Because IDM produces a full property set for all attributes and all object types in the schema, the resulting
configuration can be very large. For an LDAP server, for example, IDM can generate a configuration containing
several tens of thousands of lines. It might be useful to reduce the schema on the external resource to a
minimum before you run the createFullConfig command.

4. When you have the final configuration, use a PUT request to add it to the IDM configuration, in the JSON payload of the
following command:

curl \

--header "X-OpenIDM-Username: openidm-admin" \

--header "X-OpenIDM-Password: openidm-admin" \

--header "Accept-API-Version: resource=1.0" \

--header "Content-Type: application/json" \

--request PUT \

--data '{complete-configuration}' \
"http://localhost:8080/openidm/config/provisioner.openicf/connectorName"

Alternatively, you can save the complete configuration in a file named provisioner.openicf-connectorName.json, and
place the file in the conf directory of your project.

Connector reference properties

The following example shows a connector reference object:

"connectorRef" : {
"bundleName" : "org.forgerock.openicf.connectors.csvfile-connector",
"bundleVersion" : "[1.5.0.0,1.6.0.0)",
"connectorName" : "org.forgerock.openicf.csvfile.CSVFileConnector",
"connectorHostRef" : "csv"
}
bundleName

string, required

The ConnectorBundle-Name of the ICF connector.
bundleVersion

string, required

The ConnectorBundle-Version of the ICF connector. The value can be a single version (such as 1.4.08.8) or a range of
versions, which lets you support multiple connector versions in a single project.
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You can specify a range of versions as follows:
* [1.1.8.0,1.4.0.0] indicates that all connector versions from 1.1 to 1.4, inclusive, are supported.

* [1.1.8.0,1.4.0.0) indicates that all connector versions from 1.1 to 1.4, including 1.1 but excluding 1.4, are
supported.

* (1.1.8.0,1.4.0.0] indicates that all connector versions from 1.1 to 1.4, excluding 1.1 but including 1.4, are
supported.

* (1.1.0.0,1.4.0.0) indicates that all connector versions from 1.1 to 1.4, exclusive, are supported.

When a range of versions is specified, IDM uses the latest connector that is available within that range. If your project
requires a specific connector version, you must explicitly state the version in your connector configuration file, or constrain
the range to address only the version that you need.

connectorName

string, required

The connector implementation class name.
connectorHostRef

string, optional

If the connector runs remotely, the value of this field must match the name field of the RemoteConnectorServers objectin
the connector server configuration file (provisioner.openicf.connectorinfoprovider.json). For example:

"remoteConnectorServers"

[

"name” : "dotnet",

If the connector runs locally, the value of this field can be one of the following:

* If the connector .jar is installed in openidm/connectors/ , the value must be "#LOCAL" . This is currently the
default, and recommended location.

* If the connector .jar is installed in openidm/bundle/ (not recommended), the value must be "osgi:service/
org.forgerock.openicf.framework.api.osgi.ConnectorManager" .
Pool configuration

Learn more about Connection pooling configuration and the connectors that use each pooling mechanism in Connector by
pooling mechanism.
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Operation timeouts

The operation timeout property enables you to configure timeout values per operation type. By default, no timeout is configured
for any operation type. A sample configuration follows:

{
"CREATE" e =,
"TEST" 2 =,
" AUTHENTICATE" g =7,
" SEARCH" 2 =,
"VALIDATE" g =i,
"GET" 2 =1,
"UPDATE" g =7,
"DELETE" g =7,
"SCRIPT_ON_CONNECTOR" : -1,
"SCRIPT_ON_RESOURCE" : -1,
"SYNC" 2 =,
"SCHEMA" g =i

}

operation-name
Timeout in milliseconds

Avalue of -1 disables the timeout.

Operation rate limits

The operationRatelLimits property enables you to configure rate limit values per operation type. By default, no rate limit is
configured for any operation type. A sample configuration follows:

"operationRateLimits": {
"CREATE": {
"requestLimit": 50,
"requestPeriod": 500,
"requestTimeout”: 5000
}
}

operation-name
requestLimit

The number of requests allowed over a period of time ( requestPeriod ). The default value is 50 requests.
requestPeriod
The request limit resets after this period of time (in milliseconds). The default value is 508 milliseconds.

For example, using the previous example configuration allows 50 requests in a 500 millisecond period of time.
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requestTimeout
The amount of time (in milliseconds) before throwing an OperationTimeoutException for an operation. The
defaultis 5000 milliseconds (5 seconds).
Connection configuration
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